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Abst ract

Thi s docunent specifies a Statel ess Address Autoconfiguration (SLAAC
mechanismtailored for satellite constellation networks. It

descri bes how a Host generates I Pv6 Interface Identifiers (11Ds)
based on determnistic orbital topology paranmeters and spacecraft
identifiers, rather than hardware Media Access Control (MAC)

addr esses.

By enbeddi ng topol ogical information (Shell, Obit, Satellite |Index)
directly into the 11D, this nmethod provides semanti c addressing,

all owi ng network operators and routing protocols to derive physical

I ocation information solely fromthe | Pv6 address. This approach
guar ant ees gl obal uni queness within the constellation, mninizes the
need for Duplicate Address Detection (DAD), and is suitable for Links
typically found in space environnents, such as CCSDS ACS or space-
based Ethernet.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 July 2026.
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1. Introduction

Thi s docunent specifies the steps a satellite Node takes to

aut oconfigure its Interfaces in IP version 6 (IPv6) within a
constel l ati on network. The autoconfiguration process includes
generating a Link-Local Address based on determ nistic topol ogica
paraneters, generating d obal Unicast Addresses via Statel ess Address
Aut oconfiguration (SLAAC) [ RFC4862], and an optinized Duplicate
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Address Detection (DAD) procedure to verify the uniqueness of the
addresses on a Link.

Traditional stateless autoconfiguration nechanisns often rely on
hardware identifiers (such as | EEE 802 MAC addresses) to generate
Interface ldentifiers (11Ds). However, satellite networks often
utilize data link protocols that |ack gl obally unique hardware
addresses, such as the CCSDS ACS Space Data Link Protoco

[ CCSDS- ACS].  Furthernore, in |arge-scal e non-geostationary orbit
(NGSO) constellations, network operators require addresses that carry
semantic |ocation information to facilitate routing and nanagenent

wi thout maintaining a centralized state database.

Thi s docunent defines a "Topol ogy- Enbedded I nterface Identifier”
generation algorithm By enbedding the satellite’s Shell, Obit, and
Satellite Index into the address, the network achi eves "semantic
addressing," facilitating sinplified routing policies and operationa
troubl eshoot i ng.

Thi s mechani sm ensures that all configured addresses are highly
likely to be unique on a given Link by design. Consequently, this
docunent recomends the use of Optimistic Duplicate Address Detection
(Optimstic DAD) [ RFC4429], allow ng i medi ate use of addresses to
mnimze link establishnent |atency—a critical factor for dynanic
space environments.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. Term nol ogy

Thi s docunent uses the following terms. Capitalized terns indicate
specific definitions used within the context of this protocol

Node
A device that inplenents IP. |In the context of this docunment, a
Node typically refers to a satellite, a ground station, or a
gateway functioning within the constellation network.

Rout er
A Node that forwards | P packets not explicitly addressed to
itself. Most satellites in the constellation function as Routers,
forwardi ng packets across Inter-Satellite Links (ISLs).
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Host
Any Node that is not a Router.
Li nk
A conmmuni cation facility or nmedi um over which Nodes can
communi cate at the link layer, i.e., the layer imedi ately bel ow

IP. Exanples in this context include Inter-Satellite Links (ISL)
usi ng |l aser or microwave (Ka/Ku band), and G ound-to-Satellite
links. The protocol described in this docunent applies to both
Et hernet-framed Links and non- Et hernet Links such as CCSDS ACS

[ CCSDSs- ACS] .

Interface
A Node’s attachment to a Link. On a satellite Node, Interfaces
are typically designated by their directional orientation relative
to the orbit (e.g., prograde, retrograde, cross-plane).

Addr ess
An | P-layer identifier for an Interface or a set of Interfaces.

Li nk- Layer Address
A link-layer identifier for an Interface. |n Ethernet networks,
this is the MAC address. In satellite networks using CCSDS or
proprietary framng, this identifier may be derived fromthe
Spacecraft I D (SCID) or be non-existent. This docunent specifies
how to generate an IPv6 Interface Identifier even when a hardware
Li nk- Layer Address is absent.

Satellite Node Triplet
A tuple of three integers [Shell ID, Obit ID Sat_ID that
uniquely identifies the satellite’s logical position within the
constellation topology. This tuple is the primary input for the
t opol ogy- enbedded address generation

Shel
An orbital altitude |ayer of the constellation topology. In the
address generation algorithm this is represented by the integer
Shell ID. Used to distinguish between multi-layer constellations
(e.g., LEO vs. VLEO | ayers)

O bit
An orbital plane within a Shell. |In the address generation

algorithm this is represented by the integer Obit_ID.

Satellite | ndex
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The specific position of a satellite within an Obit, typically

nunbered sequentially based on nmean anomaly or phase. |n the
address generation algorithm this is represented by the integer
Sat _I D.

Spacecraft ID
A uni que hardware or m ssion identifier assigned to the physical
spacecraft chassis (also referred to as SCID). Unlike the
Satellite Node Triplet, which may change if a satellite maneuvers
to a new slot, the Spacecraft IDis permanent to the hardware.

Interface Code
A locally unique 4-bit identifier assigned to each physical or
logical Interface on a satellite (e.g., 0Ox1 for Int-1/Prograde,
0x2 for Int-2/Retrograde).

Constel I ati on Hash
A 16-bit hash value derived fromthe Constellation ID String. It
is used to prevent address collisions between different satellite
net wor ks using the same private address space | ogic.

Topol ogy- Enbedded I nterface ldentifier
A 64-bit Interface Identifier (I1D) constructed by concatenating
the Constellation Hash, Satellite Node Triplet, Spacecraft ID, and
Interface Code. It provides senmantic addressing regarding the
Node’ s | ocati on.

Constellation ID String
A human-readable ASCI| string (e.g., "LEOC 001-M SSION') that
uniquely identifies the constellation network. It is hashed to
formthe high-order bits of the IID.

4. Design CGoal s

Thi s docunent specifies a method for generating |1 Ds to be used with
| Pv6 SLAAC. The design ains to achieve the follow ng goals:

*  *Net wor k- Wde Uni queness by Design*: The generation al gorithm MJST
guarantee that the resulting |1 Ds are unique within the
adm nistrative domain. By relying on determ nistic planning data,
the mechani sm ni ni m zes address col lisions by design.

* *Semantic Addressing*: The resulting | Pv6 addresses MJUST be
semantical ly meaningful. Peer Nodes SHOULD be able to extract the
topol ogi cal location (Shell, Obit, and Satellite Index) of an
Interface directly fromthe address bits.
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* *| ndependence from Hardware Addresses*: The nmet hod MJST be
applicable to Links that lack a globally unique hardware address
(e.g., CCSDS ACS links).

* *Support for High-Dynanm cs*: The nmechani sm MJUST support rapid Link
establishnent. By ensuring uniqueness determnistically, the
addresses allow for "Optimistic" configuration, enabling
Interfaces to enter the "Preferred" state i mediately.

5. Protocol Overview

The aut oconfiguration process follows the standard | Pv6 SLAAC
described in [RFC4862], with a specific nodification to the IID
generation algorithm

Nodes begin the autoconfiguration process by obtaining their
topol ogi cal paraneters (Shell, Obit, Satellite Index) fromthe
satellite’s Guidance, Navigation, and Control (GNC) system or m ssion
data files. A Link-Local Address is formed by appending the
*Topol ogy- Enbedded Interface Identifier* to the prefix FE80::/64.

Because the orbital parameters are assigned via rigorous m ssion

pl anni ng, the probability of a collision is negligible. Therefore,
Nodes inplenmenting this specification SHOULD enpl oy Optinistic DAD
[ RFC4429]. This allows the Node to treat the Address as avail able
for use imredi ately, skipping the delay associated with waiting for
Nei ghbor Solicitation (NS) [RFC4861] tineouts.

Upon configuring a Link-Local Address, the Node sends a Router
Solicitation (RS) [RFC4861] to discover on-link Routers (neighboring
satellites). Upon receipt of a Router Advertisenent (RA) [ RFC4861]
containing a Prefix Information Option (PIO with the A-flag set, the
Node generates gl obal addresses by appendi ng the sanme Topol ogy-
Enbedded Interface ldentifier to the advertised prefix.

6. Protocol Specification

This section specifies the algorithmfor generating the Topol ogy-
Enbedded Interface Identifier

6.1. Node Configuration Variabl es

A Node MJST maintain the follow ng configuration variables. These
vari ables are typically provisioned via the mssion control plane.

Constellation ID String (Variable Length) A human-readabl e ASCI |
string identifying the satellite network (e.g., "LEO SAT-NET-V1").
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Satellite Node Triplet Three integers representing the Node's
topol ogi cal position. The default bit-w dths are:

* Shell ID 2 bits (Values 0-3). Corresponds to the Shell.

* Obit_ID 6 bits (Values 0-63). Corresponds to the Orbit.

* Sat _ID 8 bits (Values 0-255). Corresponds to the Satellite
I ndex.

* _Note: Inplenmentati ons MAY support configurable bit-w dths for
the Triplet, provided the total length of the Triplet field
remains 16 bits.

Spacecraft _ID (28 bits) A globally unique identifier assigned to the
physi cal spacecraft chassis (e.g., derived from CCSDS SCI D defi ned
in CCSDS 732.0-B-3 [CCSDS-ACS]). If the native SCID is shorter
than 28 bits, it is padded with | eading zeros.

Interface_Code (4 bits) A locally unique identifier for the
Interface.

.2. Interface Identifier Generation Al gorithm

The 1IDis a 64-bit value constructed by concatenating the
constel |l ati on hash, topol ogical paraneters, spacecraft identity, and
i nterface code

The 11D is generated as foll ows (using network byte order (big-
endi an)):

1. *Calculate Constellation Hash (16 bits):* Conpute the 16-bit
Cyclic Redundancy Check (CRC) of the Constellation_ID String.
The standard CRC-16-CCI TT pol ynom al (0x1021) SHOULD be used.
Let Hash16 = CRC16_CCI TT(Constel lation_I D String).

2. *Form Topology Field (16 bits):* Conmbine the triplet variables
into a 16-bit field. Let Topol6 = (Shell _ID << 14) | (Obit_ID
<< 8) | Sat_ID

3. *Prepare Spacecraft and Interface Fields:* Ensure Spacecraft_ID
fits in 28 bits. Let SCI D28 = Spacecraft I D & OXOFFFFFFF. Let
Int4 = Interface_Code & OxOF
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6.

6.

t identifier is the

4. *Construct the 64-bit IID* The 64-bi
11D = (Hash16 << 48) | (Topol6

concat enati on of the above fi el ds:
<< 32) | (SCID28 << 4) | Int4

2.1. 11D Format Layout
The bit layout of the resulting IIDis shown in Figure 1.

0 1 2 3
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Figure 1: Topol ogy- Enbedded |1 D Layout

Constel | ati on Hash 16-bit CRC hash of the Constellation ID String.

Shl 2-bit identifier for the orbital shell.

Obit 6-bit identifier for the orbital plane.

Sat ID 8-bit identifier for the satellite position
within the orbit.

Spacecraft ID 28-bit unique hardware identifier (e.g., CCSDS
SCI D).

I nt 4-bit identifier for the specific network
interface.

2.2. Relationship to Mudified EU -64 and RFC 7136

The 11 D generated by this nmechanismis semantically opaque to the
I Pv6 | ayer but semantically neaningful to the satellite managenent
pl ane.

In accordance with [RFC7136], the "Universal/Local" (u) and

"I ndi vidual / Goup" (g) bits (which correspond to bits 6 and 7 of the
first byte of the IID, i.e., bits 6 and 7 of the Constellation Hash)
are NOT reserved for special semantic handling by the | Pv6 stack.
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I mpl enent ati ons MUST NOT attenpt to flip the "u bit (bit 6) to
invert semantic universality, as this would alter the Constellation
Hash val ue and break the verification logic. The generated IIDis
treated as an opaque 64-bit string by the IPv6 |ayer but is assunmed
to be unique within the scope of the Link and the constellation

adm ni strative domain

VWil e this nechani sminplements semantic addressing for the benefit
of the managenent plane and satellite routing fabric, the I1D remins
semantically opaque to the standard | Pv6 forwardi ng plane outside the
constel |l ati on domai n.

6.3. Address Configuration
6.3.1. Link-Local Address Fornmtion

The Link-Local Address is formed by prepending the well-known prefix
FE80::/64 to the |1 D generated in Section 6. 2.

Li nk- Local Address = FE80:: <Topol ogy- Enbedded |1 D>
6.3.2. G obal Address Formation

When a Node receives a Router Advertisenment (RA) [ RFC4861] contai ning
a Prefix Information Option (PIO with the Autononous flag (A-flag)
set, it forns a dobal Unicast Address by appending the |1 D generated
in Section 6.2 to the advertised prefix.

6.4. Duplicate Address Detection (DAD)

The deterministic nature of the generation algorithm provides a high
assurance of uniqueness within the satellite constellation
Therefore, Nodes inplenenting this specification

1. *SHOULD* use Optinmistic DAD as defined in [ RFC4429]. This allows
the Interface to begin communication i medi ately upon
configuration, without waiting for the DAD del ay.

2. *MAY* disable DAD entirely for d obal Unicast Addresses if the
Li nk technol ogy guarantees point-to-point isolation or if the
managenent pl ane guarant ees uni que assi gnnent of the
Spacecraft_I D and Satellite_Node_Triplet.

If a DAD conflict is detected (an exceedingly rare event indicating a

hash collision or configuration error), the Node MJUST NOT configure
the Address and SHOULD | og a nmanagenent error.
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7. Security Considerations
7.1. Privacy and Topol ogy Exposure

Thi s nmechani smexplicitly enbeds topol ogical location (Shell, Obit,
Satellite Index) and hardware identity (Spacecraft ID) into the |IPv6
Address. VWhile this provides operational benefits for routing and
troubl eshooting, it exposes the constellation’ s internal topology to
any Node that can view the |IP headers.

Thi s nmechani sm *MJST NOT* be used for Interfaces directly exposed to
the public Internet or end-user termnals (UE) where privacy
extensions (e.g., [RFC7217] or tenporary addresses) are nore
appropriate. It is intended solely for the infrastructure Links
(Inter-Satellite Links, Feeder Links) within the controlled

adm nistrative domain of the satellite constellation

7.2. Address Scanning

The determnistic structure of the addresses nmakes the network
address space predictable. An attacker with know edge of the
constellation paraneters (Obit count, Satellite count) could infer
val id addresses for scanning attacks. Network operators MJST

i npl ement strict ingress filtering (ACLs) at the constellation edge
(Gateways) to prevent unauthorized external access to infrastructure
addr esses.

8. | ANA Consi derati ons

Thi s docunent has no | ANA actions. The Constellation ID String is
managed | ocally by the network adm nistrator
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satellite networking research comunity.
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