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Abst ract

Active measurenments are typically used to collect the information of
a specific path. However, when using active neasurenent nechani sns
ina multi-path topology, the default forwardi ng behavior is to go
through one path. So, it cannot collect the information of all the
pat hs at one tine.

Thi s docunent extends | QAM Trace Option with a multi-path flag to
simplify nulti-path | OAM active neasurenent, which pronotes the

i nformati on collection and topology restoration of a multi-path
topology. It can help the operators to know t he perfornmance of
net wor k conprehensively and efficiently.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 August 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In situ Operations, Administration, and M ntenance (1 GAM collects
OAM information within the packet while the packet traverses a
particul ar network domain. I1OAMis used to conpl enent mechani sns,
such as Ping or Traceroute.

[ RFC9322] defines the Active flag to indicate that a packet is used
for active neasurement and should be term nated by the decapsul ating
node. It also provides two active nmeasurement use cases where the
Active flag could be used.
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However, active neasurenents are typically used to collect the

i nformati on of a specific path, when using active measurenent
mechanisms in a multi-path topology (there are nmultiple paths from
the source node to the destination node and ECMP, UCMP or ot her
multi-path routing strategy is used.), the default forwarding
behavior is to go through one path. So, it can’ t collect all the
path’ s information from source node to destination node . An exanple
of active measurenent in a nulti-path topology is shown as foll ow

+omm oo + +omm oo +
[l N3 |[--------- | N5 |\
[ +------ + S R + \
+o-o - - + +o-o - - +/ \V+------ + +o-o - - +
| N [---> N2 | N7 |----> N8
[ S, + [ S, +\ [ +------ + [ S, +
Encapsul ati ng \ oe-- - + to-am- - + / Decapsul ati ng
Node \l M- >| N6 |/ Node
S S + S S +
S e IQAM DoOmAi N- - - - - = - - e e e >

Figure 1: A multi-path topol ogy

In Figure 1, node Nl is Encapsul ating node, node N8 is the
Decapsul ati ng node, N2-N7 are transit node. Equal-Cost Miltiple Path
(ECWP) is applied in this topology. So, there are two paths form N1
to N8, one is NI1-N2-N3-N5-N7-N3, and the other is NIL-N2-N4- N6- N7- N8.

When N1 use | OAM probe packets or replicated data packets to neasure
the pat hs perfornmance, the packets are forwarded al ong one of the
pat hs (for exanpl e N1- N2- N4- N6- N7-N8), then the anal yzer just can get
one of the paths information, however the traffic packets are
forwarded in all paths.

Al t hough the IPv6 flow | abel and MPLS entropy | abel can be
constructed variously according to the paths information to nmake
packets go through all paths, but in sonme scenarios, it is hard to
get all the available paths in advance.

Thi s docunent extends | QAM Trace Option with a multi-path flag to
simplify nulti-path |1 OAM active neasurenent, which can pronote the
i nformati on collection and topology restoration of a multi-path
topol ogy without knowing all the avail abl e paths in advance.
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1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1.2. Term nol ogy
The abbreviations used in this document are:
ECMP: Equal - Cost Multiple Path
UCMP: Unequal - Cost Multiple Path
IOAM I n situ Qperations, Adm nistration, and M ntenance

2. | OAM ext ensi on

The format of | OAM Pre-allocated and Increnmental Trace-Option header
defined in [ RFC9197] is shown as foll ows:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Nanespace- | D | NodeLen | Flags | Renmai ningLen|
el i I e i it T e e e e i i T o S e e S e T R R
| | OAM Tr ace- Type | Reserved |

i T R R e e i i i e e i o ik i N N S
Figure 2: | OAM Pre-allocated and Increnmental Trace-Option Header

Thi s docunent defines a new flag X in the Flags field:

Bit X “Miltipath” (Mbit): Wen set, the Milti-path flag indicates

that when an active nmeasurenent packet arrives at a node which has

multiple paths to the destination, the packet will be duplicated to

every interface which can reach the destination.

3. Milti-path Measurenent Procedures

This section describes the procedures of Encapsul ati ng node, transit
node, and Decapsul ati ng node.
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3.1. Encapsul ating Node Procedures

The Encapsul ati ng node shoul d generates probe packets with a Trace
Option that has its Active flag and Miultipath flag set. The probe
packets coul d be generated i ndependently or replicated from sone of
the en-route data packets and should be terninated by the
Decapsul ati ng node.

3.2. Transit Node Procedures

3.2.1. Packet Qperation
When the transit node receives a probe packet with the |QAM trace
option, it should add its node ID, ingress interface ID, and egress
interface IDto the |OQAMtrace option of the probe packet. For
details about the content format, see section 4.4.2 of [RFC9197].

3.2.2. Packet Forwarding
When a transit node with multiple paths to the Destination node
receives a packet with a Trace Option that has its Active flag and
Multipath flag set, it SHOULD duplicate the packet to each egress
interface that can reach the Destination node

When the transit node has only one path to the destination node, it
just needs to forward the packet it received to the egress interface.

If the Active flag is reset or the Miultipath flag is reset, then the
transit node MUST not duplicate the packet.

3.3. Decapsul ati ng Node Procedures
When a Decapsul ati ng node receives a probe packet with the 1OAMtarce
option, it needs to add its node ID, ingress interface IDto the | OAM
trace option of the probe packet. Then the Decapsul ati ng node need
to export the 1OAM data to the anal yzer

4. |1 ANA Consi derations

Thi s docunent requests IANA to allocate a bit fromthe "I OAM Trace-
Fl ags" registry:
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B ool s oo s s
| Value | Description | Reference |
[ il s e sty
| Bit X | Milti-path Bit | This docunent |
+------- I I T I i +

Table 1
5. Security Considerations

The security considerations of |1 0OAM Active flag are discussed in
[ RFC9322], the solutions mitigating the attacks nentioned in
[ RFC9322] are also applicable in this docunent.

In addition, the duplication of probe packets may |ead to other
risks. Wuen there is a loop in the topol ogy, the probe packets may
be replicated repeatedly. Even there is no loop in the topol ogy, an
attacker can replicate a | ot of packets by setting the Milti-path
flag in en-route packets, causing bandw dth degradati on.

In order to mitigate the possible attacks, the | OAM enabl ed nodes
shoul d be able to:

* Limt the generation rate of | OAM probe packets with the Milti -
path fl ag.

* Limt the maxi mum nunber of packet replication times, this could
be realized by defining an Opaque State Snapshot filed in the
Trace Option. The value of this field should decrease by one when
a node duplicates the probe packet. The initial value of this
field is set by the Encapsul ati ng node, when its val ue decreases
to zero, then the packet MJST not be duplicated anynore.
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