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Abst r act

A DNS | ookup usually requires the recursive server to start an
iterative query process fromthe DNS root server to the bottom
authoritative server. Attacks may occur at any |evel when querying
authoritative servers. |If the DNS recursive resolver operator can
obtain the I P addresses of the authoritative servers for the queried
domai n, they may want to query the authoritative server directly on
the recursive server. |In such a way, the resolver can start the
iterative query process fromthe designhated authoritative server
greatly decreasing the round-trip time, avoiding the attacks on the
upper -1 evel and preventing snooping by third parties of requests sent
to upper-level authoritative servers. This docunent shows a

techni que for querying the designated authoritative server directly
on the recursive server at the enterprise level, at the cost of
addi ng sone operational fragility for the operator
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This Internet-Draft is submtted in full confornmance with the
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1. Introduction

DNS recursive resolvers have to answer all queries fromtheir
custonmers. For each queried name that has a top | evel donain (TLD)
that is not in the recursive resolver’s cache, the resol ver nust
start an iterative query from DNS root server to the bottom
authoritative server. |If there is a slow path between the recursive
resol ver and the queried servers, getting slow responses to these
queries has a negative effect on the resolver’s custoners.

Many of the queries fromrecursive resolvers to root or authoritative
servers get answers that are referrals to other servers. Malicious
third parties mght be able to observe that traffic on the network
bet ween the recursive resolver and authoritative servers.

[ RFC7706] and [ RFC8806] propose the idea of running root zone
replicas locally to achieve the goal of reducing root zone resolution
| at ency and reducing DNS i nformation | eakage. The scheme can achi eve
"decentralization" through |ocal root zone resol ution.
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Thi s docunent describes a nmethod for the operator of a recursive
resol ver to have the authoritative servers’ referral locally and to
hi de queries for the upper-level authoritative servers from
outsiders. The basic idea is to make the recursive server start the
iterative query fromthe designated authoritative server instead of
the root server for a domain | ookup

Thi s docunent presents a nore flexible schene for |ocal configuration
of authoritative servers’ information than [RFC7706] and [ RFC3806] .
The schene is recomended to be used on recursive servers at the
enterprise level to serve his own enpl oyees on which the
authoritative domain information at the | ower level can be
configured. The configured authoritative domain is usually the
enterpri se own authoritative domai n whose information can be wholly
controll ed by the operator.

The primary goal of this design is to provide nore reliable answers
for queries to the authoritative zone during network attacks that
affect the root or upper-level authoritative servers and to prevent
queries and responses frombeing visible on the network. It also
provides a way to alleviate cache pollution

Thi s design uses an authoritative service running on the same nachine
as the recursive resolver. Conmon open source recursive resol ver

sof tware does not need to add new functionality to act as an
authoritative server for sone zones, but other recursive resolver
software might need to be able to talk to an authoritative server
runni ng on the sane host.

The schene is realized by a special zone called "static-stub" zone
running on the authoritative service. The zone data in a static-stub
zone is statically configured, rather than transferred froma primary
server; and when recursion is necessary for a query that matches a
static-stub zone, the locally configured data is al ways used, even if
different authoritative information is cached.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here
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Use Case

Resol vers handl e recursive user queries and provi de conpl ete answers;
that is, they issue one or nore iterative queries to the DNS

hi erarchy. For exanple, visiting ww.pcl.ac.cn will nmake the

resol ver start the iterative query process fromthe root server to
the authoritative server of .cn, and to the authoritative server of
.pcl.cn, until to the bottom authoritative server of .pcl.ac.cn

Havi ng obtai ned a conplete answer (or an error), a resolver passes
the answer to the user and places it in its cache. Subsequent user
requests for the same query will be answered fromthe resolver’ s
cache until the TTL of the cached answer has expired, when it will be
flushed fromthe cache; the next user query that requests the same
information results in a new series of queries to the DNS hierarchy.

However, some attacks nmay happen in the iterative query procedure,
which may lead to a domai n cannot be resol ved, or wong/ malicious
resol ving results.

* The first attack may be the DDoS attack to the root servers, or
| evel -1 authoritative servers of .cn, or level-2 authoritative
servers of .ac.cn. The upper-level authoritative servers are
al ways the targets of these malicious parties. For exanple,
during the period of Novenber 30th, 2015 to Decenber 1st, 2015,
most of the 13 root servers were attacked by DDoS, which had a
serious inpact on the gl obal DNS service.

* The second attack is the snooping by third parties of requests
sent to upper-level authoritative servers, which may | ead to user
privacy information | eakage.

* The third attack may conme fromthe cache poi son or DNS hijack by
third malicious parties or the registrar hinself through
hi jacki ng/ M TM attacks. For exanple, On June 5, 2025, Aliyun's
nmonitoring systemdetected anomalies in the DNS resolution for the
domain aliyuncs.com resulting in w despread failures for globa
users attenpting to access services such as Object Storage Service
(0SS) and Content Delivery Network (CDN). The anonalies were
caused by unauthorized nodifications to the NS records for
al i yuncs.com through the domain registrar VeriSign. DNSSEC is a
ef fective mechanismto prevent hijacking attacks, but its
depl oynent progress in enterprises is relatively slow. DNSSEC is
mai nl y deployed in root servers, level-1 authoritative servers,
some level -2 authoritative servers, but sel dom deployed in |evel -3
or lower authoritative servers. This nakes the DNS hijacks to the
| ower-1level authoritative servers possible.
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For an institution such as Pengcheng Laboratory, he may run a
recursive server for his enployees. He registered pcl.ac.cn with a
regi strar naned the Beijing Xinwang Digital |Information Technol ogy
Co., Ltd. The registrar can be asked to provide the authoritative

i nformati on of pcl.ac.cn such as Table 1 shows to the recursive
server of Pengcheng Laboratory, and any update of these infornation
can be aske to be notified to the resolver in a tinely manner. That
is, the operator of the institution has conplete control on the
authoritative information of its own authoritative domain.

Table 1: Authoritative information of pcl.ac.cn

In such a scenario, the resolver may want to start the query for
www. pcl . ac.cn access directly fromthe authoritative servers of
pcl.ac.cn instead of the root servers for security considerations.
This function can be realized by a special zone called "static-stub"
zone in some open source recursive resolver software such as Bind or
Unbound. The "static-stub” zone has al so been realized in some
commerci al DNS resol ution software such as Mapl e of ZDNS.

Here, Bind 9.18 is used to show the configuration of "static-stub"
zone. BIND 9.18 acts both as a recursive resolver and an
authoritative server. W configure the static-stub zone in the
recursive server based on the authoritative data in Table 1 as
Figure 1 shows.
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zone "pcl.ac.cn" {

type static-stub

server-addresses { 117.89.178.226; 1.12.0.29; 36.155.149.180; 163.177.5.85; 125.94.59
.205; 163.177.5.38; 112.80.181.103; 117.89.178.204; 36.155.149.242;};

} i)
Figure 1: Resolver Static-stub Zone Configuration

The zone data in a static-stub zone in Bind is configured via the
server - addresses and server-nanes zone options. The zone data is
mai ntained in the formof NS and (if necessary) glue A or AAAA RRs
internally, which can be seen by dunping zone databases with rndc
dumpdb -all. The configured RRs are considered | ocal configuration
paraneters rather than public data. Non-recursive queries (i.e.
those with the RD bit off) to a static-stub zone are therefore
prohi bited and are responded to w th REFUSED.

The server-addresses option in Bind is especially set for static-stub
zones. This is a list of I P addresses to which queries should be
sent in recursive resolution for the zone. A non-enpty list for this
option internally configures the apex NS RR with associated glue A or
AAAA RRs. For exanple, if pcl.ac.cn is configured as a static-stub
zone as Figure 1 shows, the following RRs are internally configured:

pcl.ac.cn. NS pcl.ac.cn

pcl.ac.cn. A 117.89.178. 226
pcl.ac.cn. A 1.12.0.29
pcl.ac.cn. A 36.155. 149. 180
pcl.ac.cn. A 163.177.5.85
pcl . ac.cn. A 125.94.59. 205
pcl.ac.cn. A 163.177.5. 38
pcl.ac.cn. A 112.80.181.103
pcl.ac.cn. A 117.89.178. 204
pcl.ac.cn. A 36.155. 149. 242

Figure 2: Internal RR generated

Wth the configuration, The function of querying the designated
authoritative servers directly on the resolver can be realized. That
is, the recursive server can start the iterative query directly from
the configured addresses of the |ongest donain nmatch zone when
resolving a domai n. For example, when we query www. pcl.ac.cn on the
recursive server, the recursive server will start the iterative query
process directly fromone of the server-addresses of pcl.ac.cn
static-stub zone instead of the root server, thus avoiding the
attacks happened in upper-level authoritative servers. This static-
stub configuration of this use case can achi eve four advantages.
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The configuration can nake the resolution for pcl.ac.cn donains
and sub-domains inmune to the DDoS attacks of the upper-Ievel

For exanple, if attacks happen in root or .cn/.ac.cn authoritative
servers, the ww pcl.ac.cn query sent to the recursive server

wi t hout static-stub configuration nmay not be resolved correctly
when cache records expires, but will be resolved correctly with
static-stub configuration.

The configuration can avoid the snooping by third parties of
requests sent to upper-level authoritative servers, and inprove
the resolution efficiency for pcl.ac.cn domai ns and sub-donai ns
since it shortens the iterative process.

The configuration can nake the resolution for pcl.ac.cn domains
and sub-domai ns inmune to cache poi soned or DNS hijack by third
mal i ci ous parties through hijacking/MTM attacks. The poi soned NS
and glue records of pcl.ac.cn in cache has no influence to the
resolution for pcl.ac.cn dormai ns and sub-domai ns since the static-
stub zone has higher priority than cache for the same record.

The configuration can nake the changed authoritative informtion
take effect nore fast than cache. Wen the authoritative server’s
addresses of .pcl.ac.cn change, the cache will still keep the
stale records until they are expired, the resolving results nmay be
i nfluenced by the stale records. The in tine update of the
static-stub zone for .pcl.ac.cn will avoid the m stake.

Simlar to BIND, Unbound, starting with version 1.8, can act both as
a recursive resolver and an authoritative server. Unbound uses the
stub-zone to realize the static-stub zone function of Bind. W

configure the stub-zone in the unbound resol ver inplenentation based

on the authoritative data in Table 1 as Figure 3 shows.
st ub- zone:
nane : "pcl.ac.cn"

stub-addr: 117.89.178. 226
stub-addr: 1.12.0.29
stub-addr: 36. 155. 149. 180
stub-addr: 163.177.5.85
stub-addr: 125.94.59. 205
stub-addr: 163.177.5. 38
stub-addr: 112.80.181.103
stub-addr: 117.89.178. 204
stub-addr: 36. 155. 149. 242
stub-first: yes

Zhang,

Fi gure 3: Unbound stub-zone Configuration
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3. Applicable Scenarios of Static-stub Zone

Fromthe use case in Section 2, we describe the applicable scenarios

of

*

static-stub zone:

The static-stub zone is recommended to be used for resolvers of an
institution at the enterprise level to provide DNS services for
his own enpl oyees, and the authoritative domain of this
institution is recommended to be configured as a static-stub zone.
The corresponding authoritative domain information of the
institution should be conpletely controlled by the institution
That is, the institution and its registrar should build a secure
connection for transporting the authoritative donmain informtion
configured in the static-stub zone. Any update of the
authoritative domain information should be notified to the
institution securely in a tinely manner

The static-stub zone is reconmmended to be configured for |evel-2
or lower authoritative domains, w thout DNSSEC depl oynent.

An institution with static-stub zone nechanismis recomended to
build a static-stub alliance with another institution with static-
stub mechanismif the two institutions have cl ose businesses. The
institution in a static-stub alliance can configure static-stub
zones for other institutions’ authoritative domains if they can
share authoritative domains information synchronously and
securely.

4. Requirenents

I'n

*

Zhang,

order to inplenent the mechani smdescribed in this docunent:

The system MUST be able to validate every signed record in a zone
wi t h DNSSEC [ RFC4033] .

The system MJUST have an up-to-date copy of the public part of the
Key Signing Key (KSK) [RFC4033] used to sign the DNS root.

The system MUST be able to run an authoritative service on the
sanme host. The authoritative service MIST only respond to queries
fromthe sane host. One way to ensure that the authoritative
service does not respond to queries fromother hosts is to run an
authoritative server for the static-stub zone service that
responds only on one of the | oopback addresses (that is, an
address in the range 127/8 for IPv4d or ::1 in IPv6). Another
method is to have the resol ver software also act as an
authoritative server for the static-stub zone, but only for
answering queries fromitself.
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5.

*  The system MUST be able to get the authoritative data in the
static-stub zone and update the static-stub zone in time when the
the authoritative data changes. The authoritative data MJST be
identical to or part of the data in the authoritative zone for the
DNS. It is possible to change the data (the NS or glue records)
of the authoritative zone, but such changes coul d cause problens
for the recursive server that accesses the |ocal static-stub zone,
and therefore any changes to the data SHOULD NOT be mnede.

* The systemis recommended to establish an automatic static-stub
zone update nechanismto avoid the manual configuration error

Qperation of the Static-stub Zone on the Resol ver

The operation of an authoritative server for the static-stub zone in
the system descri bed here can be done separately fromthe operation
of the recursive resolver, or it mght be part of the configuration
of the recursive resolver system

The steps to set up the static-stub zone are:

1. Get the authoritative servers’ information of sone specific
aut horitative domains.

2. Build or update the static-stub zones based on the authoritative
servers’ information of the authoritative domains.

3. Start or restart the authoritative service for the static-stub
zone in a manner that prevents any system other than a recursive
resol ver on the same host from accessing it.

Since the data is statically configured, no zone mai ntenance action
takes place for a static-stub zone. For exanple, there is no
periodic refresh attenpt, and an inconming notify nessage is rejected
with an rcode of NOTAUTH. Each static-stub zone is configured with
internally generated NS and (if necessary) glue A or AAAA RRs.

There is a risk that a systemusing a local authoritative server for
the static-stub zone cannot refresh the contents of the static-stub
zone when a authoritative server’s information changes. A system
using a local authoritative server for the static-stub zone MJST NOT
serve stale data. To mitigate the risk that stale data is served,
the I ocal resolver MIUST i medi ately delete the stale data in the
static-stub zone when it detects that it would be serving stal e data.

In the event that refreshing the contents of the static-stub zone
fails, the results can be disastrous. For exanple, sonetines all the
NS records for a domain are changed in a short period of time (such
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as 2 days); if the refreshing of the static-stub zone is broken
during that tine, the recursive resolver will have bad data for the
entire domain zone.

An admi ni strator using the procedure in this docunent SHOULD have an
aut omat ed nethod to check that the contents of the static-stub zone
are being refreshed; this might be part of the resolver software.
One way to do this is to have a separate process that periodically
checks the authoritative information to the correspondi ng
authoritative server and nakes sure that it is changing.

An admi ni strator using the procedure in this docunent SHOULD have an

aut omated nmethod to build and update from data sources to static-stub
zone. After building or updating the static-stub zone, the

adm ni strator should restart the static-stub zone service to function
i medi ately without interrupting the resolving service.

6. | ANA Consi derations
This meno i ncludes no request to | ANA
7. Security Considerations

The static-stub mechani sm does not influence the DNSSEC val i dation
procedure, since it is recommended to be configured for level-3 or
| ower authoritative domains, w thout DNSSEC depl oynent.

A systemthat does not follow the DNSSEC-rel ated requirenments given
in Section 4 can be fooled into giving bad responses in the sane way
as any recursive resolver that does not do DNSSEC validation on
responses froma renote authoritative server. Anyone deploying the
met hod described in this docunment should be familiar with the
operational benefits and costs of depl oyi ng DNSSEC [ RFC4033].
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