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Abst ract

Thi s docunent describes the process for Top-Level Domai n(TLD)
registries to switch their Back-End Regi stry Operator(BERO,
including migration requirenents, data changes, and operationa
procedures.

Thi s docunent applies to scenarios where the name service of
certain TLD is mgrated between different BERO, and the TLD has
i mpl ement ed DNSSEC
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1. I nt roducti on

During the mgration of TLD nane service, especially when DNSSEC is
i npl emented, the availability of nane service and the verifiability
of zone data are nandatory. Rel evant operations involve the registry
of certain TLD, the original BERO, the new BERO and | ANA.

To achi eve the above objectives, the sequence of operations shal
conply with specified requirenments. This docunent sets forth the
rel evant requirenents and operational procedures.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this



docunent are to be interpreted as described in [ RFC2119].
Roles in Transition

The registry is responsible for the managenment and nmai ntenance of TLD
information. During the service mgration, its specific operation is

to submit applications to | ANA for adding or renoving DS records and

NS records.

The registry does not directly mani pulate data in the domain nane system

The original BERO is responsible for naintaining the TLD s zone dat a.
During the service mgration process, its specific operations include:
addi ng DNSKEY records and NS records to the TLD s zone data, signing
the zone data, and configuring the synchronization relationship with

t he new BERO.

After the service migration is conpleted, the original BEROw Il exit
the service systemof this TLD.

The new BERO i s responsible for maintaining the TLD s zone data. During
the service migration process, its specific operations include: adding
DNSKEY records and NS records to or renoving themfromthe TLD s zone dat a,
signing the zone data, and configuring the synchronization relationship
with the original BERO

I ANA is responsi ble for maintaining root zone data. During the service
mgration, its specific operations include adding DS records and NS records
to or renoving themfromthe root zone data.

Requi rements and Prerequisents

During the nane service migration, the availability of the service, the
correctness and verifiability of the data nust be guaranteed at all tines.

To assure data consistence during the service mgration, the data of
regi stered domai n names shall remai n unchanged.

The mainly nodified data include the NS records of the TLD, as well as
DNSSEC-rel ated records such as DNSKEY, DS, RRSI G and NSEC3.

Procedures of Transition

The specific operational procedures for the name service migration are
as follows:

The "TTL" below refers to the larger TTL val ue of the sane
resource record set in the root zone or TLD zone.

The "DNSKEY records" refers to KSK records and ZSK records.

1. The original BERO and the new BERO shall establish a zone data
synchroni zation rel ati onship, and zone data will be synchronized from
the original BERO to the new BERQO

2. The original BERO adds new records to zone data, where new records
refer to the NS records and DNSKEY records of the new BERO and re-signs
the zone dat a.

3. The registry subnmits an application to I ANA for adding the NS records
and DS records of the new BERO

4.1 ANA adds the NS records and DS records of the new BERO to the root zone.
IANA will first conduct a technical check. Only after passing the check
will T ANA add the NS records and DS records in the root zone. The content
of the technical check can be referred to [ NS-REQ .

5.Wait for the TTL interval. After the cached DS and NS records in recursive



servers expire, subsequent queries will resolve to both the original and
new BERO with their respective DS and NS records.

6. The new BERO renoves the NS records of the original BERO re-signs the zone
data, and updates the synchronization relationship to synchronize zone data
fromthe new BERO to the original BERO

7.The registry submts an application to | ANA for renoving the NS records of
the original BERQ

8.1 ANA renpves the NS records of the original BERO fromthe root zone. A technical
check will also be performed here.

9.Wait for the TTL interval. After the NS record caches in recursive servers
expire, subsequent queries will only receive the NS records of the new BERO

10. The new BERO renoves the DNSKEY records of the original BERO and signs the
zone dat a.

11. The registry submts an application to I ANA for renoving the DS records of the
ori gi nal BERO

12. 1 ANA renoves the DS records of the original BERO fromthe root zone. A technical
check will also be performed here.

13. The new BERO term nates the data synchroni zation relationship with the original
BERO and the nigration finish.
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