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Abst ract

Mul ti-agents systens (MAS) increasingly cooperate through workfl ow,
orchestrated, and mesh conmmuni cation patterns. \Wile existing
Internet protocols provide confidentiality and endpoi nt

aut hentication, they were not designed for agent-native semantics
such as dynamic identity, conputation-bounded requests, context
integrity, and internediary trust. This docunent anal yzes security
risks in agent communication and identifies linmtations in wdely
depl oyed protocols (TLS, HITP, MJIT, A2A and etc.) and devel oper
framework (AutoCGen and etc.). This docunent intend to establish a
common probl em statenment and gap analysis to informfuture | ETF

st andardi zati on.
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1. Introduction

Al agents are autononous software entities capable of interacting
with other agents, tools, and services to performnulti-step
reasoni ng and task execution. Energing MAS are depl oyed across

het er ogeneous i nfrastructures, often spanning adm nistrative donains.
Current Internet security mechanisnms primarily protect conmmuni cation
channel s and endpoints. However, they do not fully address agent-
specific security semantics, including dynam c identity, workl oad-
based abuse, senmantic context integrity, and trust in internediaries.
Thi s docunent provides: [|O0A]

* A brief threat analysis of agent communicati on based on
col | aboration patterns.

* Aclassification of core security risks.

* A gap analysis highlighting the limitations of protocols and
devel oper framework

The scope of this docunent focuses on conmunication security for
distributed Al agents, including:Agent-to-Agent (A2A), Agent-to-
Orchestrator (A20, Agent-to-Tool/Service (A2T). |t does not cover
nmodel training security, data governance, or ethical issues
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Conventions used in this docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

Ter mi nol ogy
The following terns are defined in [architecture]

* Agent: An autononobus software entity capabl e of perception,
pl anni ng, deci sion-maki ng, and executi on.

* DMSC. Dynamic Multi-agent Secured Coll aboration. The franmework
and infrastructure enabling secure and efficient collaboration
anong dynami c agents.

Core Conmmuni cation Security Risks in MAS

MAS orchestrati on nechani sns include three primary patterns[|oA]:
Workflows rely on predefined, |inear, or conditional task sequences,
exhi biting predictabl e sequential control flows and a pipeline

topol ogy; Hierarchical Planning utilizes a centralized orchestrator
for task deconposition and intelligent routing, resulting in a star
or tree topology with highly concentrated control and deci sion
authority; and Multi-Agent Coll aboration features a decentrali zed,
peer-to-peer architecture where agents interact dynamcally within a
mesh or swarm topol ogy, distributing both control flow and deci si on-
maki ng capabilities.

From a security perspective, workflows face risks primarily rel ated
to context integrity, as conmunication is limted to adjacent agents,
maki ng the system vul nerable to payload injection or corruption
despite clear identity boundaries. Hierarchical Planning presents
significant Single Point of Failure (SPOF) and Man-in-the-M ddl e
(MTM risks due to its centralized nature; a conprom se of the
orchestrator can lead to global inpact, necessitating End-to-End
Encrypti on (E2EE) and agent - payl oad bi nding. Meanwhile, Milti-Agent
Col | aboration, characterized by fuzzy identity and trust boundaries,
is susceptible to conputational Denial of Service (DoS) attacks as
well as context injection and pollution, requiring strict peer-I|eve
identity validation, context signing, and workl oad control

* ldentity and Trust Boundari es
Agent - based systens rely on dynanmically instantiated, short-1lived

entities whose identities are often assigned at runtine. Unlike
traditional services, agents do not map cleanly to | ong-lived hosts,
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domai ns, or organizational identities. |In collaborative or nmesh
topol ogi es, agents may be created, delegated, or term nated on
demand, and may act on behal f of other agents or users. This

i ntroduces identity anbiguity and weak trust binding: it becones
uncl ear who an agent represents, what authority it has, and whether
its identity is stable over tine.

* Context Integrity and Semantic Consi stency

Agent comrunication is not limted to statel ess requests; it often
carries evolving conversational state, task context, internediate
reasoning artifacts, and shared nmenory objects. Wile transport-

| ayer security can protect nmessages in transit, it does not ensure
that the semantic context remains intact across nultiple hops,
intermedi aries, or storage layers. In workflows and coll aborative
meshes ali ke, context can be truncated, reordered, injected, or

sel ectively nodified without cryptographic detection. This creates
ri sks of context poisoning, instruction injection, and silent
mani pul ati on of agent reasoni ng processes.

* Orchestrator and Broker Trust

In hierarchical and brokered architectures, a central orchestrator or
message broker nediates nost or all comrunications. This entity
becones a single point of failure and a powerful trust anchor. |If
comprom sed, msconfigured, or sinply overly privileged, the
orchestrator can inspect, nodify, suppress, or replay nmessages

bet ween agents. Even when transport security is used, the
orchestrator typically term nates connections and therefore has ful
access to plaintext. This introduces M TMrisks and underm nes E2E
security guarantees

*  Unpredictabl e Wrkl oad and Resource Exhaustion

Agent interactions frequently invol ve expensive conputation such as
| ar ge-nodel inference, retrieval -augnented generation, or too
execution. In collaborative and nmesh settings, any peer may request
hi gh- cost operations from anot her agent. Existing protocols do not
account for conputational asymetry between requester and responder,
nor do they provide nechani sns to express, negotiate, or enforce
resource budgets. As a result, agents are vulnerable to DoS attacks
that exploit legitinate-|looking but conmputationally expensive tasks.

* Architectural Anmplification of Risk
The above risks manifest differently across communi cati on patterns.

In sequential workflows, the primary concerns are identity binding
and preservation of task context across hops. |In orchestrated

Zhang Expires 20 July 2026 [ Page 4]



Internet-Draft Security Analysis of Milti-agents Secure January 2026

systenms, central control anplifies risks of message mani pul ati on and
single points of failure. In decentralized collaboration, dynamc
peer discovery and many-to-many commruni cati on exacerbate identity
anbi guity, context pollution, and DoS exposure. Together, these
patterns denonstrate that agent conmunication security is not nerely
a transport problem but an architectural and senantic one.

5. Limtations of Existing Protocols in Addressing Agent Commruni cati on
Security

Thi s section anal yzes why commonly used comuni cati on protocols and
framewor ks—specifically TLS, HTTP/gRPC, the A2A protocol, and

Aut oGen—do not adequately mitigate the risks identified in Section 4.
As highlighted in draft-li-dmsc-inf-architecture-01 [architecture],
mul ti-agent systens require network infrastructures to support agent-
centric identity nanagenent, capability-aware comruni cation, and
cross-domai n col | aborati on—requirenents that existing protocols fai
to address, leading to resource exhaustion risks. The focus is not

on inplermentation flaws, but on structural gaps between protoco
assunptions and the requirenents of agent-based systens.

* | nadequate Support for Dynanmic Agent ldentity

TLS, HTTP/gRPC with QAuth or TLS authentication mechani sns bi nd
identity to endpoints, certificates, or client identifiers. These
constructs assume relatively stable entities such as servers, users,
or devices. They do not natively support epheneral, software-defined
agents that are created on demand, act under del egated authority, or
represent conposite roles. Wile the A2A protocol introduces
explicit AgentID fields, these identifiers are transnmtted w thout
mandat ory cryptographi ¢ binding to trust anchors, del egation chains,
or verifiable credentials. |In AutoGen, agent identity is typically
managed at the application |ayer using tokens or configuration files,
| acki ng standardi zed, interoperable identity semantics.

Consequently, none of these protocols provide a robust nmechanismto
express who an agent is, whomit represents, and under what authority
it operates.

* Lack of End-to-End Context Protection

Exi sting protocols prioritize transport security rather than nessage-
| evel or context-level integrity. TLS ensures confidentiality and
integrity only between adjacent endpoints; once a nmessage is
decrypted, any intermediary, broker, or application |layer can nodify
the payl oad without detection. HITP/gRPC simlarly protect the
channel but do not require payload signing or semantic validation
A2A defines structured nessage objects but does not mandate E2E
encryption or cryptographic signing of context elenments. AutoGen
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inherits the properties of its underlying transports, with no built-

in enforcenent of message or context integrity. As a result, none of
these systens can guarantee that conversational state, instructions,

or task context have not been altered across multiple hops.

* OQver-Privileged Orchestrators and Brokers

In orchestrated and brokered architectures, existing protocols
inplicitly assune that the internmediary is fully trusted. TLS

term nation at a gateway, HTTP reverse proxies, MJIT brokers, and
agent orchestrators in both A2A-based and AutoGen systens all have
access to plaintext nmessages. This neans that the orchestrator or
broker can becone an undetectable MTM contradicting the distributed
trust assunptions often nade in nulti-agent designs.

* Absence of Conputation-Aware Comuni cation Controls

None of the eval uated protocols incorporate concepts of conputationa
cost, resource budgeting, or workload fairness. A request that
triggers a trivial database |ookup and one that initiates a nmulti-
step reasoni ng chain over a | arge | anguage nodel are treated
identically at the protocol level. MJIT quality-of-service |levels
ensure delivery semantics, not execution cost. A2A and AutoGen all ow
agents to request conplex tasks from peers w thout standardized
mechani sms to declare, negotiate, or enforce linmts on CPU nmenory,
inference tine, or external tool usage. This structural blind spot

| eaves agents vul nerable to resource exhaustion attacks that appear
legitimate at the message | ayer

*  Msmatch Between Agent Architectures and Protocol Assunptions

Col l ectively, TLS, HTTP/ gRPC and MJIT were desi gned around service-
oriented or nessage-oriented paradigns in which endpoints are
relatively stable, internediaries are trusted, and payl oad semantics
are outside the protocol’ s scope. Agent-based systens violate these
assunptions: identities are fluid, trust is contextual and del egated,
messages carry evolving semantic state, and conputation itself
becones an attack surface. The result is a systematic gap: even when
these protocols are correctly inplemented, they cannot provide the
E2E identity assurance, context integrity, internediary mnimzation,
and resource-aware controls required for secure nulti-agent
conmmuni cati on.
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6. Concl usion

Thi s docunent focuses on the communication security of multi-agent
systens, systematically identifying critical gaps between existing
conmuni cati on protocols (such as TLS, HTTP/ gRPC, MJIT, A2A, and

Aut oGen) and the security requirenents of dynanmic agent networks.
Key issues identified include i nadequate support for epheneral and
dynani c agent identities, |lack of E2E semantic context protection,
over-privileged internmedi aries (brokers/orchestrators) leading to

M TM ri sks, absence of conputation-aware conmmunication controls that
render agents vulnerable to DoS attacks, and architectura
anplification of these risks across different collaboration patterns
(wor kfl ows, hierarchical planning, and decentralized nmesh

col l aboration). Collectively, these gaps denonstrate that secure
communi cation in nulti-agent systens is not merely a transport-|ayer
probl em but a systematic challenge involving identity semanti cs,
context integrity, and resource nanagenent.

7. Security Considerations

Thi s docunent suggests that secure agent conmunication requires a new
class of protocol capabilities that extend beyond traditional network
and application-layer security. These include: (1) agent identity
semanti cs that support epheneral and del egatable identities

i ndependent of hosts or dommins; (2) conputation-aware conmuni cation
mechani sms that all ow agents to decl are, negotiate, and enforce
resource consunption limts, mtigating high-cost request abuse; (3)
semanti c context protection, through mandatory signing and optiona
encryption of payl oads and context wi ndows to preserve integrity
across multiple hops; and (4) end-to-end trust in nediated

t opol ogi es, enabling brokers or orchestrators to route nessages

wi t hout accessing or nodifying their contents. Together, these
directions outline a path for future standardi zation: defining agent-
aware identity and del egati on nodels, specifying nessage- and
context-level security envel opes, and integrating resource governance
i nto communi cation protocols.

8. | ANA Consi derati ons
TBD

9. Acknow edgenent
TBD

10. Normative References
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