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Abst ract

Thi s docunent describes a gateway capability-directory framework for
the Internet of Agents (10A) in deployments that use Agent Gateways.
In such depl oynents, a gateway-nanaged capability directory is a
necessary control -plane function for naintaining validated capability
i nformati on beyond transient advertisenments, static endpoint

bi ndi ngs, or external descriptions alone. This docunment defines
requi renents and a common obj ect nodel for gateway-nmanaged capability
i nformation, including the Agent Capability Specification (ACS)
Capability Digest, and directory entry lifecycle. It also specifies
synchroni zati on, freshness, provenance, and validation requirenents
for capability information exchanged across gateways.

Thi s docunent clarifies the rel ationship between gat eway-managed ACS
obj ects and externally published descriptions such as the A2A Agent
Card, and briefly conpares this franmework with broader distributed
directory-service approaches. |t does not define a discovery query
protocol, ranking algorithm storage substrate, distributed | ookup
al gorithm task orchestration protocol, or agent-to-agent session
protocol. It can inform subsequent DMSC protocol work, including
capability digest synchronization and rel ated gateway procedures.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. I nt roduction

As agent systens becone increasingly distributed across heterogeneous
net wor ks and admi nistrative domai ns, a gateway-based depl oynent needs
a gat eway- managed capability directory as a stable control -plane view
of capability information. A gateway cannot rely only on transient
adverti senents, static endpoint bindings, or external descriptions if
it is expected to support capability visibility, semantic resol ution,
policy enforcenment, routing input, and interconnection across

gat eways
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Thi s docunent therefore describes a framework for gateway capability
directories and synchronization in oA It focuses on what

i nformati on a gat eway- managed directory entry needs to contain, how
that information is derived and nmi ntai ned, how nuch of it can be
synchroni zed across gat eways, and what validati on and provenance
guarantees are required before the infornmation can be used by
routing, task invocation, or other collaboration functions.

Adj acent work is separating discovery fromother interoperability

| ayers. DAWN is focusing on discovery problem statenents,
term nol ogy, and requirenents, while explicitly excluding

regi stration processes, capability negotiation, task orchestration,
and agent-to-agent communication protocols [ DAWN-PS] [ DAWN- REQ .
This | eaves DMSC-specific work on the gateway-side capability
directory that supports registration, synchronization, validation,
and handoff to collaboration protocols.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] and

[ RFC8174] .

The following terms are used in this docunent:

Agent Capability Specification (ACS): A gateway-nmanaged, structured
capability description associated with an Agent Identity Code (Al Q)
and constrai ned by |ocal authorization and policy.

Capability Digest: A gateway-generated sunmary derived from one or
more ACS objects, intended for inter-gateway visibility and
synchroni zati on rather than full capability disclosure.

Directory Entry: A versioned object stored or managed by a gat eway
capability directory. A directory entry MAY contain a full ACS, a
derived digest, or related validation netadata.

Handof f Reference: Information returned by a gateway that enables a
subsequent interaction, invocation, or session establishnent step

Source Description: An externally or internally supplied capability
description that a gateway can ingest, normalize, or constrain.
Exanpl es i nclude an A2A Agent Card, a local registration payload, or
an oper at or - managed descri ptor

Freshness: The degree to whi ch synchronized or cached information is
still valid for operational use.
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Provenance: Evidence indicating where a directory entry ori gi nated,
how it was transformed, and what authority or gateway asserted it.

3. Scope and Non-Goal s
Thi s docunent specifies:

- A common franmework for gateway capability directory objects in | oA
depl oynent s.

- Requirenents for ACS objects, capability digests, and directory
entry lifecycle.

- Requirenents for synchronization, freshness, provenance, and
val i dati on across gat eways.

- The rel ationshi p between gat eway- nanaged ACS objects and externally
publ i shed descriptions such as the A2A Agent Card.

Thi s docunent does not specify:

- A discovery query protocol, query syntax, ranking algorithm or
candi dat e sel ection policy.

- A nam ng system global identifier resolution protocol, or generic
registry architecture for all entities.

- Agent-to-gateway advertisenment nessages, intent subm ssion
nmessages, candi date-list response nessages, routing-feedback
messages, or other wire-format exchanges of an intent-routing
pr ot ocol

- Task orchestration, session establishnment, or agent-to-agent
message exchange procedures.

- A donumi n-specific ontology or a full semantic negotiation protocol,
al t hough semantic hooks MAY be carried by directory objects.

- Aconplete identity framework, trust framework, or credentia
i ssuance system
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4., Architecture Overview

Wthin a gateway-based | oA depl oynent, the capability directory is a
gat eway-side control -plane function. It receives or derives
capability descriptions during onboarding, associates themw th an
Al C and aut hori zed operational scope, maintains |ocal directory
entries, and exposes suitable information to |ater functions such as
semanti c resol ution, task-based invocation, and inter-gateway
visibility.

The capability directory sits between registration/authorization and

col l aboration/runtime procedures, as illustrated in Figure 1.
o e e e e e e e e e e e e e m e e o +
| Registration / Authorization |
T +
| Gateway Capability Directory |
| - ACS I
| - Digest |
| - Validation Metadata |
T +
| Resolution / Handoff / TIP / A2A |
o m e e e e e e e e e eee o on +

Figure 1

Figure 1: Capability Directory Position
A gateway capability directory manages directory entries. A
directory entry may carry a full ACS, a derived Capability D gest, or
rel ated validation nmetadata, depending on | ocal use and disclosure
scope.

5. Directory Object Model

5.1. Agent Capability Specification
An ACS is the primary full directory object. An ACS MJST be bound to
a single AC or equivalent |ocal agent identity reference. An ACS
SHOULD be sufficient for local directory use, semantic resol ution
i nput, handoff preparation, and policy eval uation
An ACS SHOULD contain at |east:
- a stable local identifier for the ACS entry;

- the bound AIC or equivalent identity reference;
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- one or nore capability references;

- input/output or nodality references relevant to invocati on and
compatibility;

- interface binding references and handoff references, if avail able;

- local status and version information;

provenance and integrity netadata; and

- optional semantic hooks such as ontology identifier, ontol ogy
version, or semantic-profile reference.

An ACS MAY additionally carry |l ocal policy constraints, region or
domai n scope, deployment visibility, or runtinme limtations. Such
i nformati on SHOULD be clearly distinguished fromcore capability
assertions.

5.2. Capability Digest
A Capability Digest is a derived object intended for synchronization
and visibility across gateways. A digest MJST be snaller in
di scl osure scope than the corresponding ACS. It SHOULD reveal enough
i nformati on for coarse-grained matching, routing preparation, or
further query forwarding, while ninimzing unnecessary interna
detail .
A Capability Di gest SHOULD contai n:
- a digest identifier and version;
- the asserting gateway or adm nistrative domain identifier
- one or nore abstracted capability references or categories;
- visibility scope and freshness netadata; and
- provenance and integrity netadata.
A di gest MAY contain handoff hints, interface categories, trust
i ndi cators, or semantic summary references, provided these do not
di scl ose nore information than pernmitted by |ocal policy.

5.3. Directory Entry States

Directory entries SHOULD support an explicit lifecycle. The
foll owi ng states are RECOMVENDED:
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- active: entry is valid for operational use;
- suspended: entry is tenporarily not usable but retained,

- deprecated: entry renmains visible for conpatibility but SHOULD be
repl aced; and

- revoked: entry MJST NOT be used for new operational decisions.

I mpl enent ati ons MAY define equival ent states, but the effect on
visibility and use MJST be clear

6. Lifecycle Requirenents

A gateway MJIST be able to create, update, deprecate, suspend, revoke,
and renove directory entries under local |ifecycle control

Regi stration and credential issuance thenselves are out of scope, but
this docunment defines what the directory layer requires after
onboar di ng has conpl et ed.

At a m ni mum
- a new ACS entry MJST be versioned at creation tineg;

- changes to bound identity, capability references, interface binding
ref erences, semantic hooks, or integrity netadata SHOULD create a new
versi on or equival ent version transition;

- state changes MJST be auditabl e;

- revoked entries MJUST be excluded from new handoff or resol ution
results; and

- deprecated entries SHOULD i ndicate replacenent or mgration
information if avail able.

If an ACS is derived froman external source description such as an
A2A Agent Card, the gateway SHOULD di stingui sh source changes from
gat eway-| ocal changes. A source refresh that does not alter accepted
operational semantics MAY update freshness netadata w thout changing
the ACS semantic version.

7. Synchroni zati on Requirenents
Gateways in the same coll aboration environnment or across federated
domai ns MAY synchroni ze capability visibility information

Synchroni zati on MJST be policy-aware and SHOULD default to Capability
Di gest exchange rather than full ACS replication
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A synchroni zati on mechanismfor directory informati on SHOULD support:
- initial establishnent of baseline visibility;

- incremental updates for entry creation, nodification, wthdrawal,
and state transitions;

versi on conparison or ordering sufficient to detect stale updates;

explicit acknow edgenent or equival ent delivery confirmation;

- conflict detection and |ocal conflict resolution policy; and

- recovery after disconnection or partial state |oss.

When mul tipl e gateways provide conflicting information about the sane
effective capability or identity reference, the receiving gateway
SHOULD consi der provenance, signature status, admnistrative trust
policy, lifecycle state, and update freshness before accepting the
new i nf or mati on

Synchroni zati on procedures SHOULD be able to carry, or reference, the
fol | owi ng net adat a:

- source gateway identifier

entry identifier and version;

operation type;

effective time or update tine;

- optional replacement or revocation information; and

integrity and provenance evi dence.

8. Freshness, Validation, and Provenance
A gateway MJIST eval uate whether directory information is stil
suitabl e for operational use before returning it to semantic
resol ution, handoff preparation, or task-routing |ogic.
Directory validation SHOULD i ncl ude:

- integrity validation of the entry or synchroni zed update;

- freshness validation against |ocal policy or advertised validity
i nformation;
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- lifecycle-state validation, including revocation awareness;

- provenance validation indicating which gateway or source asserted
the infornation; and

- semantic or profile reference validation when semantic hooks are
present.

Val idation failure handling SHOULD di stingui sh between:
- invalid entry content;

- unverifiabl e provenance;

- stale information;

- revoked information; and

- locally disallowed disclosure or use.

An implenentation MAY retain invalid or stale entries for audit or
troubl eshooti ng purposes, but such entries MJST NOT be used for new
operational decisions unless explicitly allowed by |ocal policy.

9. DMBC Integration

Wthin DMSC architecture, the capability directory is a gateway-side
control -plane function that supports other DVMSC functions such as
semanti c resol ution, task-based invocation, and inter-gateway
visibility [ MACP-02] [ACPS-ARC] [ QA-TASK].

Thi s docunent is intended to be conplenentary to other DVSC work. It
refines the control -plane objects and requirenents needed by

protocol -suite el ements such as ACS/CDSP in MACP, by capability-
managenent and di scovery functions in ACPs Architecture, and by
gateway functions such as del egated di scovery, |D based resolution,
and task-based searching [ MACP-02] [ACPS- ARC] [ GW REQ .

It also provides a substrate that can be used by task-Ieve
procedures and semantic-interoperability work, while remaining bel ow
gateway-facing intent-routing behavior such as | AlP [| OA- TASK]
[TOA-SEM [I1AIP-00]. Accordingly, this docunent does not define

di scovery query syntax or routing algorithms. Instead, the
capability directory defined here is intended to support other DWVSC
functions as foll ows:

- senmantic resolution procedures MAY use ACS or digest content as
inputs to capability matching and route preparation;
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- task-based invocation procedures MAY use handoff references and
capability constraints derived from ACS content;

- gateway policy enforcenent MAY use |ifecycle state, provenance, and
| ocal constraints stored with the directory entry; and

- semantic interoperability procedures MAY use optional ontol ogy or
semanti c-profile hooks carried by ACS content w thout redefining the
semantic | ayer itself.

10. Relationship to External Descriptions

A gateway capability directory can ingest or reference externally
suppl i ed descriptions. Such external descriptions MAY be published
by an agent endpoint, a managenent system or another authoritative
source. They are treated by this docunent as source descriptions
rat her than as gateway-native directory objects.

A2A defines the Agent Card as one exanpl e of such an externa
description. The Agent Card is a self-describing object published by
an agent endpoint for discovery and interaction setup, and includes
informati on such as identity, skills, supported interfaces, security
requi renents, and other public netadata [ A2A- SPEC] .

An ACS is not the same object as an external description such as an
A2A Agent Card. An external description states what an agent clains
or offers for publication or exchange, while an ACS is a gateway-
managed, normalized, and policy-constrained directory object used by
DMSC infrastructure. A Capability Digest is a further abstraction
derived from ACS content for inter-gateway visibility.

A gateway MAY ingest an A2A Agent Card as one source description when
constructing an ACS. However, externally supplied description
content is not automatically suitable for directory synchronization
or operational use; it remains subject to |local validation,
normal i zati on, provenance tracking, and policy application

11. Relationship to Gher Directory Approaches

O her proposal s are considering broader directory-service nechani sns
for agents. For exanple, the ADS draft discusses a distributed agent
directory service with content-addressed storage, taxonony-based

di scovery, content-routing, and peer-to-peer synchronization

[ ADS-01] .
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12.

13.

14.

Thi s docunent has a narrower focus. It defines the gateway-managed
control -plane directory objects and requirenents that a DMSC Gat eway
needs in order to maintain validated capability information for |oca
use and inter-gateway visibility.

Accordingly, this docunent does not define a storage substrate,
content - addressed artifact nodel, distributed | ookup algorithm
taxonony design, or generic search architecture. Such nechanisns
could be conplementary if they are used as one backend, one exchange
environment, or one visibility mechani smfor gateway-mnaged
directory information.

Security Considerations
Capability directories and synchroni zati on channels are attractive
targets for poisoning, replay, downgrade, and unauthorized discl osure
attacks. | nplenentations SHOULD consi der:

- integrity protection for ACS entries and synchroni zed di gests;

- provenance continuity for derived objects, especially when
i ngesting external descriptions such as A2A Agent Cards;

- freshness enforcenent to prevent stale or replayed capability
visibility;

- access control over which entries may be discl osed, synchronized,
or returned for operational use; and

- auditability of lifecycle changes and synchronizati on deci sions.
If semantic hooks are carried, inplenentations SHOULD al so consi der
risks related to ontol ogy substitution, invalid alignment references,
or use of inconsistent semantic-profile versions.
I ANA Consi derations
Thi s docunent nmakes no request for | ANA action
Normat i ve Ref erences
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, 1997,
<https://www.rfc-editor.org/info/rfc2119>
[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC

2119 Key Words", BCP 14, RFC 8174, 2017,
<https://ww.rfc-editor.org/info/rfc8174>
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