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Abst ract

Thi s docunent proposes enhanced requirements for the A2A protocol
tailored to enterprise applications.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 June 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Wth the wi despread adoption of Al technol ogies, Al agents with

speci al expertise are are devel oped and applied to everywhere in our
life. However, there are sone tasks that are too conplict to be
finished by a signle agent. The collobration of different agents are
necessary. Google Coud | aunched the Agent2Agent (A2A) open
protocolaining to provide a unified standards for agents

col l aboration. However it still faces numerous chal | enges when
applied to enterprise scenari os.

Thi s docunent proposes enhanced requirenents for the A2A protocol
tailored to enterprise applications.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2. Motivation

Wth the w despread adoption of Al technol ogies, Al agents with
speci al expertise are are devel oped and applied to everywhere in our
life, such as translation agents, image processing agents, and
chartting agents. However, there are sone tasks that are too
complict to be finished by a signle agent. The collobration of
different agents are necessary. Against this backdrop, Google d oud
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| aunched t he Agent 2Agent (A2A) open protocol on April 9, 2025, aimnng
to provide a unified standards for agents coll aborati on.

Al t hough the A2A protocol has provided a foundational framework for
mul ti-agent collaboration, it still faces numerous chal |l enges when
applied to enterprise scenari os.

* Lack of centralized agent discovery capabilities: Centralized
agent discovery offers significant advantages for internal agent
collaboration in terns of data consistency, controllability, and
depl oynent conplexity in a enterprise. However, the A2A protoco
still lacks a well-defined interface for centralized directory
services. In addition, the nunber of agents within enterprises is
growi ng rapidly. Large enterprises often deploy hundreds of
speci al i zed agents covering vari ous domai ns such as finance, human
resources, R&D, and operations. The increasing nunber of agents
poses new challenges to the |atency and accuracy of agent
di scovery.

*  Conpl ex business processes: In actual enterprise operations, core
busi ness processes are often highly conplex. For exanple, tasks
such as end-to-end risk control and approval in the financial
i ndustry, or supply chain coordination and scheduling in
manuf acturi ng, often need to be broken down into dozens of
interrel ated subtasks. These involve nultiple steps, including
data verification, |ogical judgment, and cross-departnmenta
resource scheduling. Tenporary agent coll aboration groups need to
be created based on task requirenments, and conflicts between
di fferent subtasks are conmmon, requiring the agent conmmuni cation
protocol to have nechanisns for tenporary group creation and
conflict resolution.

* Strict perm ssion control: Enterprises have extrenely stringent
requirenents for agent perm ssion control. On one hand, they need
to assign differentiated perm ssions based on data sensitivity
(e.g., custoner privacy data, core business secrets) and task
types to prevent unauthorized access. On the other hand, they
need to trace the entire interaction history of agents to neet
compliance and audit requirements. This poses new challenges to
the granularity of perm ssion control and the auditing
capabilities of the protocol

Thi s docunent proposes enhanced requirenments for the A2A protocol
tailored to enterprise applications, based on the chall enges
menti oned above in enterprise scenarios.

3. Enhanced Requirenments for A2A

Zhang, et al. Expires 1 June 2026 [ Page 3]



I nternet-Draft A2A Requirenents in Enterprise Noverber 2025

3. 2.

3. 3.

Zhang,

Enhanced Di scovery Requirenents

Interfaces for agent conmmunication with centralized directory
services: The interfaces for agent comunication with centralized
directory services should be supported to provi de agent

regi stration, addressing, and enabl e capability-based agent

di scovery.

Optim zed centralized directory services: It is required to
support concurrent coll aboration of thousands or nore agents,
reduci ng search |latency for nassive nunbers of agents within |arge
enterprises.

Enhanced i ntent-based di scovery and matchi ng capabilities: The
directory service should be able to map high-level user intents to
chai ns or conbinati ons of agents capable of fulfilling these
intents.

Enhanced Col | obrati on Requirenents

Conflict resolution nechanism The conflict resolution mechani sm
shoul d be added to define rules for agents to resolve conflicts in
out cones and data inconsistencies, reducing the need for manual

i ntervention.

Temporary col | aborati on group creation mechani sm The tenporary
col | aborati on group creation machani small ows agents to form
tenmporary teans on demand to conplete conpl ex tasks, which wll
automatically di sband after task conpletion.

Task progress reporting nechanism The task progress reporting
mechani smpermits renpte agents to regularly report progress
percentages, providing visibility and control over the task
execution process.

Enhanced Security Requirenents

Fi ne-grai ned permni ssion control: The fine-grained perm ssion
control mechani smallows coll aboration perm ssions to be assigned
based on task type and data | evel to prevent unauthorized access.
Col | aborati on behavior audit |1o0g: The coll aborati on behavi or audit

| og nmechanismrecords the entire process of agent interactions to
support traceability and conpliance verification
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