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Abst r act

Large Language Mddels (LLMs) are entering network operations through
nat ural -1 anguage intent interfaces. Existing south-bound protocols
(NETCONF, RESTCONF, gNM, MCP, A2A) were not designed for
conversational, semantically-rich, nulti-agent orchestration. This
docunent provides a systematic gap analysis and identifies extension
points for each protocol to neet intent-based networking
requirenents.
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This Internet-Draft is submtted in full conformance with the
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1. Introduction

I ntent-based networking (IBN) promises to translate high-1eve
operator intent into network configuration wthout |owlevel syntax
errors. Wth the advent of LLMs, the interface noves from YAM./ CL
to natural |anguage. Unfortunately, none of the current
configuration or agent-to-agent protocols provide the senmantic,
transactional, and nulti-agent prinitives required by LLMdriven | BN
This draft anal yses the gaps and proposes concrete extension
directions for five w dely depl oyed protocol s.
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2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', etc., are to be
interpreted as described in [ RFC2119].

I BN, LLM Agent, Intent, Tool, Artifact, and Task are used as defined
in [l-D.ietf-opsawg-ibn-term nol ogy].

3. Gap Analysis per Protoco

3.1. MP

3.1.1. Gap Analysis
The design goal of MCP is to give a single Large Language Mdel (LLM
a "plug-and-play" tool-calling capability. Wen deployed directly
bet ween a network controller and the devices, however, the follow ng

structural gaps are exposed.

3.1.1.1. Lack of Network-Level Transaction Semantics

MCP's tools/call is a statel ess, one-shot JSON-RPC i nvocati on
Net wor k changes normally require the nmulti-stage semantics "candi date
— validate — commt — rollback." MCP has neither a candi date

datastore nor two-phase-commit primtives. Consequently, cross-
devi ce bul k depl oynents cannot guarantee "all-or-nothing" atomcity.
VWhen partial failures occur, the controller nmust supply its own
conpensation logic, |engthening the LLMs reasoning chain and

i ncreasi ng uncertainty.

3.1.1.2. No YANG Semantics Discovery Mechani sm

Today MCP tool descriptors are witten by hand. Network-device
capabilities are authoritatively defined by YANG nodel s; whenever a
nmodel is updated, the tool l|ist nust be manually re-synchroni zed.

W thout an automated pipeline "YANG — JSON- Schena — tool descriptor,’
mai ntai ning the tool catalogue in a |large nulti-vendor environnent
becones a bottl eneck

3.1.1.3. Encoding and Bandwi dth Bottl enecks

Net wor k- ops scenarios often involve high-frequency telenetry (560 s
sampling, 10 k metrics per node). MCP specifies only JSON- RPC over
HTTP/ 1.1, resulting in highly redundant nmessages and no streani ng
push primtive. Wen an LLM needs real -time anomaly detection,
frequent polling consunmes excessive bandwi dth and CPU, violating
data-center goals of |low latency and high throughput.
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3.1.1.4. Mssing Milti-Device Context Correlation

MCP’ s invocation context is confined to a single connection; it
cannot natively carry network-level intent such as "change the sane
VLAN across three | eaf switches while keeping the STP root bridge
unchanged." The LLM nust repeat the constraints in the pronpt,
wasting tokens and raising the error rate.

3.1.1.5. Lack of Network Rol | back and Audit Hooks

Net wor k operations require audit logs that "trace down to the | eaf
node." MCP's tool return body contains only a JSON result; there are
no standardi zed fields for roll back-point, cormt-id, or syslog-
severity. Root-cause analysis and conpliance audits therefore
require additional integration with device syslog or NETCONF | ogs,

i ncreasing cost.

3.1.1.6. Inconpatibility with Existing Device Security Models

Devi ces commonly enforce certificate-based nmutual - TLS pl us NACM pat h-
| evel permi ssions. MCP currently defines only a Bearer-token header
and offers no mappi ng between a tool call and the read/wite/exec
perm ssions on a YANG node. |If a tool-descriptor file | eaks, an LLM
coul d conmbine calls to bypass existing ACLs, creating a privil ege-
escal ation risk

3.1.1.7. Lifecycle and State-Management Gap

Net wor k changes often |ast several minutes (waiting for BGP
convergence or MAC migration). Once an MCP call conpletes, its
context is discarded inmediately, so there is no way to stream

i nternmedi ate updates such as “convergence 90 %” The LLM has no
choice but to poll repeatedly, increasing load on both itself and the
device while still failing to achieve a true state-nachine-driven

cl osed | oop.

3.1.2. Solution Considerations

For MCP to serve as "the universal glue between LLMs and devices"” in
production networks, an upper |ayer nust supply a transactional state
machi ne, a YANG sel f-description channel, streamn ng encodi ngs, and
fine-grained audit senmantics. Wthout these additions, MCP will
remai n confined to | abs or single-device scripting and will be unable
to close the | oop on production-grade intent.
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3.2. A2A

3.2.1. Gap Analysis

Positioned as a "multi-agent collaboration |layer," the Agent-to-Agent
(A2A) protocol was created so that any two LLM Agents can di scover
each other, negotiate, and jointly finish |ong-running tasks. Wen
it is dropped straight into "network-controller network-device" or
"controller controller"” settings, however, the foll ow ng deep gaps
surface:

3.2.1.1. Task Ganularity Msmatch with Network Atomi c Operations

A2A Tasks target macro-|evel business goals (e.g., "relocate a DC').
The small est deliverable is an Artifact. Network changes, by
contrast, nust touch a single YANG | eaf (e.g., "set interface X MIU =

9216"). The spec offers no "micro-task"” prinmtive, so one Task
either carries thousands of |ines and becones bloated, or is split
i nto hundreds of Tasks that explode the state nachine and raise LLM
orchestrati on conplexity.

3.2.1.2. No Network-Wde Transaction or Roll-back Senmantics
A2A's state machine is linmted to pending — working — conpl eted/
failed. On failure the controller only gets a free-text
Task. st at usMessage. Network ops denmand cross-device atom c commit
plus a roll back tag. The protocol today defines no:
* two-phase-commit token (transaction-id),
* distributed | ock or conflict detection,
* unified roll back APl (rollback-on-failure).
Controllers nust therefore inplenent conpensation thensel ves, forcing
the LLMto reason about "how to wite a rollback script," which
vi ol ates intent-based principles.

3.2.1.3. Poor Encoding and Bandwi dth Efficiency
A2A mandates JSON for Artifact payloads and runs over HTTP/1.1. For
hi gh-frequency telenmetry (5 s interval, 10 k metrics/node) or bul k
config pushes, JSON s textual redundancy causes:
* controller-device |ink congestion,

*  wasted LLM context tokens,
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* repetitive header parsing and hi gher CPU | oad.

The protocol |acks a binary or stream ng encoding option and offers
no back-pressure nechani sm

3.2.1.4. Mssing Milti-Device Context Correlation

A2A Task context is scoped to a single "conversation"; there is no
standard field to express topol ogy-level constraints such as "change
the same VLAN on three | eaf switches while keeping the STP root

bri dge unchanged." The LLM nust repeat inter-device relations in the
pronpt, burning tokens and risking truncation that produces
configurations which are syntactically valid but topol ogically wong.

3.2.1.5. Inconpatibility with Existing Device Security Mdels

Devi ces generally enforce certificate-based nutual TLS plus NACM
pat h-1 evel access control. A2A currently specifies only an OQAut h2
del egati on token and provides no mappi ng from " Task-1evel role" to
YANG node read/wite/exec perm ssions, nor per-Artifact fine-grained
ACLs. Once an Artifact is cached or forwarded it may bypass the
certificate chain, leading to privilege escalation or configuration
pol I ution.

3.2.1.6. No Network-Semantics Di scovery Mechani sm

Skills are advertised in the Agent Card, but the Card is free text.
There are no standard fields saying "I support OpenConfig BGP 4.0
YANG' or "I nmanage AS 65001-65500." LLMs nust rely on fuzzy

mat chi ng, often selecting the wong partner and raising Task failure
rates.

3.2.1.7. Life-Cycle and Internedi ate-State Reporting Gap

Net wor k changes can last minutes (waiting for BGP convergence, MAC
nmoves). After a Task enters "working," A2A only nmandates a fina
Artifact; there is no standard way to push interimstates such as
"convergence 70 % or "MIU changed, waiting for LLDP nei ghbor re-

di scovery.” The LLM rust poll or wait until timeout, increasing |oad
and preventing a true state-nmachine-driven closed | oop.
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3.2.2. Solution Considerations
To act as a "multi-agent collaboration bus" in network environnents,
A2A nmust be systemmtically extended in task granularity, transaction
semanti cs, binary encodi ng, topology context, security mapping, life-
cycl e managenent, and internedi ate-state push. Oherwise it wll
remain suited only for macro business flows and will be unable to
close the fine-grained, reliable, and roll-backabl e network-intent
| oop required in production

3.3. NETCONF

3.3.1. Gap Analysis

NETCONF [ RFC6241] provides transactional, XM.-encoded RPCs over SSH
I't |acks:

* Semantic discovery: YANG nodels are not self-describing for LLMs;
no runtime tool Ilist.

* Session context: no standard place to store intent-id, LLM pronpt,
or multi-device correlation

* Streanming telenetry: <notification> is push-style but insufficient
for high-frequency KPI.

*  Function-level audit: <commt> is atom c, but per-Ieaf
aut hori zation is out-of-scope.

3.3.2. Solution Considerations
TBD

3.4. RESTCONF

3.4.1. Gap Analysis
RESTCONF [ RFC8040] maps YANG to HTTP URIs. Gaps incl ude:
* No candi date datastore—every PUT/PATCH is i medi at e.
* No server-side discovery docunment for LLM
* Stateless: no place to store nulti-request intent.

* Encoding flexibility may confuse LLM pronpt consi stency.
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3.4.2. Solution Considerations

3.

3.

3.

4.

5.

5.

5.

TBD
gNM
1. Gap Analysis
gNM delivers high-speed telenetry but:
* No semantic metadata for LLMs.
* Set() is non-transactional across nultiple paths.
* No nulti-agent signalling—gNM is 1:1.

* No standardi zed error ontol ogy.

2. Solution Considerations
TBD
Summary
No single protocol satisfies all |IBNLLMrequirenents.

NETCONF/ RESTCONF/ gNM  need semantic and transacti onal extensions;
MCP/ A2A need networ ki ng-specific profiling. A conpani on docunent

2025

will define unified data nodels and security frameworks to cl ose the

i dentified gaps.
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