Net wor k Wor ki ng G oup G Zeng

I nternet-Draft J. Mao
I nt ended status: Standards Track B. Liu
Expires: 6 May 2026 N. Geng
X. Shang

Q &ao

Z. Li

Huawei

2 Novenber 2025

When NETCONF |'s Not Enough: Applicability of MCP and A2A for Advanced
Net wor k Management Scenari os
draft-zeng- opsawg- appl i cability-ntp-a2a-00

Abst r act

NETCONF provi des robust configuration transacti ons and YANG based
data nodels, but falls short in scenarios requiring Al-driven
semantic translation, long-lived cross-domain orchestration, nmulti-
agent consensus, rapid DevOps iteration, or delivery of |arge non-
configuration artifacts. This docunent systematically anal yzes the
functional gaps and presents Mdel Context Protocol (MCP) and Agent -
to- Agent (A2A) as conplenentary solutions. |nplenentation guidance
and coexi stence nodels are al so provided.
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1. Introduction
NETCONF [ RFC6241] remains the gold standard for network configuration
transactions. However, five enmerging scenari os expose its
fundanental |imtations:
* (1) Al natural -1 anguage intent
* (2) Long-flow cross-controller orchestration
* (3) multi-agent consensus

*  (4) weekly DevQps rel ease cycles

* (5) multi-nodal artifact delivery
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3.

Thi s docunent identifies objective gaps and specifies when and how
MCP [ -D.yang-nnr g-ncp-nnj and A2A [I-D. googl e- agent 2agent] shoul d be
engaged.

Gap Anal ysis Sunmary

This section enunerates the fundanental gaps between NETCONF and the
advanced nanagement scenarios introduced in Section 1. For each gap,
the table bel ow identifies:

* the mssing capability,

* its root cause in NETCONF design, and

* the protocol (MCP or A2A) that natively provides it.

[ ey ety ey
| Gap | Root Cause in NETCONF | MCP/ A2A Sol ution |
| Al Semantic Layer | XM.-centric, no | MCP /tools/list |
| | function registry | + JSON- Schema |
o e e e e oo o e e e e e e oo o e e e e oo oo +
| Long- Fl ow | No Task life-cycle or | A2A Task state |
| Orchestration | hurman-in-the-| oop | machi ne |
I IR o meeeeeeeeecieaaaas IR +
| Multi-Agent | dient-server only; | A2A AgentCard + |
| Consensus | no peer negotiation | Message |
o e e e e oo o e e e e e e oo o e e e e oo oo +
| Weekly DevOps | YANG revision 6-9 | MCP Tool hot- |
| Iteration | nonths; firmvare | ock | register |
I IR Fom e meeeeeemeecieaaaas - +
| Large Artifact | 64 kB chunk; no | MCP/ A2A Artifact |
| Delivery | M ME/ hash/ URL | (cloud URL) |
o e e e e oo o e e e e e e oo o e e e e oo oo +

Table 1

The gaps are not inplenentation defects but architectural invariants
of RFC 6241. They become bl ocking only in the five advanced
scenarios identified. OQutside these scenarios, NETCONF continues to
provi de the nost robust configuration transactions and should remain
t he sout h-bound protocol of choice.

When MCP Must Be Used
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3.1. Al Natural -Language | ntent
Operators increasingly expect to issue instructions in natura
| anguage: “Raise MIU to 9000 for all Beijing core switches” or “Block
source 1.2.3.4 for 30 minutes” . NETCONF requires an edit-config XM
bl ob with exact |eaf nanes and nanespaces; even experienced engi neers
make syntax m stakes under time pressure.
The root cause is architectural

* XM is attribute-heavy and case-sensitive; forgotten namespaces or
m smat ched quotes silently fail

* There is no machine-discoverable “function catal ogue” — an LLM
must rely on static pronpt exanples which drift as nodel s evol ve.

* Milti-vendor differences (OpenConfig vs. proprietary YANG force
the LLMto choose branches inside the XM, exploding pronpt size.

MCP sol ves these issues with three primtives:

* [tools/list — JSON array of callable functions, each carrying
human-r eadabl e description and JSON Schema i nput.

*  JSON- Schema — strong-typed, no nanespaces, direct mapping to
primtive types (string, integer, enum array).

* JSON-RPC 2.0 — single-line request/response, easily parsed by LLM
and by control |l er gateways.

Exanpl e MCP Tool Descriptor (sinplified):

{
"nane": "batch_set ntu",
"description": "Set interface MU on nultiple devices",
"i nput Schema": {
"type": "object",
"properties": {
"device_group": {"type": "string"},
"mu": {"type": "integer", "mninmunm: 576, "nmaxi mun': 9216}
},
"required": ["device_group", "ntu"]
}
}
Figure 1

The LLM now produces:

Zeng, et al. Expires 6 May 2026 [ Page 4]



I nternet-Draft MCP- A2A- Gap Noverber 2025

{
"jsonrpc": "2.0",
"met hod": "batch_set _mu",
"parans": {"device_group": "beijing-core", "nmu": 9000},
"id': 1
}

Figure 2
3.2. Rapid Mdel Iteration (DevOps Week- Rel ease)
Cl oud-era val ue-added servi ces nust be depl oyed within days, not
mont hs. NETCONF' s revision cycle (IETF draft — RFC. 6-9 nonths) and
firmvare upgrade wi ndows ( 1 per year) are inconpatible with weekly
rel ease trains. The bl ocking points are:

*  YANG nodul e nust be burned into firmvare before the first config
| eaf is usable;

* Controller regression suite reconpiles the entire YANG tree even
for a single new |l eaf;

* Backward-conpatibility review (rmust not break ol d devices)
stretches internal QA to weeks.

MCP breaks the deadl ock by treating "intent" as a hot-swappabl e Tool
rat her than a pernmanent YANG node:

* Private YANG is conpiled to JSON-Schema in the controller
(mlliseconds);

* Tool registers via /tools/register and is i mediately call abl e;

* Gay-list rollout (10 % — 30 % — 100 %9 and instant rollback (re-
regi ster previous Tool) are done wi thout touching device flash.

Exanpl e: O oud- Shi el d DDoS C eani ng Service
Private YANG (120 I|ines)
+--rw start-cl eanse
| +--rwtarget-ip i net:i pv4-address
| +--rw bandwi dt h- Mops ui nt 32
| +--rw duration-nin ui nt 16
Figure 3

Conpi | ed JSON- Schena and registered in 30 s:
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{
"name": "start cl eanse",
"version": "1.0.0",
"description": "Start DDoS cl eanse for target |P",
"i nput Schema": {
"type": "object",
"properties": {
"target _ip": {"type": "string", "format": "ipv4"},
"bandw dt h_Mps": {"type": "integer"”, "mninum: 100, "maxi nuni: 100000},
"duration_mn": {"type": "integer", "mninmuni: 5, "maxinmn: 1440}
},
"required": ["target ip", "bandw dth_Mps"]
}
}

Figure 4
Thus MCP is nmandatory for any nanagenent surface that nust support
weekly or daily release cycles without waiting for firmvare or
st andards body tinelines.
4. When A2A Must Be Used
4.1. Cross-Controller Long-Flow O chestration
Mai nt enance wi ndows for core-network upgrades often exceed 30 m nutes
and span nultiple vendor domains. NETCONF provides atomc
configuration on a single controller, but |acks:
* a cross-vendor task life-cycle,
* human-in-the-| oop approval gates, and
* delivery of large artifacts (firmvare, inages, diff reports).

A2A fills these gaps with three prinitives:

* Task — state machine (pending — working — conpleted/failed/
cancel | ed) persisting across agent restarts;

* Artifact — hash-signed object store ( 2 GB, resunabl e upl oad);

*  Message — multi-round negotiation (JSON or natural |anguage).
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| State | Meani ng | NETCONF |
| | | Equi val ent |
[ s st e sl e s
| pending | Waiting for | None (RPCis |
| | resources or | fire-and-forget) |
| | approval | |
St oo o - o e e e e oo oo +
| awaiting-human-approval | Human nust | None |
| | click approve/ | |
| | cancel | |
o m e e e e i oo o a o o e e oo s +
| working | Agents | edit-config

| | executing sub- | (local only) |
| | tasks

o e e e e e e e e oo oo S o e e e e oo +
| conpl eted | Al agents | commt |
| | report success | |
o e e e e a e oo oo o a o o e e e oo +
| failed | Any agent | roll back-on-error |
| | reports | |
| | failure | |
o m e e e e e e aao o o a o o e e o s +
| cancelled | Operator or | discard-changes

I | policy I I
| | cancelled | |
o e e e e e e oo o e o e e e o +

Tabl e 2: A2A Task States vs. NETCONF Operations
Real -Worl d Exanple: Five-City Core MIU M gration
Controllers: Huawei NCE (3 cities) + Cisco NSO (2 cities)
Devi ces: 312 PE routers
W ndow. 120 min (02:00-04: 00)
Artifact: 2 GB firmvare inmage + 40 MB diff-report

Figure 5

Step-wi se A2A Fl ow (tine-stanps)

* T+0 min: Ochestrator creates Task T100, goal ="Rai se MIU to 9000
on core links".

* T+5 min: Each controller Agent posts Artifact pre-check.csv (link
health KPI).
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* T+10 mn: O chestrator Artifact hash-verified; human approval card
sent to WChat.

* T+15 min: Engineer clicks "approve"; Task state — working.

* T+20-90 nmin: Controllers download 2 GB image via Artifact URL;
| ocal NETCONF edit-config issued; progress Artifacts streaned
every 5 mn.

* T+95 min: Last Artifact post-upgrade-verification.csv uploaded.

* T+100 min: Al agents report success; Task — conpleted. Total
human i ntervention: 1 click.

A2A is mandatory for any multi-vendor, nulti-hour workflow that
demands task persistence, human gates, and nulti-gigabyte artifact
del i very—scenari os where NETCONF' s single-controller, single-RPC
paradi gmis insufficient.

4.2. Milti-Agent Consensus (Agent-to-Agent)
Fault recovery, security mitigation and resource optimni sation often
require nmultiple autononobus agents (nonitoring, security, controller,
human) to reach a conmmon decision. NETCONF' s strict client-server
nmodel provi des no peer-to-peer capability advertisenent, nulti-round
negoti ation or voting primtives.
A2A introduces three building bl ocks:

* AgentCard — JSON-LD advertisement of skills and endpoint;

*  Message — multi-round negotiation (JSON or natural |anguage);
* Consensus Engine — policy-based scoring, voting, human-in-the-
| oop.
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gl obal | y uni que
agent identifier

array of skill
obj ects (nane,
description)

{nane: "threat_anal yze", |
desc: "Return 0-10 |
threat score"} |

T e +
| endpoi nt HTTPS URL for https:// non- |
| A2A messages sh. exanpl e: 9443/ a2a |
T +
| authentication | nmlLS + O DC | {"type": "nilLS", |
| | | "sha256": "8f66..."} |
S o e e e e oo oo o e m e e e e e oo +

Tabl e 3: AgentCard Mandatory Fiel ds

Consensus Fl ow Exanpl e: DDoS Port Shut down
Agents: Mnitor, Security, Controller, Human
Deci sion: shutdown port 10/1 ?
Scoring: threat level x0.6 + inpactx0.4
Threshold: 5.0 — shutdown

Figure 6
Message Sequence (tine-stanps):
* T+0 s: Monitor Agent posts threat_score=9.0 via Message.

* T+5 s: Security Agent confirnms attack signature; score unchanged.

* T+10 s: Controller Agent posts inpact=300 VPN down; conputed score
= 9x0.6 + 3x0.4 = 6.6 (> 5.0).

* T+12 s: Task state — awaiting-human-approval ; WeChat card sent.
* T+135 s: Human clicks "approve"

* T+140 s: Controller Agent calls NETCONF shutdown; Artifact post-
action. |l og upl oaded.

* T+180 s: Al agents report success; Task — conpl et ed.
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Therefore A2A is nmandatory whenever multiple autononous agents nust
di scover, negotiate, vote and reach a binding decision — scenarios
that NETCONF' s uni directional client-server paradi gmcannot enul ate.
Coexi st ence Model
Thi s section describes how MCP and A2A can be depl oyed _without _
forcing a redesign of the existing NETCONF ecosystem The
architecture keeps NETCONF as the configuration authority and all ows
_either_ controller-hosted or_ device-hosted MCP servers — the
|atter avoids a central gateway bottleneck while preserving operator
investrment in controllers.
Desi gn Choices at a d ance
TBD
Common Layeri ng
TBD
Control | er- Gat eway Mbdel
TBD
Devi ce- Enbedded Model
TBD
M grati on Roadmap
TBD
Security Considerations
MCP and A2A introduce QAut h2/JWF and | ong-Ilived Tasks.
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