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Abst ract

The energence of |arge | anguage nodels (LLMs) and Al agents is
reshapi ng how network operators interact with infrastructure.
However, current network managenent systens | ack a standardized,
secure, and intent-driven interface that enables Al agents to

di scover, invoke, and reason over network capabilities. This
docunment presents a problem statenent for integrating the Mde
Context Protocol (MCP) into network nmanagenment, outlines key use
cases—includi ng troubl eshooting, nmeasurenent, security, and
optim zati on—and specifies functional, security, and interoperability
requirenents for MCP-based network managenent architectures

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 5 August 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Traditi onal network managenent relies on protocol -specific interfaces
(e.g., SNWP, NETCONF, RESTCONF) and nmanual scripting, which are

rigid, siloed, and ill-suited for natural -1 anguage-driven autonati on.
The Model Context Protocol (MCP), originally designed to standardize
tool interaction for Al agents, offers a prom sing abstraction | ayer
to unify network capabilities as callable “tools” and readable
“resources.” This docunent formalizes the notivation, scenarios, and
technical prerequisites for adopting MCP in network nanagenent.

2. Pr obl em St at enent

Modern networks face increasing conplexity due to scale,
het erogeneity, and dynam c service demands. Operators struggle wth:

* *|ntent-to-Action Gap*: Natural-|anguage requests (e.g., “Fix slow
video calls in Building B” ) cannot be directly translated into
coordi nated network operations across devices and domai ns.

*  *Tool Fragnentation*: Capabilities |ike ping, route | ookup, or ACL

nodi fication exist but are exposed via disparate protocols (CLI,
YANG RPCs, gNM ), neking theminaccessible to generic Al agents.
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* *lack of Contextual Awareness*: Current systenms do not provide
structured, machi ne-readabl e context (e.g., topology, policy
constraints, historical baselines) needed for intelligent
r easoni ng.

* *Multi-Vendor Interoperability Gap*: In heterogeneous networKks,
the lack of a common semantic and syntactic interface for
managemnent operations forces operators to devel op and naintain
vendor -specific automation scripts. This drastically reduces
operational efficiency and bl ocks the depl oynent of unified Al-
dri ven managenent across donains

Exi sti ng managenment frameworks address parts of these issues but |ack
a lightweight, agent-centric protocol that decouples Al logic from
network inplementation details. MCP fills this gap by providing a
uni form JSON RPCbased interface for Al agents to securely interact
with network el enents as first-class tools.

W t hout standardizi ng how networks expose capabilities to Al agents,
the industry risks fragmented, vendor-specific integrations that
hi nder interoperability, auditability, and safe autonmation.

3. Use Cases

This section describes four representative use cases where MCP
enables intelligent, intent-driven network managenent.

3.1. Troubl eshooting

An operator reports: “Users in Floor 3 cannot reach the cloud
application.”

Under this scenario, the MCP Workflow runs as follows: The LLM
interprets the intent and identifies required tools:
get _interface_status, ping, showroute, check acl. The MCP dient
(in controller or local device) invokes these tools across rel evant
switches and routers. | n D2D (Device-to-Device) node, affected
devi ces coll aboratively gather data even if the controller is
unreachable. The LLMcorrelates results and concl udes: “ACL

‘bl ock_external’ on Switch-F3 denies outbound traffic.” A repair
suggestion is generated and presented for approval

The MCP Workfl ow reduces nmean tine to resolution (MITR) fromhours to
m nutes with explainable root-cause anal ysis.
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3.2. Network Measurenent

An operator requests: “Mnitor end-to-end | atency between all branch
offices every 5 minutes and alert if >50ns.”

Under this scenario, the MCP Wrkflow runs as follows: The request is
parsed into a recurring nmeasurenment task. MCP Tools such as
measure_| atency, collect_interface_stats, and query_bgp rib are
schedul ed across edge routers. Structured results (with tinestanps,
pat hs, and netadata) are returned via MCP Resources. The LLM detects
anomal i es using historical baselines and triggers alerts or auto-
remedi ati on.

The MCP Workfl ow enabl es continuous, intent-defined observability
wi t hout custom collectors or polling scripts.

3.3. Security Operations

An operator requests: “Detect and isolate any device exhibiting
abnormal out bound traffic patterns.”

Under this scenario, the MCP Workflow runs as follows: The security
Al agent subscribes to flow data via MCP Resource netfl ow records.
Upon anonaly detection (e.g., sudden spike to unknown IP), it invokes
get _device_info, list_connected_hosts, and apply_quarantine_acl. All
actions are logged with cryptographic signatures for conpliance. The
agent may al so query external threat intelligence via an external MCP
Server.

The MCP Workfl ow enables real -tine, closed-|loop security response.
3.4. Network Optimzation

An operator requests: “Qptimze WAN bandwi dth utilization during
busi ness hours without violating SLAs.”

Under this scenario, the MCP Workflow runs as foll ows: The optim zer
agent collects real-tine nmetrics (bandwi dth_utilization,
application_gos_stats) via MCP Resources. It sinulates policy
changes (e.g., adjusting QS profiles, shifting SD-WAN pat hs) usi ng
sandboxed MCP Tools. After validation, it applies the optinal
configuration via update _qos_policy or nodify sdwan_rules. Post-
change telemetry confirms SLA conpliance.

The MCP Wor kfl ow enabl es conti nuous, data-driven optim zation aligned
wi th business intent, reducing manual tuning.
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4. Requirements

To support the above use cases safely and scal ably, MCP-based network
managenent nust satisfy the followi ng requirenents.

4.1. Functional Requirenents
FR1 Capability Exposure Every network el ement MJST expose its
managenent capabilities as MCP Tools (for actions) and Resources
(for state), mapped fromunderlying protocols (e.g., YANG CLI).
FR2 Intent Interpretability Tools and Resources MJST include
human- and machi ne-readabl e netadata (e.g., descriptions,
par aneter schemas) to enabl e accurate LLM parsing.

FR3 Safety Destructive operations require explicit user consent.

FR4 Progress Feedback Long-running operations (e.g., packet
capture) MJST support asynchronous progress notifications.

4.2. Security Requirenents
SR1 Authentication & Authorization TBD

SR2 Least Privilege Tools MJST be scoped to m nimal necessary
perm ssions (e.g., “read-only” vs “configure” ).

4.3. Interoperability & Operational Requirenents

IRl Protocol Conpliance MCP inplenentations MJUST conformto the
| atest MCP specification (e.g., JSONRPC 2.0 over TLS)

IR2 YANG Integration Tools/Resources SHOULD be descri bable via
st andardi zed YANG nodul es (e.g., ietf-ncp-nn).

IR3 Backward Conpatibility MCP Servers MJST coexist with existing
managemnent protocol s (NETCONF, SNWP)

IR4 Error Handling Cear error codes and recovery gui dance MJST be
provi ded for common failure nodes (e.g., “tool not supported,”
“resource | ocked” ).

5. Security Considerations
This docunent’ s requirenments (Section 4.2) are designed to nitigate
risks inherent in Al-driven network control, including pronpt

i njection, unauthorized configuration changes, and data | eakage.
Addi tional considerations include:
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* Avoi ding over-reliance on LLM deterninism critical operations
shoul d require human-in-the-I1oop confirmation.

* Ensuring MCP Server inplenmentations undergo formal security review
bef ore depl oynment in production networKks.

6. | ANA Consi derati ons
TBD
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