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Abst r act

QAuth 2.0 Rich Authorization Requests (RAR), as defined in [ RFC9396],
enabl es fine-grained authorization requests, using structured JSON
obj ect s.

Wi | e RAR [ RFC9396] standardi zes the exchange and processi ng of
aut horization details, it does not specify netadata describing
aut hori zation details types.

Thi s docunent defines a machi ne-readabl e netadata format for

aut hori zation servers to provide authorization details type
docunent ati on including JSON Schema [JSON. Schena] definitions, as
wel | as interoperable discovery via QAuth Resource Server Metadata
[ RFC9728] .

It al so defines a new WAV Aut henti cate normative QAuth error code,
insufficient_authorization_details, enabling resource servers to

i ndi cate i nadequate authorization details as the cause of failure, as
wel | as an OPTI ONAL response body which MAY be returned al ongside the
i nsufficient_authorization_details error, providing an informative
yet actionabl e authorization details object, which can be used
directly in a subsequent QAuth request.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://yaron-
zehavi . gi t hub. i o/ oaut h-rich-aut horizati on-requests-netadata/draft-
zehavi -oauth-rar-netadata. htm . Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-zehavi-oauth-
rar-met adat a/ .

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Goup mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/oauth/.
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Source for this draft and an issue tracker can be found at
https://github. com yaron-zehavi/ oaut h-ri ch-aut hori zati on-request s-
met adat a.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 August 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment nmust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

QAuth 2.0 Rich Authorization Requests (RAR) [ RFC9396] allows QAuth
clients to request structured, fine-grained authorization, which has
enabl ed advanced aut horizati on nodel s across nany domai ns, such as
Banki ng & Heal t hcare.

Zehavi

Expi res 26 August 2026 [ Page

11
12
12
12

14
14
15
15
16
16
16
16
16
16
16
17
18

18

19
25

25

25
26
26

27

27
27
28
28
29
29

3]



Internet-Draft QAuth 2.0 RAR Metadata and Error Signali February 2026

However, RAR [ RFC9396] does not specify how clients obtain netadata
describing valid authorization details objects. dients nust
therefore rely on out-of-band docunentation or static ecosystem
profiles.

Thi s docunent addresses this gap by:

*

Defi ning a new aut hori zation server endpoint:

aut hori zati on_detail s_types_met adat a_endpoi nt, providing netadata
for authorization details types, including human-readabl e
docunentation as well as enbedded JSON Schema definitions

[ JSON. Scheng] .

Addi ng supported / required authorization details types to QAuth
2.0 Protected Resource Metadata [RFC9728] response.

Defining a standardi zed error signaling nmechani smusing the WWW
Aut henti cate response header, allow ng resource servers to specify
i nsufficient_authorization_details as the cause of error

Defi ning an OPTI ONAL response body, included with an
insufficient_authorization details error, providing an informative
aut hori zation details object, whose inclusion in a new QAuth
request shall result, if approved, in an access token satisfying
the endpoint’s requirenents.

The OPTI ONAL providing of actionable authorization details objects by
resource servers enabl es

*

Zehavi

Hi gher interoperability and sinplification by relieving clients
fromhaving to figure out how to construct valid authorization
details objects, instead providing themw th ready-to-use

aut hori zation_details objects, to be included in a subsequent
QAut h request.

Support for epheneral, interaction-specific clainms provided by the
resource dormain in the authorization details object, such as for
exanple a risk score, arisk profile or an internal interaction
identifier. Resource servers MAY use this to guide authorization
servers as to the required authentication strength and consent
flow.
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2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Protocol Overview
There are two nai n proposed flows:
* Client obtains *netadata* of required authorization details types.

* Cient obtains an *actionabl e authorization details object* from
resource server’'s error response.

3.1. dient obtains netadata of required authorization details types

Tt +
A + (B) APl Request |
| [----mmmmm e - > Resour ce |

(A) User +---| | Server |

Starts| | R T | |
Fl ow +-->| (O 403 For bi dden R +

I
I
I
| WA Aut henti cat e: Bearer

| error="insufficient_authorization_details",
I

I

I

I

resour ce_netadata="[resource netadata url]"

Resource R +

: I

(H) Construct RAR |
Usi ng Met adat a |

: I

I

I

|

| (D) Metadata Request | Resource Server |
| [=---mmmm e - I +
| | || Resource Metadata ||
| dient |<------mmmmmmmi oo | ] Endpoi nt | ]
| | (E) Metadata Response |+------------------- +|
| | (Di scover al so R LT +
| | expect ed RAR types)

| | : R +
| | RAR Types | Aut hori zati on

| | (F) Metadata Request | Server

| I S| - +
I | | RAR Types I
| LR || Metadata Endpoint |
| (G Metadata Response |+------------------- +
| .

I

I

I
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| (1) Authorization |
| Request + RAR |

+

| ] Aut hori zati on |

S L | Endpoi nt |
I

+

I T +
|- > | o
| | Token Endpoi nt |
| <o || |
| (L) Access Token R +
| : o e e e e e a e oo +
| :
| (M APl Call with
| Access Token R +
| o >| |
| | Resource Server |
| <o | |
| (N 200 OK + Resource +--------------------- +

Figure: dient obtains nmetadata of required authorization details
types

* (A) The user starts the flow.

* (B) The client calls an APl with an access token

* (O Resource server returns HTTP 403 forbidden including a WW
Aut henti cate header with error code
insufficient_authorization details and the resource netadata url
(QAuth 2.0 Protected Resource Metadata [ RFC9728]).

* (D-E) The client discovers expected authorization details types
fromresource netadata endpoint’s response.

* (F-GQ The client consunmes authorization details type netadata from
aut hori zation server’s
aut hori zation_detail s_types_netadata_endpoi nt.

* (H1) The client constructs a valid authorization details object
and makes an QAuth + RAR [ RFC9396] request.

* (J) Authorization server returns authorization code.
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(K-L) The client exchanges authorization code for access token.

request with the (RAR) access token.

* (N) Resource server validates access token and returns successful

response.
3.2. dient obtains authorization details object fromresource server’s
error response
Fom e oo +
S + (B) APl Request | |
| I L >| Resour ce |
(A) User +---| | | Server |
Starts| | I L | |
Flow +--> dient | (C 403 Forbidden R T +
| | WAV Aut henti cat e: Bearer
| | error="insufficient_authorization details",
| | resour ce_net adat a="[resource netadata url]"
I I +
| | HTTP body provi des authorization_details
| | e +
| | : | Aut hori zati on |
| | (D) Authorization | Server |
| | Request + RAR IR +|
| |- > | ||
| | || Authorization | ]
| R e | Endpoi nt |
| | (E) Authorization Code|| |
| | - | #om e +
I I : I I
| | (G Token Request I +|
I e i > |
| | | | Token Endpoi nt | ]
I | <---mmmmmie e | |
| | (H) Access Token R +|
| | : R I +
| |
I I :
| | (1) Retry APl Call R +
| | wi th Token | |
| I >| Resour ce |
| | | Server |
| | <---m-ommmee e | |
| | (J) 200 OK + Resource +-------------------- +
I I
S +
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Figure: Cdient obtains authorization details object fromresource
server’'s error response
* (A) The user starts the flow.

* (B) The client calls an APl with an access token

* (O Resource server returns HTTP 403 forbidden including a WW
Aut henti cate header with error code
insufficient _authorization details and in the response body

*includes the authorization details object requiring approval *.

* (D) The client uses the obtained authorization details object in a
new QAut h + RAR [ RFC9396] request.

* (E) Authorization server returns authorization code.
* (G H) The client exchanges authorization code for access token
* (1) The client makes an APl request with the (RAR) access token

* (J) Resource server validates access token and returns successfu
response.

4. QAuth 2.0 Protected Resource Mt adata [ RFC9728]
Thi s docunent specifies a new OPTI ONAL netadata attri bute:
aut hori zation_details types _supported, to be included in the response
of QAuth Protected Resource Metadata [ RFC9728].
"aut hori zation_detail s_types_supported": OPTIONAL. a JSON object
that conforns to the syntax described in Section 4.1 for a
_required types expression_.

The following is a non-nornative exanple response with the added
aut hori zation_details types _supported attribute:
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HTTP/ 1.1 200 &K
Cont ent - Type: application/json

{

"resource":
"https://resource. exanpl e. conl paynent s",
"aut hori zati on_servers":
["https://asl. exanpl e. cont,
"https://as2. exanple.net"],
"bear er _met hods_supported": ["header"],
"scopes_supported": ["paynent"],
"resource_docunent ati on":
"https://resource. exanpl e. conf docs/ paynents. htm ",
"aut hori zation_details_types_supported": {
"oneO™X": ["paynent_initiation", "payment_approval ",
"beneficiary_designation"]

}

Not e: When resource servers accept access tokens _from several

aut hori zation servers_, interoperability is maintained and confusion
is prevented, because clients can di scover which authorization
details types each authorization server supports.

4.1. Required types expression syntax

The foll owing JSON syntax defines a *required types expression* to
decl aratively describe permtted conbinations of required
_authorization details_types. This expression allows selection
operators (oneOf, all Of, constraints) and bool ean conposition (and,
or) to be conbined in a predictabl e manner.

A *required types expression* is a JSON object that MJST contain
*exact!|ly* one of the follow ng attributes:

* and

* or

*  oneOr
* all o

* constraints
Attributes definition:

and": OPTIONAL. a non-enpty JSON array of _required types
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expressions_. VWen *and* is specified, the expression is satisfied
if *all* contai ned expressions are satisfied.
"or": OPTIONAL. a non-enpty JSON array of _required types
expressions_. Wen *or* is specified, the expression is satisfied
if *at | east one* contained expression is satisfied.

"oneOF": OPTIONAL. a non-enpty JSON array of strings identifying
aut hori zation_details types. Wen *oneO* is specified, the
expression is satisfied if *exactly one* of the listed types is
present.

"al|OF":  OPTIONAL. a non-enpty JSON array of strings identifying
aut hori zation_details types. Wen *allO* is specified, the
expression is satisfied if *all* of the |listed types are present.

"constraints": COPTIONAL. a JSON object defining cardinality and
excl usion constraints over a set of authorization_details types.
The obj ect MJIST contain the *types* attribute and MAY contain the
attributes *mn*, *max*, *exact*, and *forbidden*. Constraints
attributes definition:

"types": REQU RED. a non-enpty JSON array of strings identifying
the authorization_details types to which the constraints apply.

"mn": COPTIONAL. a non-negative integer indicating the m ninum
nunber of authorization_details types fromtypes that MJST be
present. This attribute MJUST NOT be used together with the
*exact* attribute.

"max": OPTIONAL. a non-negative integer indicating the maxi mum
nunber of authorization_details types fromtypes that MAY be
present. This attribute MJUST NOT be used together with the
*exact* attribute.

"exact": OPTIONAL. a non-negative integer indicating the exact
nunber of authorization_details types fromtypes that MJST be
present. This attribute MJUST NOT be used together with the
*m n* or *max* attributes.

"forbidden": OPTIONAL. a non-enpty JSON array, whose each
element is an array of authorization details types identifiers,
representing a conbination that MJST NOT be present together

4.2. Required types expression exanpl es
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4.2.1. Exanpl e expression using "and" operator

Specifies that the selection MIST include a and b, *and* one of c

*or* d.
{
"required_types": {
"and": [
{ "allo": ["a", "b"] },
{ "onex": ["c", "d"] }
]

}
}

Specifies that the selection MJST include one of a or b, *and*
exactly two of [c,d,e], but the conbination of d and e together is
f or bi dden.

{
"required_types": {
"and": [
{ "onex": ["a", "b"] },
{
"constraints": {
"types": ["c", "d", "e"],
"exact": 2,
"forbidden": [["d", "e"]]
}
}
]
}
}

4.2.2. Exanple expression using "or" operator

Specifies that the selection MJST include *either* ¢ *and* d, *or*
one of a or b.

{
"required_types": {
"or": |
{ "allo": ["c", "d"] },
{ "onexx": ["a", "b"] }
]
}
}
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4.2.3. Exanpl e expression using "constraints" operator

Specifies that at |east two of {a,b,c} MIST be present, but the
conbi nation of a and ¢ together is forbidden.

{
"required_types": {
"constraints": {
"types": ["a","b","c"],
"mn": 2,
"forbidden": [ ["a","c"] ]
}
}
}

Specifies that exactly two of {a,b,c} MJST be present.

"required_types": {
"constraints": {
"types": ["a","b","c"],
"exact": 2
}
}
}

5. Authorization Details Types Metadata Endpoi nt
The foll owi ng authori zation server netadata [ RFC8414] paraneter is
i ntroduced to signal the server’'s support for Authorization Details
Types Met adat a:

"aut hori zation_detail s_types_netadata_endpoint”: COPTIONAL. The URL
of the Authorization Details Types Metadata endpoint.

5.1. Authorization Details Types Metadata Endpoi nt Response
The Authorization Details Types Metadata endpoint’s response is a
JSON document with the key authorization_details_types_netadata whose
attributes are authorization details type identifiers.

Each identifier is an object describing a single authorization
detail s type.
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{
"aut hori zation_detail s_types_netadata": {
"type":_{ o )
version': "...",
"description": "...",
"docunentation_uri": "...",
"schema": { },
"schema_uri": "...",
"exanmples": [ ]
}
}
}

Attributes definition

"version": OPTIONAL. String identifying the version of the
aut hori zation details type definition. The value is infornmationa
and does not inply semantic version negotiation.

"description": COPTIONAL. String containing a human-readabl e
description of the authorization details type. dients MJST NOT
rely on this value for authorization or validation decisions.

"docunmentation_uri": OPTIONAL. URI referencing external human-
readabl e docunentati on describing the authorization details type.

"schema": The schema attribute is a JSON Schema docunent
[ JSON. Schema] describing a single authorization detail object.
The schema MUST validate a single authorization detail object and
MUST constrain the type attribute to the authorization detail type
identifier. This attribute is REQUI RED unl ess schema_uri is
specified. |If this attribute is present, schema_uri MJST NOT be
present.

"schema_uri": The schenma_uri attribute is an absolute URI, as
defined by RFC 3986 [ RFC3986], referencing a JSON Schenma docunent
describing a single authorization details object. The referenced
schema MJST satisfy the same requirements as the schema attribute
This attribute is REQU RED unl ess schema is specified. |If this
attribute is present, schema MJUST NOT be present.

"exanpl es": OPTIONAL. An array of exanple authorization details
obj ects. Exanples are non-nornative.

See Exanpl es Appendix A.1 for non-normative response exanpl e.
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6. Resource Server Error Signaling of |nadequate authorization_details

Thi s docunent defines a new normative QAuth error code,
insufficient_authorization details, which resource servers SHALL
return using the WWV Aut henticate header, to signal access is denied
due to mssing or insufficient authorization details.

Exanmpl e HTTP response

HTTP/ 1.1 403 For bi dden

WAV Aut henti cate: Bearer error="insufficient_authorization_details",
resour ce_netadat a="https://resource. exanpl e. conl
.wel | - known/ oaut h- pr ot ect ed- resour ce/ paynent s"

6.1. OPTIONAL authorization_details in response body

Resource server MAY provi de al ongsi de the
insufficient_authorization details error, an informative HITP
response body of content type application/json, containing required
aut hori zation details objects to satisfy the currently failing
request.

Not e:

* The audi ence of authorization details objects provided by a
resource server in an error response are its trusted authorization
servers, as advertised by the Resource Server’ s netadata endpoint.

* Resource servers SHALL provide authorization _details objects only
if *all* trusted authorization servers accept the *authorization
details type* used.

HTTP response body definition

"authori zation_details": OPTIONAL. Array of authorization details
obj ects, matching the format specified in RAR [ RFC9396] for the
aut hori zation_details request paraneter.

Clients MAY use the provided authorization_details in a subsequent

QAuth request to obtain an access token satisfying the resource’s

requirenents.

Exanpl e resource server response with OPTI ONAL aut hori zation_detail s:
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HTTP/ 1.1 403 For bi dden
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WANM Aut henticate: Bearer error="insufficient_authorization_ details",

resour ce_net adat a="https://resource. exanpl e. conl
.wel | -known/ oaut h- pr ot ect ed- r esour ce/ paynent s"
Cont ent - Type: application/json
Cache-Control: no-store

"aut hori zation_details": [{
"type": "paynent _initiation",
"instructedAnount": {

"currency": "EUR',

"anpunt": "100. 00"
}1
"creditorAccount”: {
"i ban": "DE02120300000000202051"
}
H

}

7. Processing Rul es

7.1. dient Processing Rules

* |f encountering error insufficient_authorization_details, check if
body. aut hori zation_details exists and if provided MAY include in

subsequent QAut h request.

*  (Otherw se consult netadata:

- Fetch resource netadata to di scover accepted authorization
servers and supported *authorization_details types*.

-  Fetch authorization server netadata to di scover

aut hori zation_detail s_types_support ed.

- Fetch authorization server's

aut hori zati on_detail s_types_met adata_endpoint to obtain

met adata and schema

- Locate schenm or retrieve schenma_uri.

* Construct authorization details confornmng to the schema and

i nclude in subsequent QAuth request.

Zehavi Expi res 26 August 2026
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7.2. Resource Server Processing Rul es

* Advertise in resource netadata
aut hori zation_details_types_supported, where rel evant.

* Verify access tokens against required authorization details.

* |f insufficient, return HTTP 403 wi th WWV¥ Aut henti cate: Bearer
error="insufficient_authorization_details".

*  OPTIONALLY provide al so an HTITP body with an informative
actionabl e authorization_details object.

8. Security Considerations

8.1. Cacheability and Internediaries
HTTP 403 responses with response bodi es may be cached or replayed in
unexpected contexts. Recomended mitigation is resource servers
SHALL use Cache-Control: no-store response header.

9. | ANA Consi derations

9.1. CQAuth 2.0 Bearer Token Error Registry

| Error Code | Description |
[ el e s s
| insufficient _authorization details | The request is mssing

| | required authorization

| | details or the provided

| | authorization details

| | are insufficient. |
o e m e e e e e e e e e e o e e e e e e e e oo oo +

Table 1
9.2. CQAuth Metadata Attribute Registration
The netadata attribute authorization details _types netadata_endpoi nt
is defined for QAuth 2.0 authorization server metadata as a URL. The
met adata attribute authorization details types supported is defined
for QAuth 2.0 protected resource mnetadata.

10. Nor mat i ve Ref erences
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A.1. Authorization Server Mtadata Exanples

A.1.1. Exanple authorization_details_types_mnetadata_endpoi nt response
with Paynent Initiation

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"aut hori zation_details_types netadata": {
"paynent initiation": {
"version": "1.0",
"description": "Authorization to initiate a single paynent from a payer accou
nt to a creditor account.",
"docunentation_uri": "https://exanpl e.com docs/paynment-initiation”,
"schema": {
"$schema": "https://json-schema. org/draft/2020-12/schema",
"title": "Paynment Initiation Authorization Detail",
"type": "object",
"required": |
"type",
"instructed_anount",
"creditor_account"

]

roperties": {
lltypell: { - - - -
"const": "paynment _initiation",
"description": "Authorization detail type identifier."

}

"actions": {
"type": "array",
"description": "Permtted actions for this authorization.",
"itenms": {
"type": "string",
"enuni: ["initiate"]

}

inltens": 1,
"uni queltems": true

"instructed _anmount": {
"type": "object",
"description": "Anpount and currency of the paynent to be initiate

"required": ["currency", "anount"],
"properties": {
"currency": {
"type": "string",
"description": "ISO 4217 currency code.",
"pattern": "~[A-Z]{3}$"
H
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"amount ": {
"type": "string",
"description": "Decimal nonetary anount represented as a
string.",
"pattern": "A[0-9]+(\\.[0-9]{1, 2})?%"
}
"édditionaIProperties": fal se
}1
"creditor_account": {
"type": "object",
"description": "Account to which the paynent will be credited.",
"required": ["iban"],
"properties": {
"iban": {
"type": "string",
"description": "International Bank Account Nunber (1BAN)
1 "pattern": "A~[A-Z0-9]{15, 34} %"
}
"édditionaIProperties": fal se
}1
"rem ttance_i nformation": ({
"type": "string",
"description": "Unstructured remttance information for the payne
nt.",
"maxLengt h": 140
}
b .
"addi tional Properties": fal se
}
}
}
}

A.1.2. Exanple authorization_details_types_metadata_endpoint response
for the Norwegi an Health Sector (Hel selD)

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"aut hori zation_details_types_netadata": {
"hel sei d_aut hori zation": {
"version": "1.0",
"description": "Allows the QAuth client to pass organization information to H
el selD. ",
"docunentation_uri": "https://utviklerportal.nhn.no/informasjonstjenester/he

sei d/ bruksnmoenst r e- 0g- eksenpel kode/ br uk- av- hel sei d/ docs/ t ekni ske- mekani sner/ or gani sasj ons
nunr e_enmd",

"schema": {
"$schema": "http://json-schema. org/draft-07/schema#",
"title": "Organi zation nunbers for a nulti-tenant client"
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"type": "object",
"properties": {

Iltypell: { .
"type": "string",
"const": "helseid_autorization",

}

ractitioner_role": {
"type": "object",
"properties": {
"organization": {
"type": "object",
"properties": {
"identifier": {
"type": "object",
"properties": {
"systent: {
"type": "string"
b
"type": { _
"type": "string"
}

,alue": {
"type": "string"

},
"required": [
"systent,
“type”,
"val ue"
]
}
},
"required": [
"identifier"”
]

}

equired": [
"organi zati on"

}

]
}
},
"required": [
“type”,
"practitioner_role"
]
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"hel seid_trust_framework": {
"$schemn":
"description":
"docunentation_uri":

t sramever knd",
"type": "object",
"properties": {
"type": {
"type":
"const":

"string",

}

ractitioner": {
"type": "object",
"properties": {

"aut hori zation": {
"type":
"properties": {

"code": {
"type":
}

",ystemH {
"type":

}

"1equired": [
"code",
"systent

]

egal _entity": {
"type":
"properties": {
"id"r {
"type":
}

"1ystemH {
"type":
}

,equired": [
"id",
"systent

}

}

]

oint_of care": {
"type":
"properties": {
Ilidll: {
"type":

}
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sei d/ bruksnoenstre- 0g- eksenpel kode/ br uk- av- hel sei d/ docs/tillitsrameverk/profil _for till
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} i)
"systent: {
"type": "string"

}

"’equired": [
Ili dll,
"systent

]

epartnment": {
"type": "object",
"properties": {
llidll: {
"type": "string"

}

"éystenf: {
"type": "string"

}

",equired": [
"id",
"systent

}

equired": [
"aut hori zati on",
"l egal _entity",
"poi nt _of care",
"departnment”

}

]

are_rel ationship": {
"type": "object",
"properties": {

"heal t hcare_service": {
"type": "object",
"properties": {

"code": {
"type": "string"

}

"éystenf: {
"type": "string"

}

,equired": [
"code",
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"systent
]

ur pose_of use": {
"type": "object",
"properties": {
"code": {
"type": "string"

}

"éystenT: {
"type": "string"

}

"1equired": [
"code",
"systent

]

urpose_of use_details": {
"type": "object",
"properties": {
"code": {
"type": "string"

}

"éystenf: {
"type": "string"

}

",equired": [
"code",
"systent

]

ecision_ref": {
"type": "object",
"properties": {
"id"r |
"type": "string"
}

}

ser_selected": {
"type": "bool ean”

}

"required": [
mn i dll ,
"user_sel ected"”
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}

"required": [
"heal t hcare_service",
"pur pose_of use",
"pur pose_of use details",
"decision_ref"
]
},
"patients": {
"type": "array",
"itens": {
"type": "object",
"properties": {
"poi nt _of care": {
"type": "object”,
"properties": {

"id"r {
"type": "string"
"éystenf: {
"type": "string"
b,
"required": [
"id"’
"systent

]

,epartnEnt": {
"type": "object",
"properties": {

}

"id"r |
"type": "string"
"éystenf: {
"type": "string"
Y,
"required": [
"id",
"systent

}

},

"required": [
"poi nt _of care",
"departnment”
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}

}1

"required": [
“type”,
"practitioner"”,
"care_rel ationship",
"patients"

}
A.2. Protected Resource Metadata Exanpl es

A.2.1. Exanple Protected Resource Mt adata response of paynents
resource

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"resource": "https://resource. exanpl e. conl paynents",
"aut hori zati on_servers":
["https://asl. exanpl e. cont,
"https://as2.exanple.net"],
"bear er _met hods_supported": ["header"],
"scopes_supported": ["paynent"],
"resource_docunent ati on":
"https://resource. exanpl e. conf docs/ paynents. htm ",
"aut hori zation_details_types_supported": {
"oneO™F": ["paynent _initiation", "payment_approval",
"beneficiary_designation”]
}
}

A . 2.2. Exanple Protected Resource Metadata response fromthe Norwegi an
Heal th Sector (Hel selD)
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HTTP/ 1.1 200 &K
Cont ent - Type: application/json

{

"resource": "https://health-api.nhn.no/health-infornmation",
"aut hori zation_servers": ["https://hel seid-sts.nhn.no"],
"bear er _met hods_supported": ["header"],

"scopes_supported":

[ "nhn: heal th-api/read", "nhn:health-api/wite"],
"resource_docunentation": "https://utviklerportal.nhn.no",
"aut hori zation_details_types supported": {

"allOF": ["hel seid_authorization",

"nhn:tillitsramreverk: parameters"”]

}

A. 3. Paynment initiation with RAR error signaling
A.3.1. dient initiates APl request

Client uses access token obtained at login to call paynent initiation
API

PCST /paynents HTTP/ 1.1

Host: resource. exanpl e. com

Cont ent - Type: application/json

Aut hori zation: Bearer eyj... (access token from I ogin)

{
"type": "paynent _initiation",
"l ocations": |
"https://resource. exanpl e. conf paynent s"

"instructedAnount": {
"currency": "EUR',
"amount": "123. 50"

},

"credi torName": "Merchant A",

"creditorAccount”: {

"bic": "ABClI DEFFXXX",
"iban": "DE02100100109307118603"
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2. Resource server signals insufficient_authorization_details with

Resource server requires paynent approval and responds with:

HTTP/ 1.1 403 For bi dden

WAV Aut henti cate: Bearer error="insufficient_authorization_details",

resour ce_net adat a="https://resource. exanpl e. com
/. wel | - known/ oaut h- pr ot ect ed-r esour ce/ paynent s"
Cont ent - Type: application/json
Cache-Control : no-store

{

"aut hori zation_details": [{
"type": "paynent_initiation",
"l ocations": |
"https://exanpl e. conl paynent s"
1,

"instructedAnount": {
"currency": "EUR',
"ampunt": "123.50"

},

"creditorNane": "Merchant A"

"creditorAccount": {

"bic": "ABClI DEFFXXX",
"iban": "DE02100100109307118603"

3,

"interactionld": "f8ld4f ae-7dec-11d0-a765-00a0c91e6bf 6",

"riskProfile": "B-71"

1
}

Note: the resource server has added the epheneral attributes

interactionld and riskProfil e.

A.3.3. dient initiates QAuth flow using the provided

aut hori zati on_detail s object

After user approves the request, client obtains single-use access

token representing the approved paynent

A.3.4. dient re-attenpts APl request

Zehavi Expi res 26 August 2026
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POST /paynments HTTP/ 1.1
Host: resource. exanpl e. com
Cont ent - Type: application/json

Aut hori zation: Bearer eyj... (paynent approval access token)
{

"type": "paynent_initiation",

"l ocations": |

"https://resource. exanpl e. conf paynent s*

] i)
"instructedAnount": {

"currency": "EUR',
"amount": "123.50"

} i)
"credi tor Nane": "Merchant A"

"creditorAccount": {
"bic": "ABClI DEFFXXX",
"iban": "DE02100100109307118603"

}
A.3.5. Resource server authorizes the request
HTTP/ 1.1 201 Accepted

Cont ent - Type: application/json
Cache-Control : no-store

{
"paynent | d": "aB8lbc81b-dead- 4e5d- abff-90865d1el3bl",

"status": "accepted"

}
Appendi x B. Document Hi story

-02

* Defined the required types expression

* Added Protected Resource Metadata exanpl es

-01

* Authorization details nmoved to HTTP body and nmade OPTI ONAL

* Metadata pointer fromresource netadata url, full authorization
details types netadata on authorization server new endpoi nt

-00
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