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Abst r act

QAuth 2.0 Rich Authorization Requests (RAR), as defined in [ RFC9396],
enables clients to request fine-grained authorization using
structured JSON objects. While RAR [ RFCO9396] standardi zes the
exchange and handling of authorization details, it does not define a
mechani smfor clients to discover howto construct valid

aut hori zation details types.

Thi s docunent defines a machi ne-readabl e netadata structure for
advertising authorization details type docunentati on and JSON Schenma
[ JSON. Schema] definitions via QAuth Authorization Server Metadata

[ RFC8414] and QAuth Resource Server Metadata [ RFC9728].

In addition, this docunment defines a new QAuth error code,
insufficient_authorization_details, enabling resource servers to
return actionable authorization details objects to clients.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://yaron-
zehavi . gi t hub. i o/ oaut h-rich-aut horizati on-requests-netadatal/draft-
zehavi -oauth-rar-netadata. htm . Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-zehavi-oauth-
rar-met adat a/ .

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Goup mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at

https://github. com yaron-zehavi / oaut h-ri ch-aut hori zati on-request s-
met adat a.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-

Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 July 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment must include Revised BSD License text
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

QAuth 2.0 Rich Authorization Requests (RAR) [ RFC9396] allows QAuth
clients to request structured, fine-grained authorization, beyond the
coarse-grai ned access offered by sinple scopes. This has enabl ed
advanced aut hori zati on nodel s across domai ns, such as open banking &
APl mar ket pl aces, and is well positioned for authorizing Al agents to
perform st at e- changi ng acti ons.

However, RAR [ RFC9396] does not specify how a client discovers the
structure of supported authorization detail types and how to
construct syntactically valid authorization details.

As a result, clients nust rely on out-of-band docunentation or static
ecosystemprofiles, limting interoperability and preventing dynamc
client behavior.

Thi s docunent addresses this gap by defining:

* A nmetadata structure for authorization details types, containing

bot h human-readabl e docunentati on as well as enbedded JSON Schema
[ JSON. Schenma] definitions.

Zehavi Expires 11 July 2026 [ Page 3]



Internet-Draft QAuth 2.0 RAR Metadata and Error Signali January 2026

* Discovery through Authorization Server Mtadata [RFC8414], as well
as via QAuth 2.0 Protected Resource Metadata [ RFC9728].

* A standardi zed error signaling mechanism allow ng resource
servers to return an authorization details object, to be included
in a new Auth request, in order to acconplish a specific request.

It is up to inplementers to decide if their clients MIST learn to
construct valid authorization details objects, and if so whether
aut hori zation details types netadata shoul d be provided by

aut hori zation servers, resource servers or both.

Thi s docunent also outlines a solution pattern relieving clients from
having to |l earn how to construct valid authorization details objects,
instead providing clients the required authorization_details objects

in resource servers’ error responses. Clients then include the

provi ded authorization details objects in subsequent QAuth requests.

This latter option is especially useful, as it enables resource
servers to include ephemeral, interaction-specific details in the
aut hori zation details object, which are part of the resource domain,
such as a risk score, risk profile or an internal interaction
identifier.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

3. Pr ot ocol Overvi ew

There are two nmain proposed flows, either of themor both may be
offered in parallel

* (Cient learns to construct valid authorization details objects
fromauthorization details types metadata provi ded by
aut hori zati on servers, resource servers or both.

* Cient obtains authorization details object fromresource server’s
error response, providing an actionable authorization details
obj ect, whose inclusion in subsequent QAuth requests is required
to acconplish a specific request.
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3.1. dient learns to construct valid authorization details objects
from net adat a
o e e e e oo +
| Authorization or |
AR + (B) Metadata Request | Resource Server |
(A) User +---| I I +|
Starts| | | | Met adat a |
Flow +--> dient |<---------------------- | ] Endpoi nt | ]
| | (O Metadata Response |+------------------ +|
| | : R +
| | (D) Construct RAR
| | Usi ng Met adat a
| | : T +
| | (E) Authorization | Aut hori zati on |
| | Request + RAR | Server |
| R S| e +|
| | || Authorization |
| I T | Endpoi nt |
| | (F) Authorization Code|| |
I I : [ +----mmmmmee oo +
I I - I I
| | (G Token Request R +|
| | o >| _ ||
| | | | Token Endpoi nt |
| | <o | ||
| | (H) Access Token [+----mmm e e - +|
| | : o e e e e oo +
| | : |
| | (1) API Call with
| | Access Token R +
I [----mmmmm >| I
| | | Resource Server |
I | <o--mm e I I
| | (J) 200 OK + Resource +-------------------- +
I I
S +
Figure: Client learns to construct valid authorization details
obj ects from net adat a
* (A) The user starts the flow
* (B-C) The client discovers authorization details type metadata
from Aut hori zati on Server Metadata [ RFC8414], or fromresource
server Protected Resource Metadata [ RFC9728]
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3. 2.

Zehavi

(D-E) The client constructs a valid authorization details object
and makes an QAuth + RAR [ RFC9396] request.

(F) Authorization server returns authorization code.
(G H The client exchanges authorization code for access token
(1) The client nakes APl request with access token

(J) Resource server validates access token and returns successfu
response.

Client obtains authorization details object fromresource server’s
error response

Expires 11 July 2026 [ Page 6]
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Fom e e e e e oo o +
e + (B) APl Request | |
| I >| Resour ce |

(A) User +---| | Server |

Starts| | S L | |
Flow +-->| dient (© 403 Forbi dden L R +

I
I
I
| WAV Aut hent i cat e

| error="insufficient_authorization_detail s"
| + aut hori zation_details
| B
I

I

I

I

I

I

I

| S S S +
| : | Aut hori zati on |
| (D) Authorization | Server |
| Request + RAR IR +|
| |- > | ||
| | || Authorization | ]
| R e | Endpoi nt |
| | (E) Authorization Code|| |
I I : | #--mmmmmmm e +
I I 2 I I
| | (G Token Request I +|
| |- > | ]
| | || Token Endpoi nt |
| | <o || ||
| | (H) Access Token R +|
| | : T +
I I

I I :

| | (1) Retry APl Call R T +
| | with Token | |
| R R >| Resour ce |
| | | Server |
I | <---m--mm oo I I
I

I

| (J) 200 OK + Resource +-------------------- +
I

Figure: Client obtains authorization details object fromresource
server’'s error response

* (A) The user starts the flow

* (B) The client calls an APl with an access token.

* (O Resource server returns HITP 403 forbi dden because the access
t oken does not contain required authorization details. Resource

server’'s response includes a WWV Aut henti cate header with the
aut hori zation details object requiring approval.
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* (D) The client uses the obtained authorization details object in a
new QAut h + RAR [ RFC9396] request.

* (E) Authorization server returns authorization code.
* (G H The client exchanges authorization code for access token.
* (1) The client makes APl request with access token.

* (J) Resource server validates access token and returns successful
response.

4. Authorization Details Type Metadata
4.1. Overview

Thi s docunent defines a new netadata attribute,

aut hori zation_details_types _metadata, which provides docunentation
and validation information for authorization details types used with
Ri ch Authorization Requests [ RFC9396].

The new net adata property MAY be published by OAuth authorization
servers using Authorization Server Mtadata [ RFC8414] as well as by
Resource Servers using Protected Resource Metadata [ RFC9728].

Clients MAY use this metadata to dynamically construct valid
aut hori zati on_detail s objects.

Thi s docunent al so proposes the existing
aut hori zation_details types _supported netadata attributed defined by
RAR [ RFC9396], be included in Protected Resource Metadata [ RFC9728].

4. 2. Met adat a Locati on

The authorization_details_types netadata attri bute nay be incl uded
in:

* Authorization Server Metadata [RFC8414], to describe authorization
details types supported by the authorization server. |If present,
its keys MJST be a subset of the values listed in
aut hori zation_details types_supported as defined in [ RFC9396].

* QAuth 2.0 Protected Resource Metadata [RFC9728], to describe
aut hori zation details types accepted by the protecred resource.
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4.3. Metadata Structure

The authorization_details_types netadata attribute is a JSON obj ect
whose keys are authorization details type identifiers. Each value is
an object describing a single authorization details type.

"aut hori zation_detail s_types_netadata": {

Jyper: o,
version": "...",
"description": "...",
"docunentation_uri": "...",
"schema": { },
"schema_uri": "...",
"exanmples": [ ]

}

}

}

Attributes definition

"version": OPTIONAL. String identifying the version of the
aut hori zation details type definition. The value is infornmationa
and does not inply semantic version negotiation.

"description": COPTIONAL. String containing a human-readabl e
description of the authorization details type. dients MJST NOT
rely on this value for authorization or validation decisions.

"docunmentation_uri": OPTIONAL. URI referencing external human-
readabl e docunent ati on describing the authorization details type.

"schema": The schema attribute is a JSON Schema docunent
[ JSON. Scherma] describing a single authorization detail object.
The schema MUST validate a single authorization detail object and
MJUST constrain the type attribute to the authorization detail type
identifier. This attribute is REQUI RED unl ess schema_uri is
specified. |If this attribute is present, schema_uri MJST NOT be
present.

"schema_uri": The schenma_uri attribute is an absolute URI, as
defined by RFC 3986 [ RFC3986], referencing a JSON Schenma docunent
describing a single authorization details object. The referenced
schema MJST satisfy the same requirements as the schema attribute
This attribute is REQU RED unl ess schema is specified. |If this
attribute is present, schema MJUST NOT be present.

"exanpl es": OPTIONAL. An array of exanple authorization details
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obj ects. Exanples are non-nornative.
4.4. Metadata Exanpl es

4.4.1. Exanple RAR Metadata: Paynment Initiation

{
"aut hori zation_detail s_types_supported": ["paynent_initiation"],
"aut hori zation_details_types_netadata": {
"paynent initiation": {
"version": "1.0",
"description": "Authorization to initiate a single paynent froma payer accou
nt to a creditor account.",
"docunentation_uri": "https://exanpl e.com docs/ paynment-initiation",
"schema": {
"$schema": "https://json-schema. org/draft/2020-12/schema",
"title": "Paynment Initiation Authorization Detail",
"type": "object",
"required": |
“type",
"instructed_amunt™”,
"creditor_account™
1,
"properties": {
"type": { o
"const": "paynent _initiation",
"description": "Authorization detail type identifier.”
1
"actions": {
"type": "array",
"description": "Permtted actions for this authorization.",
"itenms": {
"type": "string",
"enuni: ["initiate"]
},
"mnltens": 1,
"uni queltens": true
}
"instructed_anmount": {
"type": "object",
"description": "Anount and currency of the paynent to be initiate

"required": ["currency", "anount"],
"properties": {
"currency": {
"type": "string",
"description": "I1SO 4217 currency code.",
"pattern": "~[A-Z]{3}$"
}

mount ": {
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"type": "string",

"description": "Decinmal nonetary anmount represented as a
string.",
"pattern": "A[0-9]+(\\.[0-9]{1, 2})?%"
}
},
"addi tional Properties": fal se
},
"creditor_account”: {
"type": "object",
"description": "Account to which the paynent will be credited.",
"required": ["iban"],
"properties": {
"iban": {
"type": "string",
"description": "International Bank Account Nunber (1BAN).
"pattern": "A~[A-Z0-9]{15, 34}%"
}
},
"additional Properties”: false
1
"rem ttance_information": {
"type": "string",
"description": "Unstructured renmittance information for the payne
nt.",
"maxLengt h": 140
}
},
"addi tional Properties": fal se
}
}
}
}

5. Resource Server Error Signhaling with
i nsufficient_authorization_details

5.1. Overview
Thi s docunment defines a new QAuth error code,
i nsufficient_authorization_details, for use when access is denied due

to nmissing or insufficient authorization details.

5.2. Error Definition

The error MJST be conveyed using the WNWV Aut henti cate header and MJST
i nclude an authorization_details paraneter.
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5.

6

6

6

3. authorization_details Error Paraneter

The paraneter MJST contain a JSON object or array, representing the
required authorization details, whose inclusion in a subsequent QAuth
request is required to satisfy the resource server’s requirenents for
this specific request. The value MJIST be base64url - encoded.

HTTP/ 1.1 403 For bi dden
WANM Aut hent i cate: Bearer error="insufficient_authorization_details",
aut hori zati on_detai |l s="{base64url| - encoded JSON of required RAR}"

Processi ng Rul es

.1. dient Processing Rules

* Fetch authorization_ details types netadata fromthe authorization
or resource server’'s netadata endpoints.

* Locate schema or retrieve schema_uri.

* Construct authorization details conformng to the schema

* |f resource server returns error
insufficient_authorization details, use provided
aut hori zation_details in subsequent QAuth request, then provide
the obtained token to resource server.

2. Authorization Server Processing Rul es
* Advertise authorization details types nmetadata in netadata.
* Validate each authorization detail against schema

*  Enforce additional semantic checks.

* Reject mssing or invalid details with standard QAuth error
semanti cs.

3. Resource Server Processing Rul es
* Advertise authorization_details_ types_ netadata.
* Verify tokens agai nst required authorization details.

* |f insufficient, return HITP 403 with WNWV Aut henti cate: Bearer
error="insufficient_authorization details".

* Do not reveal additional sensitive infornmation.
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7. Security Considerations
8. | ANA Consi derations

8.1. (QAuth 2.0 Bearer Token Error Registry

+

| Error Code |

[ s b

i nsufficient_authorization_details | The request is mssing |
| required authorization |
| details or the provided |
| authorization details |
| are insufficient. The |
| resource server SHOULD |
| include the required |
| authorization_details |

Table 1
8.2. (QAuth Metadata Attribute Registration

The netadata attribute authorization details types netadata is
defined for QAuth authorization and resource server netadata, as a
JSON obj ect mapping aut horization details types to docunentati on,
schema, and exanpl es.

9. Normmtive References

[ I ANA. oaut h- par anet er s]
| ANA, "QAut h Paraneters"”,
<https://wwv. i ana. or g/ assi gnnent s/ oaut h- par amet er s>.

[ JSON. Schena]
Wight, Ed, A, Andrews, Ed, H., Hutton, Ed Postnan, B.,
and G Dennis, "JSON Schema: A Media Type for Describing
JSON Docunents", June 2022,
<https://json-schema. org/draft/2020-12/j son-schema- cor e>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.
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Exanpl es

Thi s section provides non-nornmative exanples of how this
specification may be used to support specific use cases.

A 1. Paynment

initiation with RAR error signaling

A1.1. dient initiates APl request

Client uses access token obtained at login to call paynent initiation

API
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POST /paynments HTTP/ 1.1

Host: server. exanpl e.com

Cont ent - Type: application/json

Aut hori zation: Bearer eyj... (access token from |l ogin)

{
"type": "paynent_initiation",
"l ocations": |
"https://server. exanpl e. com paynment s"
]

"instructedAnount": {
"currency": "EUR',
"amount": "123. 50"

},

"creditorNanme": "Merchant A"

"creditorAccount": {

"bic": "ABClI DEFFXXX",

"iban": "DE02100100109307118603"

}

A.1.2. Resource server signals insufficient_authorization_ details
Resource server requires paynent approval and responds with:

HTTP/ 1.1 403 For bi dden
WANM Aut hent i cate: Bearer error="insufficient_authorization_details",
resource_netadata="https://server. exanpl e.coni . wel | -known/ oaut h- pr ot ect ed-resource/ pa
ynment s",
aut hori zati on_det ai | s=WBsKI CAgl CJ0eXBl | j ogl nBheWL.l bnRf aWspd@ hdd vbi | sC Agl CAi b&9j YXR
pb25z1 j ogWwogl CAgl CAgl CJodHRwczovL2VAYWLwhGUuY29t L3BheWL] bnRzl gogl CAgXSwKI CAgl CIpbnNOcnV;
dGVKkQMvdWs0I j ogewogl CAgl CAgl CJj dXJyZWbj eSl 61 CIFVWI i LAogl CAgl CAgl CIhbWa1bnQ G Al M1 zLj Uw
gogl CAgf SWKI CAgl CJj cnivkaXRvck5hbWlii G Al TW/YyY2hhbnQyQSI sCi Agl CAI Y3JIl Zd 0b3JBY2NvdWs0I1 j ogew
ogl CAgl CAgl CJi aVWM G Ai QUIDSURFRkZYWFgi LAogl CAgl CAgl CipYntul j ogl kRFMDI x MDAX MDAX MDk z MDc x MTg
2VDM Ci Agl CB9LAogl CAgl m udGvy YWNOaVBuSWQ G Ai Zj gxZDRmYWLt N2RI Yy OX MAQM_VE3N] Ut MDBhMGVB MAL2
YniY21 i wKCSJyaXNr UHJvZm sZSI 61 CICLTcx| gp9XQ==

The base64 encoded aut horization details decodes to:

Zehavi Expires 11 July 2026 [ Page 15]



Internet-Draft QAuth 2.0 RAR Metadata and Error Signali January 2026

[{
"type": "paynent _initiation",
"l ocations": [
"https://exanpl e. conl paynent s"
]

"Znstructedﬁmnunt": {
"currency": "EUR',
"ampunt": "123.50"

}1

"credi tor Nane": "Merchant A"

"creditorAccount": {

"bic": "ABClI DEFFXXX",
"i ban": "DE02100100109307118603"

}1

"interactionld": "f81ld4fae-7dec-11d0-a765-00a0c91e6bf6",

"riskProfile": "B-71"

}H

Note the resource server has added the epheneral attributes:
interactionld, riskProfile.

A.1.3. dient initiates QAuth flow using the provided
aut hori zati on_details object

After user approves the request, client obtains single-use access
token representing the approved paynent

A.1.4. dient re-attenpts APl request
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POST /paynments HTTP/ 1.1

Host: server. exanpl e.com

Cont ent - Type: application/json

Aut hori zation: Bearer eyj... (paynent approval access token)

{
"type": "paynent_initiation",
"l ocations": |
"https://server. exanpl e. com paynment s"
]

"instructedAnount": {
"currency": "EUR',
"amount": "123.50"

} i)
"credi tor Nane": "Merchant A"

"creditorAccount": {
"bic": "ABClI DEFFXXX",
"iban": "DE02100100109307118603"

}
A.1.5. Resource server authorizes the request
HTTP/ 1.1 201 Accepted

Cont ent - Type: application/json
Cache-Control : no-store

{
"paynent | d": "aB8lbc81b-dead- 4e5d- abff-90865d1el3bl",

"status": "accepted"

}
Appendi x B. Document Hi story
-00
* Docunent creation
Acknowl edgnent s
Aut hor’ s Address
Yar on Zehavi

Rai f f ei sen Bank | nternationa
Emai | : yaron. zehavi @bi nternational.com
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