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Abst ract

QAuth 2.0 for First-Party Applications (FiPA)
[I-Dietf-oauth-first-party-apps] defined a native QAuth 2.0 *direct
interaction*, whereby clients call authorization server’s _Native

Aut hori zation Endpoint_ as an HTTP REST API, whose response instructs
client what infornmation to collect fromend-user to satisfy

aut hori zation server’s policies and requirenents.

VWiile FiIPA[I-D.ietf-oauth-first-party-apps] focused on a one-to-one
rel ati onship between client and authorization server, this docunent
is an *extension profile* adding support for authorization servers to
federate the interaction to a downstream authorizati on server
instruct collection of additional information fromusers to guide
request routing or instruct the usage of another native app for user

i nteraction.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://yaron-
zehavi . github.i o/ oauth-native-clients-federation/draft-zehavi-oaut h-
native-clients-federation.htm. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-zehavi-oauth-
native-clients-federation/.

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Goup mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com yaron-zehavi/oaut h-native-clients-federation
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 August 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent, QAuth 2.0 direct interaction for native clients using
federation, extends FiPA [I-D.ietf-oauth-first-party-apps] to enable
federation based flows, while retaining client’s direct interaction

wi th end-user.

The client calls the _Native Authorization Endpoint_as an HTTP REST
APl , and receives instructions via the protocol established by Fi PA,
guiding client to interact with downstream aut horization servers
This establishes a nulti authorization server federated fl ow, whose
user interactions are driven by the client app.

Thi s docunent extends FiPA [I-D.ietf-oauth-first-party-apps] with new
error responses: federate, redirect _to _app, insufficient_information
and native_aut horization_federate_unsupport ed.

It al so adds additional response parameters: federation_uri,
federation_body, response_uri, deep_link

And adds the native_call back uri request paraneter.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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3. Protocol Overview

There are three primary ways this specification extends Fi PA

*

Zehavi

federate response: Sends the client to interact with a downstream
aut hori zati on server.

insufficient_information response: Instructs the client to collect
informati on from end-user required to decide where to federate to.
For exanple this could be an enmail address which identifies the
trust domain.

redirect _to_app: Instructs the client to natively invoke an app to
interact with end user.

Representative flow Native client federated and redirected to app
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Figure: Native client federated, then redirected to app
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(A) The client starts the flow.

(B) The client initiates the authorization request by naking a
PCST request to the Native Authorization Endpoi nt of Authorization
Server 1.

(O Authorization Server 1 decides to federate the user to

Aut hori zation Server 2. To do so it contacts Authorization Server
2’s PAR [RFC9126] endpoint, then returns the federate error code
together with the federation_ uri_, _federation_body ,
_response_uri_ and _auth_session_ response attri butes.

(D) The client calls Authorization Server 2's Native Authorization
Endpoi nt, as instructed by Authorization Server 1.

(E) Authorization Server 2 decides to use a native app, and
therefore responds with the redirect _to _app error code together
with the _deep_link_ response attribute.

(F) The client invokes the app using the deep_link

(G The app interacts with user and if satisifed, returns an

aut hori zati on code, regarded as Authorization Server 2's response
to Authorization Server 1's federation to it.

(H The client provides the authorization code to Authorization
Server 1.

(I') Authorization Server 1 returns an authorization code.

(J) The client sends the authorization code received in step (I)
to obtain a token fromthe Token Endpoint.

(K) Authorization Server 1 returns an Access Token fromthe Token
Endpoi nt .

4. Protocol Endpoints

4. 1.

Native Aut horization Endpoint

The native authorization endpoint defined by Fi PA
[I-Dietf-oauth-first-party-apps] is used by this docunent.

Thi s docunent adds the _native_callback uri_ parameter to the native
aut hori zati on endpoint, to support native user navigation across
apps.
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Before an authorization server instructs a client to federate to a
downstream aut hori zati on server, it SHALL ensure the federated

aut hori zation server offers a _native_authorization_endpoint_,
otherwi se return the error
_native_authorization_ federate unsupported .

When federating to downstream aut horization servers, the usage of PAR
[ RFC9126] with client authentication is REQU RED, because when the
client interacting with end-user calls the federated authorization
server, it is not *its* QAuth client and therefore has no other neans
of authenticating. Wen using PAR with client authentication, the
request _uri provided to the Native Authorization Endpoint attests
that client authentication (by the federating authorization server)
took pl ace.

4.2. Native Authorization Request

The native authorization endpoint is called as defined by Fi PA
[I-Dietf-oauth-first-party-apps]. This docunment adds the follow ng
request paraneter:

"native_call back uri": OPTIONAL. Native client app’s
*redirect _uri*, claimed as deep link. _native callback uri_ SHALL
be natively invoked by authorization server’s user-interacting app
to provide its response to the client app. |If native_callback_ uri
is included in a native authorization request, authorization
server MJST include the native_call back uri when federating to
anot her aut horization server.

4.3. Native Authorization Response

Thi s docunent extends FiPA's [I-D.ietf-oauth-first-party-apps] error
response, by adding the follow ng error codes:

"error": REQU RED. A single ASCII [USASCII] error code fromthe
fol |l owi ng:

"insufficient_information": the Authorization Server requires
addi tional user input, other than an authentication challenge,
to determne the target authorization server to federate to.
See Section 4.3.3 for details.

"federate": The Authorization Server wishes to federate to
anot her authorization server, which it is a client of. This
response MJST include the _federation_uri_ response paraneter
See Section 4.3.1 for details.

"redirect _to_app": The Authorization Server wishes to fulfill the
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user interaction using another native app. This response MJST
include the _federation_uri_ response parameter. See
Section 4.3.2 for details.

"native_authorization_federate unsupported": The authorization
server intended to federate to a downstream aut hori zation
server, but it does not support the native authorization
endpoi nt ..

And adds the followi ng response attributes:

"federation_uri": OPTIONAL. The Native Authorization Endpoint of a
downstream aut hori zation server to federate to.

"deep_link": OPTIONAL. A URI of native app to be invoked to handl e
the request.

"federation_body": OPTIONAL. A string of application/x-ww-form
url encoded request paraneters according to this specification for
t he downstream aut hori zation server’s Native Authorization
Endpoi nt .

"response_uri": OPTIONAL. A URI of an endpoint of federating
aut hori zation server which shall receive the response fromthe
federated aut horization server.

4.3.1. Federating Response

If the authorization server decides to federate to another

aut hori zation server, it responds with error code federate_ and MJST

return the federation_ uri_, federation_body , _response_uri_ and

_aut h_session_ response attributes.

When federating to another authorization server

* Federating authorization server MJST use PAR [ RFC9126] and i ncl ude
_request _uri_ in federation_body.

* |f _native_callback uri_ was included in the native authorization
request, it MJST be included when calling federated authorization
server’s Native Authorization Endpoint.

Exanpl e *federati ng* response:
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{

"error": "federate",

"auth_session": "ce6772f5e07bc8361572f ",

"response_uri": "https://prev-as.coninative-authorization",

"federation_uri": "https://next-as.comnative-authorization",

"federation_body": "client_id=s6BhdRkqt 3& equest _uri =
urn:ietf:parans: oaut h: request uri: R3p_hzwsR7out NQSKf oX"

}

Client MUST call the _federation_uri_ using HITP POST, and provide it
_federation_body_ as application/x-ww-formurl encoded request body.
Exanpl e:

POST /native-authorization HTTP/ 1.1
Host: next-as.com
Cont ent - Type: application/ x-wwmwform url encoded

client_i d=s6BhdRkqt 3& equest _uri =
urn:ietf:parans: oaut h: request uri: R3p_hzwsR7out NQSKf oX

The client MJUST provide any response obtained fromthe *federated*
aut hori zati on server, as application/x-ww-formurl encoded request
body for the _response_uri_ of the respective *federating*

aut hori zati on server which SHALL be invoked using HTTP POST.

However, when *federated* authorization server returns the follow ng
error codes: federate , _insufficient_authorization_,

_insufficient _information_, _redirect_to_app_, _redirect_to_web_,
client MJUST handl e these errors according to Fi PA
[I-Dietf-oauth-first-party-apps] and this specification

Exampl e client calling receiving an authorization code response from
the federated authorization server

HTTP/ 1.1 200 OK

Server: next-as.com
Cont ent - Type: application/json
Cache-Control: no-store

"aut hori zation_code": "uY29t L2F1dGhl bnRpY"
}

And providing it to the federating authorization server’s
response_uri, adding previously obtained auth_session
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POST /native-authorization HITP/ 1.1
Host: prev-as.com
Cont ent - Type: appli cati on/ x-wwform url encoded

aut hori zati on_code=uY29t L2F1dChl bnRpY
&aut h_sessi on=ce6772f 5e07bc8361572f

4.3.2. Redirect to app response
If the authorization server decides to nom nate another native app to
interact with end user, it responds with error code redirect _to app_
and MUST return the deep_link_response attribute.

Exanpl e *redirect _to_app* response:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{

"error": "redirect_to_app",

"deep_link": "https://next-as.com native-authorization?
client_id=s6BhdRkqt 3& equest _uri =
urn:ietf:parans: oaut h: request uri: R3p_hzwsR7out NQSKf oX"

}
Client MJST use OS mechani sms to invoke the obtained deep_link. If

no app claimng deep_link is found on the device, client MJST
term nate the flow and MAY attenpt a normal non-native QAuth fl ow.

The invoked app handl es the native authorization request:

* Validates the request and ensures it contains a
_native_callback _uri_, Oherwi se term nates the flow.

* [Establishes trust in _native_callback uri_ and validates that an
app claiming it is on the device. Qherwi se ternm nates the flow

* Authenticates end-user and authorizes the request.

* Uses OS nechanisns to natively invoke _native callback uri_ and
return to the client, providing it a response according to this
specification's response froma Native Authorization Endpoint, as
url -encoded query paraneters

Note - trust establishment nmechanisnms in _native_callback uri_ are
out of scope of this specification. However we assune cl osed
ecosystens could enploy an allowList, and open ecosystens could

| everage [ Openl D. Federation]:
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* Extract native_callback_uri’s DNS donain

* Add the path /.well-known/ openid-federation and performtrust
chai n resol ution.

* Inspect client’s netadata for redirect_uri’s and validate
*native_call back_uri* is included anmong them

When the client is invoked on its native_callback uri, it shal

regard the invocation as a response fromthe authorization server
which instructed redirect to _app . Therefore, obtained response’s
audi ence is the authorization server which federated the client to
the aut hori zation server which redirected the client to the app. See
Section 4.3.1 for details.

Exampl e URI used to invoke of client app on its clained
native_cal |l back_uri

https://client.exanple.con cb?authorization_code=uY29t L2F1dChl bnRpY

Exanmpl e client invoking the response_uri *of the authorization server
whi ch federated it* to the authorization server, which redirected it
to the app:

POST /native-authorization HITP/ 1.1
Host: prev-as.com
Cont ent - Type: appli cati on/ x-wwform url encoded

aut hori zati on_code=uY29t L2F1dChl bnRpY
&aut h_sessi on=ce6772f 5e07bc8361572f

4.3.3. Additional Information Required Response

If additional user input is required, for exanple to determ ne where
to federate to, the response body shall contain the follow ng
addi tional properties:

|l ogo: OPTIONAL. URL or base64-encoded | ogo of _Authorization
Server _, for brandi ng purposes.

userPronpt: REQU RED. A JSON object containing the pronpt
definition. The follow ng paraneters MAY be used

* options: OPTIONAL. A JSON object that defines a dropdown/sel ect
input with various options to choose from Each key is the
paraneter nane to be sent in the response and each val ue defines
the option:
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*

title: OPTIONAL. A string holding the input’s title.

description: OPTIONAL. A string holding the input’s
descri ption.

val ues: REQUI RED. A JSON object where each key is the
sel ection val ue and each val ue hol ds display data for that
val ue:

0 nane: REQU RED. A string holding the display nane of the
sel ection val ue.

0 logo: OPTIONAL. A string holding a URL or base64-encoded
i mge for that selection val ue.

i nputs: OPTIONAL. A JSON object that defines an input field.
Each key is the paraneter nane to be sent in the response and each
val ue defines the input field:

title: OPTIONAL. A string holding the input’s title.

hint: OPTIONAL. A string holding the input’s hint that is
displayed if the input is enpty.

description: OPTIONAL. A string holding the input’s
descri ption.

Exanpl e of requesting end-user for 2 multiple-choice inputs:

Zehavi
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{

"error": "insufficient_information",
"auth_session": "ce6772f5e07bc8361572f ",
"l ogo": "uri or base64-encoded | ogo of Authorization Server",
"userPrompt": {
"options": {
"bank": {
"title": "Bank",
"description": "Choose your Bank",
"val ues": {
"bankOF Sonet hi ng": {
"nanme": "Bank of Sonething",
"l ogo": "uri or base64-encoded | ogo"
}
"firstBankOf Country": {
"name": "First Bank of Country",
"l ogo": "uri or base64-encoded | ogo"

}

egnment": {
"title": "Customer Segnent",
"description": "Choose your Custoner Segnent",
"val ues": {
"retail": "Retail",
"snb": "Small & Medi um Busi nesses",
"corporate": "Corporate",
"ic": "lInstitutional dients"

}

}

Exanpl e of requesting end-user for text input entry (email):
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5.

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{

"error": "insufficient_information",
"auth_session": "ce6772f5e07bc8361572f ",
"action": "pronpt",
"id": "request-identifier-2",
"l ogo": "uri or base64-encoded | ogo of Authorization Server",
"userPronmpt": {
"inputs": {
"email " {
"hint": "Enter your email address",
"title": "E-Mail",
"description": "Lorem I psunt

}

The client gathers the required additional information and nmakes a
PCST request to the Native Authorization Endpoint. Exanple of
response follow ng end-user nultiple-choice:

POST /native-authorization HITP/ 1.1
Host: exanpl e. as. com
Cont ent - Type: appli cati on/ x-wwform url encoded

aut h_sessi on=ce6772f 5e07bc8361572f

&bank=bankCf Sonet hi ng

&segnent =r et ai |

Exampl e of _Cient App_ response follow ng end-user input entry:
POST /native-authorization HTTP/ 1.1

Host: exanpl e. as.com

Cont ent - Type: application/ x-wwmwform url encoded

aut h_sessi on=ce6772f 5e07bc8361572f
&emai | =end_user @xanpl e. as. com

Security Considerations
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5.1. Non First-Party applications of federated authorization servers

A federated authorization server should consider end-user’s privacy
and security to determine if it should present authorization
chal l enges in federation scenarios. For exanple, it can | abe
*federating* clients as such and avoid serving them (i.e: client’'s
interacting on their behalf) authorization challenges involving
sensitive data, as these are not first party clients.

6. | ANA Consi derations
6.1. QAuth Paraneters Registration

| ANA has (TBD) registered the follow ng values in the | ANA "QAuth
Par anmet ers” registry of [I|ANA oauth-parameters] established by
[ RFC6749] .

*Paranmeter nanme*: native_cal | back_uri

*Par amet er usage | ocation*: Native Authorization Endpoint

*Change Controller*: |ETF

*Speci fication Docunment*: Section 5.4 of this specification
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Appendi x A, Exanpl e User Experiences

Thi s section provides non-normative exanples of how this
specification may be used to support specific use cases.

A.1. Native client federated and redirected to app

A.1.1. Diagram
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Figure: Native client federated, then redirected to app
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A.1.2. dient nmakes initial request and receives "federate" error

Client calls the native authorization endpoint and includes the
_native_callback _uri__ paraneter:

POST /native-authorization HTTP/ 1.1
Host: as-1.com
Cont ent - Type: appli cati on/ x-wwform url encoded

client id=t7Ci eSlrud4&native_call back uri=
https://client.exanpl e.com cb

The first authorization server, as-1.com decides to federate to as-
2.comafter validating it supports the native authorization endpoint.
If it does not, as-1.comreturns:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{
}

If native authorization endpoint is supported by the federated

aut hori zation server, as-1.comperforms a PAR [ RFC9126] request to
as-2.com s pushed aut horization endpoint, including the origina
_native_call back_uri _:

"error": "native_authorization_federate_unsupported"

PCST /par HTTP/ 1.1
Host: as-2.com
Cont ent - Type: application/ x-wwmwform url encoded

client_i d=s6BhdRkqt 3&nati ve_cal | back_uri =
https://client.exanpl e.comchb

as-1l.comreceives a request_uri fromas-2.coms PAR endpoint, which

it includes in its response to client, in the _federation_body_
attribute
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{

"error": "federate",

"auth_session": "ce6772f5e07bc8361572f ",

"response_uri": "https://as-1.conlnative-authorization",

"federation_uri": "https://as-2.comnative-authorization",

"federation_body": "client_id=s6BhdRkqt 3& equest _uri =
urn:ietf:parans: oaut h: request uri: R3p_hzwsR7out NQSKf oX"

See Section 4.3.1 for nore details.

A.1.3. dient calls federated authorization server and is redirected to
app

Client calls the federation uri_ it got fromas-1.comusing HTTP
POST with _federation_body_ as application/x-ww-formurl encoded
request body:

POST /native-authorization HTTP/ 1.1
Host: as-2.com
Cont ent - Type: application/ x-wwmwform url encoded

client_i d=s6BhdRkqt 3& equest _uri =
urn:ietf: parans: oaut h: request _uri: R3p_hzwsR7out NQSKf 0X

as-2.comdecides to use its native app to interact with end-user and
responds:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{
"error": "redirect to_app",
"deep_link": "https://as-2.com native-authorization?
client_i d=s6BhdRkqt 3& equest _uri =
urn:ietf:paramnms: oaut h: request _uri: R3p_hzwsR7out NQSKf oX"
}

Client |ocates an app claimng the obtained deep |ink and invokes it.
See Section 4.3.2 for nore details. The invoked app handl es the
native authorization request and then natively invokes

native_cal | back_uri:

https://client.exanpl e. com cb?aut hori zati on_code=uY29t L2F1dChl bnRpY
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A.1.4. dient calls federating authorization server

Client invokes the response uri of as-l.comas it is the
aut hori zati on server which federated it to as-2.comand the app’s
response is regarded as the response of as-2.com

POST /native-authorization HITP/ 1.1
Host: as-1.com
Cont ent - Type: appli cati on/x-wwform url encoded

aut hori zati on_code=uY29t L2F1dChl bnRpY
&aut h_sessi on=ce6772f 5e07bc8361572f

And receives in response an authorization code, which it is the
audi ence of (no further federations) to resolve:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

"aut hori zati on_code": "vZ3:uM3d@&eH ntoSqj Z"
}

Client proceeds to exchange code for tokens.

Appendi x B. Document Hi story
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