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Abst r act

Thi s docunent describes a protocol allowing a Cient App_to obtain
an QAuth grant froman _Authorization Server’'s Native App_ using the
[ App2App] pattern, providing *native* app navigation user-experience
(no web browser used), despite both apps belonging to different trust
donai ns.

About Thi's Documnent
This note is to be renmoved before publishing as an RFC

The | atest revision of this draft can be found at https://yaron-
zehavi . gi t hub. i o/ oaut h- app2app- browser | ess/ draft-zehavi - oaut h-
app2app-browserl ess. htnml. Status information for this docunment may
be found at https://datatracker.ietf.org/doc/draft-zehavi-oaut h-
app2app- browser| ess/ .

Di scussion of this docunent takes place on the Wb Aut horization

Prot ocol Working Goup nailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww. ietf.org/mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com yaron-zehavi / oaut h- app2app- br owser| ess.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent describes a protocol enabling native app navigation of
an [ App2App] QAuth grant across _different Trust Donains_.

Wien Cients_ and _Authorization Servers_ are |ocated on _different
Trust Domai ns_, authorization requests traverse across domai ns using
*federation*, involving _Authorization Servers_ acting as clients of
_Downstream Aut hori zation Servers_.

Such federation setups create trust networks, for exanple in Acadenia
and in the business world across corporations.

VWhen _App2App_ is perforned in federation scenarios, a purely native
user -experience is not achi eved, because a web browser nust act as
user-agent, as federated _Authorization Server’'s_ urls are not
claimed by any native app

Usi ng web browsers in _App2App_ fl ows degrades the user experience
somewhat .

Thi s docunent specifies:

*native_aut horization_endpoint*: A new Authorization Server endpoint
and correspondi ng netadata property REQUI RED to support the
browser-1ess App2App fl ow.

*native_call back _uri*: A new native authorization request paraneter,
specifying the deep link of Cient App_.
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*nati ve_app2app_unsupported*: A new error code val ue.
2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2.1. Term nol ogy

In addition to the terns defined in referenced specifications, this
docunent uses the follow ng ternmns:

*QAuth*: In this docunent, "QAuth" refers to QAuth 2.0, [RFC6749] in
the *authorization code flow.

*QAuth Broker*: An Authorization Server federating to other trust
domai ns by acting as an QAuth Cient of _Downstream Authorization
Servers_.

*Client App*: A Native app QAuth client of _Authorization Server .
In accordance with "QAuth 2.0 for Native Apps" [RFC8252], client’s
redirect _uri is clainmed by the app.

*Downst ream Aut hori zation Server*: An Authorization Server
downstream of another _Authorization Server . It may be an _QAuth
Broker _or the _User-Interacting Authorization Server .

*User-Interacting Authorization Server*: An Authorization Server
which interacts with end-user. The interaction may be interim
navigation (e.g: user input is required to guide where to
federate), or perforns user authentication and request
aut hori zati on.

*User-Interacting App*: Native App of _User-Interacting
Aut hori zati on Server .

*Deep Link*: A wurl clainmed by a native application.
3. Protocol

3. 1. Fl ow Overvi ew
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Figure 1: Browser-|ess App2App across trust domains
* (1) _Cient App_ presents an authorization request to
_Aut horization Server’s_ *native_authorization_endpoint*,
including a *native_call back_uri*.

* (2) _Authorization Server_returns either

- A _native authorization request url_ for a _Downstream
Aut hori zati on Server .

- A request for end-user input to guide request routing.
- A deep link_url toits User-Interacting App_.
* (3) _dient App_:
- Calls _native authorization request urls_ it obtains, so |long
as such responses are obtained, until a _deep link_ wurl to

_User-Interacting App_ is obtained.

- Pronpts end-user, then provides their input to _Authorization
Server_ to gui de request routing.

- Handles _deep links_, by invoking the app claimng the url, if
present on the device.
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* (4) _dient App_ natively invokes _User-Interacting App_ clainng
a _deep link_ it has obtained.

* (5) _User-Interacting App_ authenticates end-user and authorizes
the request.

* (6) _User-Interacting App_ returns to _Cient App_ by natively
i nvoki ng *native_cal | back_uri* and provides the url-encoded
_redirect_uri_ with its response paraneters.

* (7) _Cient App_invokes the _redirect _uri_ it obtained.

* (8) _Cdient App_ calls any subsequent uris obtained until its own
redirect _uri is obtained.

* (9) _dient App_ exchanges code for tokens and the flowis
conpl et e.

3.2. Authorization Server Mt adata

Thi s docunent introduces the follow ng paraneter as authorization
server netadata [ RFC8414], indicating support of _Native App2App_:

*native_aut horization_endpoint*: URL of the authorization server’s
native authorization endpoint.

3.3. native_authorization_endpoi nt

This is an QAuth authorization endpoint, interoperable with other
QAut h RFGCs.

The foll owi ng additional requirenents apply to
native_aut hori zation_endpoint, in line with conmon REST APIs:

* SHALL return Content-Type header with the value "application/
json", and a JSON http body.

*  SHALL NOT return HTTP 30x redirects.
* SHALL NOT respond with bot-detection challenges such as CAPTCHAs.
3.4. Native Authorization Request

An QAut h aut horization request, interoperable with other QAuth RFCs,
whi ch al so includes the _native_call back_uri_ paraneter

*native_callback uri*: REQU RED. Cient App’'s_ deep link, to be
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i nvoked by _User-Interacting App_. Wen invoking
_native_callback_uri_, it accepts the follow ng paraneter:

*redirect _uri*: REQUI RED. url-encoded redirect _uri from User-
Interacting App_ responding to its QAuth client, including its
respective response paraneters.

Aut hori zation servers_ processing a _nhative authorization request_

3. 5.

3.5.

*

MUST al so:

Forward the native callback uri_in their requests to _Downstream
Aut hori zati on Servers_.

* Ensure that the _Downstream Authorization Servers_ it federates

to, offers a _native_authorization_endpoint_, otherw se return an
error response with error code _native_app2app_unsupported .

Native Authorization Response

The aut hori zation server responds with _application/json_ and either
200 OK or 4xx/ 5xx.

1. Federating response

If the _Authorization Server_ decides to federate to another party
such as _Downstream Aut hori zation Server or its QAuth client, it
responds with 200 OK and the foll owi ng JSON response body:

action: REQU RED. A string with the value "call" to indicate that
_url_is to be called with HITP GET.

url: REQUI RED. A string holding a native authorization request for
_Downstream Aut horization Server_, or redirect_uri of an QAuth
client with a response.

Exanpl e:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"action": "call",
"url": "https://next-as.com auth/native",
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_Cient App_ SHALL add all DNS domains of _urls_ it encounters during
each flowto an Allowist, used to validate urls in the response
handl i ng phase, after being invoked by the _User-Interacting

Aut hori zation Server’ App_.

It then MUST nake an HTTP GET request to the returned _url_ and
process the response as defined in this docunent.

3.5.2. Deep Link Response

If the _Authorization Server_ w shes to authenticate the user and
aut horize the request, using its User-Interacting App_, it responds
with 200 OK and the followi ng JSON response body:

action: REQU RED. A string with the value "deep_link" to indicate
that url_is to be called with HTTP GET.

url: REQU RED. A string holding the deep link url clainmed by the
_User-Interacting App._.

Exanpl e:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"action": "deep_link",
"url": "uri of native authorization request handl ed by *User-Interacting App*",

_Cient App_ MJST use OS mechanisnms to invoke the deep link received
in _url_ and open the _User-Interacting Authorization Server’'s App_.
If no app claimng the deep link is be found, _Cient App_ MJST
term nate the flow and MAY attenpt a non-native flow. See

Section 4. 2.

3.5.3. Routing Response

If the _Authorization Server_ requires user input to determ ne where
to federate, it responds with 200 OK and the foll owi ng JSON body:

id: OPTIONAL. A string holding an interaction identifier used by
_Aut horization Server_ to link the response to the request.

action: REQU RED. A string with the value "pronpt" to indicate that
the client app nmust pronpt the user for input before proceeding.

| ogo: OPTIONAL. URL or base64-encoded | ogo of _Authorization
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Server _, for brandi ng purposes.

userPronpt: REQUI RED. A JSON object containing the pronpt

definition. The follow ng paraneters MAY be used

options: OPTIONAL. A JSON object that defines a dropdown/sel ect
input with various options to choose from Each key is the
paraneter nane to be sent in the response and each val ue defi nes
the option:

- title: OPTIONAL. A string holding the input’s title.

- description: OPTIONAL. A string holding the input’s
descri ption.

- values: REQU RED. A JSON object where each key is the
sel ection val ue and each val ue hol ds display data for that
val ue:

o nanme: REQU RED. A string holding the display nane of the
sel ection val ue.

0 logo: OPTIONAL. A string holding a URL or base64-encoded
i mge for that selection val ue.

i nputs: OPTIONAL. A JSON object that defines an input field.

Each key is the paraneter nane to be sent in the response and each
val ue defines the input field:

- title: OPTIONAL. A string holding the input’'s title.

- hint: OPTIONAL. A string holding the input’s hint that is
displayed if the input is enpty.

- description: OPTIONAL. A string holding the input’'s
descri ption.

response: REQU RED. A JSON object that holds the URL to which the

Zehavi

user input MJST be sent. It only supports two keys, which are
nmut ual Iy excl usi ve:

get: The corresponding value is the URL to use for a GET request
wi th user input appended as query paraneters.

post: The corresponding value is the URL to use for a POST request

with user input sent in the request body, as application/x-ww
formurl encoded.
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Exanpl e of pronpting end-user for 2 nultiple-choice inputs:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"action": "pronpt",
"id": "request-identifier-1",
"l ogo": "uri or base64-encoded | ogo of Authorization Server",
"userPronmpt": {
"options": {
"bank": {
"title": "Bank",
"description": "Choose your Bank",
"val ues": {
"bankCOf Sonet hi ng": {
"nane": "Bank of Sonething",
"l ogo": "uri or base64-encoded | ogo"
1
"firstBankOf Country": ({
"name": "First Bank of Country",
"l ogo": "uri or base64-encoded | ogo"

}

"segnent": {
"title": "Customer Segnent”,
"description": "Choose your Custoner Segnent",
"val ues": {
"retail": "Retail",
"snb": "Small & Medi um Busi nesses”,
"corporate": "Corporate",
"ic": "Institutional dients"”

}
} i)
"response": {
"post": "
}

url to POST to using application/x-wwformurl encoded

Exanpl e of pronpting end-user for text input entry:
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HTTP/ 1.1 200 &K
Cont ent - Type: application/vnd. oaut h. app2app. routi ng+j son

{
"action": "pronpt",
"id": "request-identifier-2",
"l ogo": "uri or base64-encoded | ogo of Authorization Server",
"userPrompt": {
"inputs": {
"emai | " {
"hint": "Enter your emmil address",
"title": "E-Mail",
"description": "Lorem | psunt

}
1
"response": {
"get": "url to use for a GET with query parans"

}

_Cient App_ MUST pronpt the user according to the response received.
It then MUST send the user input to the response endpoint using the
requested nethod including the interaction id, if provided.

Exanmpl e of _Cient App_ response follow ng end-user nultiple-choice:
PCST /native/routing HITP/ 1.1

Host: exanpl e. as.com

Cont ent - Type: application/ x-wwmform url encoded

i d=request-identifier-1

&ank=bankOF Sonet hi ng

&segnent =r et ai |

Exampl e of _Cient App_ response follow ng end-user input entry:
POST /native/routing HTITP/ 1.1

Host: exanpl e. as. com

Cont ent - Type: application/ x-ww-form url encoded

i d=request-identifier-2
&emai | =end_user @xanpl e. as. com

3.5.4. Error Response

If _Authorization Server_ encounters an error whose audience is its
QAuth client, it returns 200 K with the foll owi ng JSON body:
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action: REQU RED. A string with the value "call" to indicate that
_url_is to called with HTTP CET.

url: REQU RED. A string holding the redirect_uri of the QAuth
client, including the QAuth error.

Exanpl e:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"action": "call",

"url": "https://previous-as.confauth/redirect?error=...&error_description=...& ss=...
&state=..."
}

_Cient App_ MJST nake an HITP GET request to the returned _url_ and
process the response as defined in this docunent.

If _Authorization Server_ encounters an error, that it cannot/or nust
not send to its QAuth client, it responds with 4xx/5xx and the
foll owi ng JSON body:

error: REQU RED. The error code as defined in [ RFC6749] and ot her
QAut h RFCs.

error_description: OPTIONAL. The error description as defined in
[ RFC6749] .

Exanpl e:

HTTP/ 1.1 500 K
Cont ent - Type: application/json

{
"error": "native_app2app_unsupported",
}
_Cient App_ SHOULD display an appropriate error nessage to the user
and termnate the flow In case of _native_app2app_unsupported_,

_Cient App_ MIST terninate the flow and MAY retry with a non-native
flow See Section 4.2.

3.6. User-Interacting Authorization Server’s App

The _User-Interacting Authorization Server’'s_ app handles the native
aut hori zati on request:
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* Validates the native authorization request.

* Establishes trust in _native_callback uri_ and validates that an
app claimng native_callback uri_is on the device. Qherw se
term nates the flow.

* Authenticates end-user and authorizes the request.

* MJIST use _native_callback uri_ to invoke _Cient App_, providing
it the redirect url and its response paraneters as the url-encoded
query paraneter *redirect _uri*.

3.7. dient App response handling

_Cient App_is natively invoked by _User-Interacting Authorization
Server App_:

* |f invoked with an _error_ paraneter, wthout paraneters at all,
it MUST terminate the flow

* |t MJST ignore any unknown paraneters.

* |f invoked with a url-encoded *redirect _uri* as paraneter, _Cient
App_ MJUST validate redirect _uri_, and any url subsequently
obtained, using the Allowist it previously generated, and MJST
termnate the flowif any url is not found in the Allowi st.

_Cient App_ SHALL invoke redirect _uri_, and any validated
subsequent obtained urls, using HTTP GET.

*Aut hori zation Servers* processing _Native App2App_ MJST respond to
their redirect _uri invocations:

* According to the REST APl guidelines specified in Section 3.3.
* Returning a JSON body instructing the next url to call.
Exanpl e:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"action": "call",
"url": "redirect_uri of an QAuth Cient, including response paraneters”,
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_Cient App_ MJST handl e any other response (2xx with an unexpected
Content-Type / 3xx / 4xx / 5xx) as a failure and term nate the fl ow.
Note - As _Authorization Servers_MAY use Cookies to bind security
el ements (state, PKCE) to the user agent, flows MAY break if
necessary cookies are mssing fromsubsequent HTTP requests, _Cient
App_ MJST support cooki es:

* Store Cookies it has obtained in any HITP response.
* Send Cookies in subsequent HITP requests.
3.8. Flow conpl etion

Once _Cient App’s_ own redirect _uri is obtained, _Cdient App_
processes the response:

* Exchanges code for tokens.
* O handl es errors obtained.
And the Native App2App_flow is conplete.
4. | nplenentati on Considerations
4.1. Detecting Presence of Native Apps claimng Uls

Native Apps on i OS and Android MAY use OS SDK's to detect if an app
clainms a url.

See Appendix A for nore details.

4.2. Recovery fromfailed native App2App fl ows
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Figure 2: App2Web using the browser
The _Native App2App flow_described in this docunent MAY fail when:
* An error response is obtained.

* Required _User-Interacting App_ is not installed on end-user’s
devi ce.

_Cient App_ MAY recover by launching a new, non-native authorization
request on a web browser, in accordance with "QAuth 2.0 for Native
Apps" [ RFCB8252].

Note - Failure because _User-Interacting App_is not installed on
end-user’s device, might succeed in future, if the nissing app has
been installed. _Cdient App_ MAY choose if and when to retry the



_Native App2App flow_after such a failure.

5. Security Considerations
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Enmbedded User Agents

[ RFC8252] Security Considerations advi ses agai nst using _enbedded
user agents . The mmin concern is preventing theft through keystroke
recordi ng of end-user’s credentials such as usernanes and passwords.

The ability to use the Client App to ask the user for input by a
_Downstream Aut hori zati on Server_ MJST NOT be used to request

aut hentication credentials fromthe user. The Cient App SHOULD
termnate the flowif such a request is detected.

Open redirection by Authorization Server’s User-Interacting App

To mitigate open redirection attacks, trust establishment in
_native_call back_uri_ is RECOMMENDED by _User-Interacting App_. Any
federating _Authorization Server_ MAY al so wish to establish trust.

The specific trust establishnment nechani sns are outside the scope of
this docunment. For exanpl e purposes only, one possible way to
establish trust is [OpenlD. Federation]:

* Strip url path from*native_callback uri* (retaining the DNS
donmai n) .

* Add the url path /.well-known/openid-federation and performtrust
chain resol ution.

* |Inspect Cient’s metadata for redirect _uri’s and validate
*native_call back _uri* is included.

Open redirection by dient App

Client App SHALL construct an Allowist of DNS domains it traverses
whi | e processing the request, used to enforce all urls it later
traverses during response processing. This mitigates open
redirection attacks as urls not in this Allowist SHALL be rejected.

In addition _Client App_ MJST ignore any invocation for response
processing which is not in the context of a request it initiated. It
is RECOWENDED the Allowist be managed as a singl e-use object,
destructed after each protocol flow ends.

It is RECOWENDED _Client App_ allows only one QAuth request
processing at a tine.
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5.4. Deep link hijacking

It is RECOWENDED that all apps in this specification shall use
htt ps-schene deep |inks (Android App Links / i OS universal links).
Apps SHOULD i npl ement the nost specific package identifiers
mtigating deep Iink hijacking by nalicious apps.

5.5. Authorization code theft and injection

It is RECOVWENDED that PKCE is used and that the code verifier is
tied to the Cdient App_instance, as nmitigation to authorization
code theft and injection attacks.

6. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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Appendi x A. Detecting Presence of Native Apps clainmng Uls on i OS and
Andr oi d
Al iCs
App SHALL invoke i OS [i OS. net hod. openUrl] nethod with options
[i CS. option.universal Li nksOnly] whi ch ensures URLs nust be universal
i nks and have an app configured to open them O herw se the nethod
returns false in conpletion. success.
A 2. Android
App SHALL invoke Android [android. nethod.intent] method with
FLAG_ACTI VI TY_REQUI RE_NON_BROMASER, whi ch throws
Acti vi t yNot FoundException if no matching app is found.

Appendi x B. Background and relation to other standards

B.1. App2App across trust domains requires a web browser
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Figure 3: App2App across trust domai ns using browser
Since no native app clains the urls of redirecting Authorization
Servers (_QAuth Brokers_ ), nohile Qperating Systens default to using
the system browser as the User Agent.

I mpact of using a web browser

&

ing a web browser may degrade the user experience in several ways:

*  Some browser’'s support for deep links is limted by design, or by
the settings used.

*  Browsers may pronpt end-user for consent before opening apps
claimng deep links, introducing additional friction.

* Browsers are noticeable by end-users, rendering the UX | ess
snoot h.

* Cient app devel opers don't control which browser the _User-
Interacting App_ uses to provide its response to redirect_uri.
Qpi ni onat ed choices pose a risk that different browsers will use,
maki ng necessary cooki es used to bind session identifiers to the
user agent (nonce, state or PKCE verifier) unavail able, which may
break the flow.

* After flow conpletion, "orphan" browser tabs may remain. They do
not directly inpact the flow, but can be regarded as unnecessary
"clutter".

Rel ation to [ Openl D. Nati ve- SSO

[ Openl D. Nati ve-SSOl al so offers a native SSO fl ow across apps.
However, it is limted to apps:

* Published by the sane issuer, therefore can securely share
i nformati on.

* Using the sanme Authorization Server.

Rel ation to [QAut h. First-Party]

[QAuth. First-Party] also deals with native apps, but it MJST only be
used by first-party applications, which is when the authorization

server and application are controlled by the same entity, which is
not true in the case described in this docunent.
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Wil e this docunment al so di scusses a nechani smfor _Authorization
Servers_ to guide _Client App_ in obtaining user’s input to guide
routing the request across trust domains, the [QAuth. First-Party]
required high degree of trust between the authorization server and
the client is not fulfilled.
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Appendi x D. Docunent Hi story
[[ To be renmoved fromthe final specification ]]
-l at est
* Re-added required support for cookies
- 06
* Replaced Authorization Details Type with a new paraneter

* native_authorization_endpoint as REST APl - no cookies or HITP 30x
responses

-05

* renoved error native_call back _uri_not_clai nmed

* Added Routing Instructions Response

* Added native_aut horizati on_endpoint and matching AS profile

* Added Authorization Details Type as container for
native_cal |l back_uri

-04
* Phrased the challenge in Trust Domain term nol ogy

* Discussed interimAuthorization Server interacting the end-user,
which is not the User-Authenticating Authorization Server
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* Moved Cookies topic to Protocol Flow

* Mentioned that Authorization Servers redirecting not through HTTP
30x force the use of a browser

* Discussed Enbedded user agents security consideration
-03

* Defined paraneters and val ues

* Added error native_callback _uri_not _clai ned

-02

* (darified wording

* I nproved figures

-01

* Better defined terns

* Explained deep link claimng detection on i GS and android
-00

* initial working group version (previously draft-zehavi-oauth-
app2app- browser| ess)
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