| Pv6 Operations L. He
Internet-Draft Z. Jia
I ntended status: |nfornmational L. Gai
Expi res: 3 Decenber 2026 Tsi nghua University

S. Zhang

Nankai University
Y. Liu

Tsi nghua University
1 June 2026

oservations on the Reachability and Evasion of Packets with | Pv6
Ext ensi on Headers on the Internet
draft-zedongji a-v6ops-i pvéeh- measur enment - 00

Abst r act

| Pv6 Extension Headers (EHs) are designed to provide protoco
flexibility and support for energing features, while nmaintaining a
conci se base header and efficient processing. However, their
practical reachability has |ong been constrained by w despread

m ddl ebox interference, and paradoxically, their flexibility

i ntroduces significant security risks.

Thi s docunent presents observations froma conprehensive, |arge-scale
measur enent study of |Pv6 Extension Header path traversal across nore
than 23, 000 aut ononous systens. Using a feedback-driven neasurenent
framework called 6Travel, we neasure the reachability of 10 comon

| Pv6 Extension Headers over |CWPv6, TCP, and UDP. CQur analysis
reveal s a fundanental shift: contrary to past observations of heavy
filtering, specific Extension Headers now achieve reachability
comparable to plain traffic. W further identify two distinct forns
of policy ossification across industry categories and expose a

wi despread Extensi on-Header-based firewall evasion vulnerability

af fecting nearly 5,000 aut ononous systens, particularly under TCP and
UDP. This threat stens froma dual failure of inplenentation flaws
and security msconfigurations, spanning both on-path and host-side
firewalls.

About Thi s Docunent

l“'e,

This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// ZedongJi a. gi t hub. i o/ draft-zedongji a- v6ops-i pv6eh- neasur enment/
draft-zedongji a-v6ops-i pvbeh-neasurenment. htm . Status infornmation
for this docunent may be found at https://datatracker.ietf.org/doc/
draft-zedongjia-v6ops-i pvéeh- measurenent/ .
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Di scussi on of this docunent takes place on the | Pv6 Operations
Working Goup mailing list (rmailto:veops@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/v6ops/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/v6ops/.

Source for this draft and an issue tracker can be found at
https://github. com ZedongJi a/ draft-zedongji a- véops-i pv6eh-
measur ement .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Decenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

I Pv6 has been wi dely depl oyed around the world as an alternative to
IPv4. A notable feature of IPv6 is the introduction of Extension
Headers (EHs) [RFC7045] [RFC8200]. Located between the |IPv6 base
header and the upper-Ilayer protocol header, EHs provide IPv6 with a
hi gh degree of flexibility, scalability, and support for new core
functions of the protocol, while maintaining the sinplicity of the
base header and efficient processing. These EHs have been widely
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applied in various aspects, including Mbile IPv6 (MPv6) [RFC6275],

Segnent Routing over |Pv6 (SRv6) [ RFC8754] [ RFC9256], I n-band
Qperations, Admnistration, and Mi ntenance (1 CAM [RFC9197], and
| PSec [ RFC4302] [RFC4303].

G ven the increasingly w despread adoption of EHs, characteri zing
their reachability has become paranount. Researchers have
extensively investigated their path traversal capabilities [ RFC7872
[ Hust on- 2022] [ Custura2024] [JAMES] [FishNet]. Collectively, these
studi es reveal that |Pv6 packets carrying EHs experience
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significantly higher drop rates conpared to plain IPv6 traffic,
hi ghlighting a fragmented and often restrictive depl oynent | andscape
across the gl obal Internet.

However, these studies remain limted in providing a conprehensive
under st andi ng of EH reachability. Prior work has not anal yzed the
full spectrumof common EHs whil e achi eving extensive Autononous
System (AS) coverage. Existing studies typically rely on serial
traceroute tools or end-to-end neasurements, which suffer from
substantial resource overhead, |limted neasurenent integrity, and
constrai ned observation scope.

Despite their inportance, the processing of EHs introduces
significant security chall enges [ RFC9098] [RFC9099]. |1Pv6 requires
all EHs to be processed to identify upper-layer protocols, which

all ows attackers to evade firewalls and packet filters that

i mproperly handl e or overlook inserted EHs during security
enforcement [Atlasis2016] [RFC7112] [FragEvasion]. Moreover,
specific EH types harbor inherent architectural flaws exploitable for
targeted attacks, such as anplification [RFC5095], overl apping
fragment evasi on [ RFC5722], processing of atom c fragnents [RFC6946],
informati on | eakage [ RFC7739], and Deni al of Service (DoS) attacks

[ RFC8021] .

Motivated by these observations, we conduct a conprehensive, |arge-
scal e neasurenment study of EH path traversal using 6Trave

[ _6Travel], a feedback-driven nmeasurenment framework. CQur
measurenents cover 6.3 mllion /48 prefixes across nore than 23, 000
ASes, evaluating 10 common EHs over | CMPv6, TCP, and UDP. The key
findings are summarized as foll ows:

* *EH Path Traversal Capability:* Specific EHs, notably the
Destination Options header and the Atomi c Fragnent header, now
achi eve reachability conparable to plain traffic under TCP and
UDP, contrary to historical observations of heavy filtering. This
signifies an evolving I Pv6 infrastructure that enables practica
depl oynent of EH based applications but simultaneously expands the
attack surface.

* *Policy GCssification:* W identify two counter-posed forns of
policy ossification across industry categories: (i) Availability-
oriented ossification, which prioritizes utility at the expense of
an expanded attack surface; and (ii) Security-oriented
ossification, which secures the boundary but hinders |Pv6
architectural evolution through rigid filtering.
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* *EH based Firewall Evasion:* W expose a wi despread firewal
evasion vulnerability affecting nearly 5,000 ASes, particularly
under TCP and UDP. This vulnerability stems frominplementation
flaws (e.g., protocol blind spots for |ess conmon EHs, over-
perm ssiveness for | PSec) and security msconfigurations (e.g.,
negl ecting to parse EHs), spanning both on-path and host-side
firewalls.

Thi s docunent is organized as follows. Section 3 provides background
on | Pv6 Extension Headers. Section 4 describes the nmeasurenent

met hodol ogy. Section 5 presents observations on EH path traversa
capability. Section 6 presents observations on EH based firewal
evasion. Section 7 discusses security considerations. Appendix A
and Appendi x B provi de suppl enmentary information on ethica

consi derati ons and neasurenment caveats, respectively.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

| Pv6 Extension Headers

Ext ensi on Headers are optional headers that nay appear between the
| Pv6 base header and the transport layer. They are designed to
extend the functionality of |1Pv6 packets without requiring

nmodi fications to the base header. Al EHs include a Next Header
field, which chains EHs together. Through this chaining mechani sm
an | Pv6 packet can include zero or nore EHs, each serving different
functional requirenents.

[ RFC8200] and the Internet Assigned Nunmbers Authority (1 ANA)
[1 ANA- EH] have defined the follow ng EHs:

*  *Hop-by-Hop Options header:* Designed to carry optiona
informati on that nust be exam ned by every node al ong a packet’s
delivery path. Recent updates to its processing procedures are
specified in [ RFC9673].

*  *Destination Options header:* Designed to carry optiona
i nformati on that need be exam ned only by a packet’s destination
node(s). Used for purposes such as collecting neasurenent data
[ RFC9197] and neasuring service performance [ RFC8250].
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*  *Routing header:* Sinmilar to | Pv4’s Loose Source and Record Route
option, used in scenarios where packets need to visit one or nore
i ntermedi ate nodes. Specific types include the RPL Routing header
[ RFC6554], the Segnent Routing Header (SRH) [ RFC8754], and the
Mobil e | Pv6 Routing header (type 2) [ RFC6275].

*  *Fragment header:* Essential for |IPv6 fragnentation capability
when transmitting | arge packets (e.g., DNS responses).

* *Encapsul ating Security Payload (ESP) [ RFC4303] and Authentication
Header (AH) [RFC4302]:* Used in |IPSec to provide data
confidentiality, data integrity, and data authentication

* *Nobility header:* Used for managi ng nobile node mobility in IPv6
net wor ks [ RFC6275] .

* *Host ldentity Protocol (H P) header [RFC7401] and Shint Protoco
header [ RFC5533]:* Designed for |ocator/identifier separation and
mul ti-hom ng support, respectively.

4. Measurenent Met hodol ogy

Thi s section describes the neasurenent nethodol ogy enployed in this
study, including the nmeasurenent framework, address dataset, and the
sel ection of EHs and upper-|ayer protocols.

4. 1. Measur enent Fr anewor k

We use 6Travel [_6Travel], a feedback-driven neasurenent franmework
designed for large-scale EH path traversal neasurenment. The
framework enpl oys a hybrid approach that integrates traceroute-based
and end-to-end methods to assess the traversal capability of crafted
probe packets. Specifically, 6Travel first attenpts end-to-end
probing for each target; if no response confirmng destination
arrival is received, it conducts adaptive probing to | ocate the |ast
responsi ve node along the path. Al probe types (i.e., packets with
different EHs) are measured in parallel using a pipelined scheduling
mechani sm ensuring near-simul taneous probing that mnimzes tenpora
| ag between different probe types and enabl es rigorous conparative
anal ysi s.

The framework incorporates a global and |ocal rate control strategy
to nitigate the inpact of I1CMPv6 rate liniting while maxin zing
probing efficiency. It also includes a packet marking mechani sm and
pat h-change validation to ensure neasurenment consistency.

He, et al. Expi res 3 Decenber 2026 [ Page 6]
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4. 2.

4. 3.

l“'e,

6Travel is open-source and publicly avail able at
htt ps:// anonynous. 4open. sci ence/ r/ 6Tr ave
(https://anonynous. 4open. sci ence/ r/ 6Travel ).

Measur enent Set up

We conduct the EH path traversal measurenent in an education network
with a single vantage point (VP). The network is confirmed to have

no enforced access control policies on all EHs. The VP is equipped

with a 24-core Intel (R) Xeon(R) CPU E5-2620 v3 and 64 GB of RAM

We enpirically set a timeout of 5 seconds for each probe to ensure
sufficient time for responses. To nitigate the inpact of ICWPV6 rate
limting and reduce the probing burden on target networks, we
random ze the probing address |ist before each neasurenent round.
Additionally, to minimze interference with both the | ocal and target
networks, we set the hop limts to 8--30. The probing rate is
configured to 50,000 packets per second.

Addr ess Dat aset
To ensure a representative and | arge-scal e perspective, we aggregate

target addresses fromthree conplenentary sources, as detailed in
Table 1.
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4. 4.
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B oo oo e sy oo s st e et o}
| Source | Description | # /48 | # ASes | # Industry

| | | Prefixes | | Categories

[ el e oo el bbbl bbbl bbb pe e
| Source | IPve Hitlist | 581,098 | 22,221 | 17 |
| 1 | (responsive | | | |
| | hosts across | | | |
| | diverse | | | |
| | networks) | | | |
R o e e e e oo S TS R +
| Source | AddrProbe | 1,485,873 | 2,158 | 17 |
| 2 | (active target | | | |
| | discovery for | | | |
| | unseeded ASes) | | | |
S R o e e e o S TS R +
| Source | IPv6 | 5,177,906 | 13,217 | 17 |
| 3 | Cbservatory | | | |
I | (passive NTP I I I I
| | traffic, | | | |
| | prefix-1evel) | | | |
S R o e e e o S TS R +
| *Total * | | *6,336,433* | *23,999* | *17* |
e mmme oo o e eeo oo o mm e e oo Fommmme oo o e e oo oo +

Table 1: Details of three data sources

Source 1 uses the IPv6 Hitlist as a broad baseline of responsive
hosts. Source 2 | everages AddrProbe [AddrProbe]’s pattern-Iearning
capabilities to discover active targets in ASes |acki ng known active
| Pv6 addresses. Source 3 incorporates passive NTP traffic fromthe
| Pv6 Cbservatory [IPv6-Cbservatory] to capture hosts typically
invisible to active probing.

Si nce access control policies for EHs are typically enforced at the
prefix | evel rather than on individual hosts, we adopt prefix-I|eve
sanmpling by randomy sel ecting one address within each /48 prefix.
The /48 prefix length represents the shortest globally routable
prefix | ength commonly announced in the BGP system |ndustry
categories are determ ned using ASdb [ ASdb] .

Sel ection of EHs and Upper-|ayer Protocols

To evaluate the path traversal capability of EHs, we select the EHs
depicted in Table 2, covering six application scenarios: data
transm ssion (AFrag, Frag), secure conmunication (AH, ESP), Mbile
IPv6 (RH2, MH), site nulti-hom ng (H P, Shin6), new Routing header
type (RH127), and general function extension (Dst).

et al. Expi res 3 Decenber 2026 [ Page 8]
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| Destination
| Options header

o e e e e e e e e e e m =
| Atom c Fragnent
| header

o e e e e e e e e e e ==
| Routing header

| (type 0)

o e e e e e e e e e e m =
| Routing header

I (type 2)

o e e e e e e e e m - =
| Routing header

| (type 127)
B,
| Authentication

| header

|

o e e e e e e e e e m ==
| Encapsul ating

| Security

| Payl oad

o e e e e e e e e e e ==
| Mobility header
| type O
e

| Host ldentity
| Protocol header

| (type 1)

| Shinb Protocol
| header

He, et al

Tabl e 2: EHs measured
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The offset and M fl ag
are set to zero and
one, respectively.

The of fset and Mfl ag
are both set to zero

The segments |eft
field is set to zero

The hone address is
set to the target
addr ess.

The segnments |eft
field is set to zero

Al | PSec-rel ated
fields are filled
wi th zeros.

Al | PSec-rel at ed
fields are filled
with zeros.

Al fields are set
according to
[ RFC6275] .

Al fields are set
according to
[ RFC7401] .

Al fields are set
according to
[ RFC5533] .
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For each EH, the probe is constructed by adding the EH between the
| Pv6 base header and the upper-|ayer protocol header. The upper-

| ayer protocols nmeasured are | CVMPv6, TCP/ 22 (SSH), and UDP/ 161

( SNVPv3) .

Al t hough our neasurenent vantage point does not explicitly block the
Hop- by- Hop Options header, we observed that packets carrying it are
dropped by default, likely due to default router configurations.

G ven that previous |arge-scale studies have consistently reported
extrenely poor reachability for the Hop-by-Hop Options header

[ RFC7872] [ Huston-2022] [Custura2024] [JAMES] [FishNet], we exclude
it fromour path traversal neasurenments as its linited reachability
is already well-docunent ed

5. (Observations on EH Path Traversa

We conducted a conprehensive path traversal neasurenment across al
conbi nations of EHs and upper-Ilayer protocols. To ensure data
quality, we apply a filtering process to identify and discard /48
prefixes exhibiting path changes during probing. Table 3 summarizes
the filtered dataset.

B sty el gl gty L p—p—j—_———
| Protocol | Unchanged /48 Prefixes | Rate | # ASes

[ ool e e s e s e g
| 1CMPV6 | 6,020, 231 | 95.13%| 23,572 |
F--- - - B e I +---- - - - +---- - - - +
| TCP/22 | 5,963,940 | 94.24% | 23,525 |
I L I I I I A F-------- F-------- +
| UDP/161 | 5,824,972 | 92.04% | 23,509 |
R B I I I A R I I +

Tabl e 3: Nunber of /48 prefixes with path unchanged
observed in probing results

5.1. Destination AS Reachability

We eval uate the destination AS reachability rate, defined as the
proportion of /48 prefixes for which probes successfully reach their
respective destination AS out of the total set of probed prefixes.
The baseline represents EHfree probes per protocol. Table 4
presents the results for each EH across protocols.

He, et al. Expi res 3 Decenber 2026 [ Page 10]
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B bl s sy ool s
| EH | I1CVMPV6 (% | TCP/22 (% | UDP/ 161 (% |
B s e el ey sy
| Baseline | 80.18 | 70.55 | 69.58 |
B i e Fo-m - - - - Fom - e - - - - +
| Dst | 77.49 | 70.08 | 68.68 |
I Fo-mm e e - - Fo-mm e e - - I I +
| AFrag | 77.68 | 70.28 | 69.02 |
I I I I I I I +
| Frag | 63.00 | 61.86 | 61.40 |
I Fo-m - - - - Fo-m - - - - Fom - e - - - - +
| RHO | 62.01 | 59.40 | 58.29 |
I Fo-mm e e - - Fo-mm e e - - I I +
| RH2 | 65.56 | 58.80 | 58.26 |
I I I I I I I +
| RH127 | 67.32 | 60.24 | 58.92 |
I Fo-m - - - - Fo-m - - - - Fom - e - - - - +
| MH | 69.84 | 69.62 | 68.90 |
I Fo-mm e e - - Fo-mm e e - - I I +
| HP | 70.96 | 70.87 | 67.80 |
I I I I I I I +
| Shinb | 70.18 | 70.00 | 69.54 |
I Fo-m - - - - Fo-m - - - - Fom - e - - - - +
| AH | 72.27 | 70.56 | 69.76 |
I Fo-mm e e - - Fo-mm e e - - I I +
| ESP | 70.38 | 70.85 | 70.29 |
I I I I I I I +

Table 4: Destination AS reachability rate for
each EH across protocols conpared to baseline

Qur results reveal several critical insights:

*Dst and AFrag achi eve reachability conparable to the baseline*,
whi |l e Frag experiences significant drops (7.6%-14.8%, undernining
the utility of fragnentation-dependent services such as DNSSEC

*Routing headers (RHs) exhibit consistently |low reachability*, with
RH2 and RH127 being | argely suppressed under TCP/UDP despite noderate
| CMPv6 reachability. This pattern suggests a diagnostic-only

tol erance, where network operators may relax filtering for 1CVPv6 to
preserve basic connectivity, while enforcing stricter policies on
TCP/ UDP

*A protocol -dependent disparity* energes for WMH, H P, Shin6, AH and
ESP. Wile these headers fall 7.9%-10.4% bel ow the basel i ne under

| CMPv6, they remain consistently within 2% of the baseline under TCP/
UDP, with AH and ESP occasionally even exceeding it. This shift

et al. Expi res 3 Decenber 2026 [ Page 11]
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5.2.

l“'e,

suggests that these headers benefit from pernissive inspection
policies or preferential treatnent (e.g., whitelisting of encrypted-
like traffic).

These findings indicate a maturing | Pv6 infrastructure where specific
EHs have transitioned fromhigh drop rates to near-parity with plain
traffic. While this enables the practical deploynment of EH based
applications (e.g., MPv6, IPSec), it sinultaneously expands the
network attack surface for EH based exploits.

Reachability Across Industry Categories

To dissect the security-reachability tradeoff across diverse network
environments, we categorize the results by industry category (1C) for
each /48 prefix.

The followi ng tables display the ratio of destination AS reachability
for EH carrying probes relative to the EH-free baseline within each
industry category. The ratio is calculated as R EH/ R Baseli ne.

Val ues of 1.0 denote parity with the baseline, while values <1.0 and
>1.0 indicate EHinduced filtering and potential evasion,
respectively. A /48 prefix is counted nmultiple tines if it bel ongs
to nmultiple industry categories.

et al. Expi res 3 Decenber 2026 [ Page 12]
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[ el gl S b e pjefeny e pejenty el e feje el e Cemp e e pejeent e pejent et
|1C | Dst | AFrag| Frag| RHO | RH2 | RH127|MH | HI P | Shin6| AH | ESP |
[ e gl Cjjeepnty Cjampefepenty Cepejeenty ety ety e jejefpenty ety Cpejeeny Ceepejeenty Cjefepejenty et
| Tech | 0.97]0.97 |0.78]0.77]0.82]0.84 |0.87]|0.88|0.87 |0.90]0. 88
- . R L Uy e e T e
| & her | 0.99/0.99 |0.83]0.88/0.84/0.88 |0.94|0.94|0.94 |0.95]/0.94
. T e TR e I S L T
| Ret ai | | 0.98]/0.78 | 0.69]0.82]0.77/0.83 |0.75]0.74]0.75 |0.92|0.74
S N T Ty e g tom oo -+
| Educati on | 0.97]0.93 | 0.58]|0.86|0.78/0.89 |0.78/0.82|0.82 |0.80|0.76
- . R L Uy e e T e
| Agriculture ]0.90/0.91 |0.45/0.83]0.74/0.87 |0.71]0.72]0.72 |0.68| 0. 64|
. T e TR e I S L T
| Manuf act uri ng| 0. 95/ 0.94 | 0.61]0.87]0.81]0.90 | 0.84]|0.83]|0.83 |0.84| 0. 80|
S N T Ty e g tom oo -+
|Uilities | 0.95]0.95 | 0.76]0.90|0.89|0.94 |0.88]|0.88|0.88 |0.85|0. 84|
- . R L Uy e e T e
| Nonprofits | 0.96]0.95 | 0.43]0.84|0.69]0.93 |0.69]0.69]0.69 |0.73]|0.67
. T e TR e I S L T
| Service | 0.98/0.93 | 0.89]0.89/0.85/0.89 |0.91]0.91]0.91 |0.95]0.91
S N T Ty e g tom oo -+
| Medi a | 0.69]0.70 |0.61]0.29|0.27]0.29 |0.62|0.91]0.91 |0.93]|0.89
- . R L Uy e e T e
| Construction |0.97]0.97 |0.35/0.89]|0.64|0.93 |0.62|0.63|0.63 |0.62|0. 60|
. T e TR e I S L T
| Fi nance | 0.96]0.95 | 0.44|0.84|0.72/0.92 |0.70]0.70]0.70 |0.73]|0.70]
S N T Ty e g tom oo -+
| Entertainment| 0.91]0.93 |0.35|0.82|0.67]0.88 |0.66]0.67|0.67 |0.65|0.56
- . R L Uy e e T e
| Shi ppi ng | 0.95/0.34 |0.31]0.93]0.87]0.94 |0.34]|0.34]|0.34 |0.88]0. 34|
. T e TR e I S L T
| Health Care |0.96/0.96 |0.42|0.84|0.77]0.91 |0.76]0.76|0.76 |0.76|0.69
S N T Ty e g tom oo -+
| Gover nnent | 0.98]0.97 | 0.96]0.98]|0.96|0.98 |0.96|0.96|0.96 |0.96]0.96
- . R L Uy e e T e
| Travel | 0.96]/0.94 | 0.62]|0.83]0.78/0.86 |0.80/0.81]0.81 |0.77|0.72
. T e TR e I S L T
Table 5: Relative destination AS reachability under |ICMPv6 by
i ndustry category
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[ el gl S b e pjefeny e pejenty el e feje el e Cemp e e pejeent e pejent et
|1C | Dst | AFrag| Frag| RHO | RH2 | RH127|MH | HI P | Shin6| AH | ESP |
[ e gl Cjjeepnty Cjampefepenty Cepejeenty ety ety e jejefpenty ety Cpejeeny Ceepejeenty Cjefepejenty et
| Tech | 1. 00| 1. 00 | 0.86]0.87|0.85]0.87 |0.98/0.98/0.98 |0.98]|0.98
- . R L Uy e e T e
| & her | 0.99/1.00 |0.88]0.84/0.83/0.85 |0.99/1.01]0.99 |1.00]1.01
. T e TR e I S L T
| Ret ai | | 1.03]0.87 |0.78]0.85]|0.68/0.86 |0.86|0.86|]0.86 |0.85|0.86
S N T Ty e g tom oo -+
| Educati on | 1. 00| 0.97 | 0.70]0.92|0.88/0.94 |0.93]|1.02|1.02 |0.94|0.96
- . R L Uy e e T e
| Agriculture ]0.79/0.86 |0.48|0.75]0.72|0.76 |0.74|0.77]0.77 |0.72|0.70|
. T e TR e I S L T
| Manuf act uri ng| 0.99]0.99 | 0.70]|0.96/0.94|0.97 |1.01]1.02|1.02 |0.98]|1.02
S N T Ty e g tom oo -+
|Uilities | 1.01]1.02 | 0.85]0.98|0.96|0.99 |0.97]|0.99|0.99 |0.95|0.96
- . R L Uy e e T e
| Nonprofits | 0.99]/0.97 |0.51]0.89]0.83]0.97 |0.87]|0.88/0.88 |0.85|0.86
. T e TR e I S L T
| Service | 1. 00| 1. 00 | 0.40]0.97]0.70]0.97 |0.71]0.73]0.73 |0.69|0. 70|
S N T Ty e g tom oo -+
| Medi a | 1. 00| 0.98 | 0.95|0.90|0.86|0.90 |0.97|0.97]0.97 |0.97]|0.97
- . R L Uy e e T e
| Construction | 0.82/0.82 |0.72]0.34/0.34/0.35 |0.82]1.15]1.15 |1.13|1.12
. T e TR e I S L T
| Fi nance | 0.97]0.97 |0.53]0.84|0.82]0.94 |0.84]0.85/0.86 |0.85|0.85
S N T Ty e g tom oo -+
| Entertainment|1.02| 1.03 | 0.51]0.96/0.86|1.00 |0.94|0.98]0.98 |0.85|0.85
- . R L Uy e e T e
| Shi ppi ng | 1.01] 1. 01 | 0.54]0.92|0.88/0.99 |0.93]0.96]/0.96 |0.86|0.89
. T e TR e I S L T
| Health Care |0.99/1.00 |1.00/0.99/0.99/0.99 |0.99]/0.99|0.99 |0.99]|0.99
S N T Ty e g tom oo -+
| Gover nnent | 1. 00| 0.44 | 0.43]0.98/0.44|1.00 |0.46|0.46|0.46 |0.46|0. 46
- . R L Uy e e T e
| Travel | 1.03]1.03 |0.79]0.98/0.98/1.01 |1.04]|1.07]1.07 |0.97]|0.98
. T e TR e I S L T
Table 6: Relative destination AS reachability under TCP/ 22 by
i ndustry category
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l“'e,

[ el gl S b e pjefeny e pejenty el e feje el e Cemp e e pejeent e pejent et
ke | Dst | AFrag| Frag| RHO | RH2 | RH127|MH |HI P | ShinB| AH | ESP |
B ety Semsfefemsfenty el Loy Clemsfetemsfenly Clemfefemsfety ey e fefefemnpy Cjemfefems ety Cfemsfefemsffemngy el ety
| Tech | 0.99|0.99 | 0.88|0.84|0.84|0.84 |0.99/0.97|1.00 |1.00]1.01

Fom - e - - - - F--- -t - - - R e S R R T I i
| O her | 1. 00| 1. 00 | 0. 87| 0.88|0.86|0.88 |0.99|0.99]0.99 |1.00|0.99

I I i I ] I I S L I F----t----+
| Ret ai | | 1.02|0.98 | 0.69]0.92|0.90]0.95 |0.91|1.01| 1. 01 |0.92|0.95

I I LI I I I I I el s F---- -+
| Educat i on | 1.00| 0. 99 | 0.91]0.80] 0.79|0.80 |1.00]1.00|1.00 |0.99|1.00|
Fom - e - - - - F--- -t - - - R e S R R T I i
| Agriculture |0.82]0.82 |0.47|0.78/0.79/0.80 |0.75/0.77/0.78 |0.72|0.70]
I I i I ] I I S L I F----t----+
| Manuf act uring| 1. 02| 1. 01 | 0. 71| 0. 99| 0. 95| 1. 00 | 1.00| 1. 12| 1. 14 |0.97| 1. 12|
I I LI I I I I I el s F---- -+
[Utilities | 1.01]| 1.00 | 0.84]0.97|0.98|0.99 |0.97|0.99|0.99 |0.94| 0. 94|
Fom - e - - - - F--- -t - - - R e S R R T I i
| Nonprofits |1.00[1.00 |0.54|0.96/0.93]0.96 |0.95/0.98/0.98 |0.93|0. 93]
I I i I ] I I S L I F----t----+
| Service | 0.99|0.99 | 0.96|0.89]|0.87|0.89 |0.99]0.99|0.99 |0.99]0.99

I I LI I I I I I el s F---- -+
| Medi a | 0.77|0.77 | 0.65]|0.32]0.31|0.32 |0.76]1.10| 1. 10 | 1. 09| 1. 08|
Fom - e - - - - F--- -t - - - R e S R R T I i
| Construction |1.00]0.98 |0.54]0.96/0.90/0.98 |0.94|0.96/0.96 |0.91| 0. 94|
I I i I ] I I S L I F----t----+
| Fi nance | 0.97|0.96 | 0.57]0.93]0.92|0.94 |0.92|0.95|0.95 |0.93|0. 94|
I I LI I I I I I el s F---- -+
| Entertai nment | 1.04| 1. 06 | 0.52| 1. 00| 0.86| 1.02 | 0.96|0.99| 1. 01 | 0. 86| 0. 86

Fom - e - - - - F--- -t - - - R e S R R T I i
| Shi ppi ng | 0.99]0.93 | 0.91] 0.99| 0. 94| 0.99 | 0.98|0.99|0.98 |0.98|0.99

I I i I ] I I S L I F----t----+
|Health Care |0.99|1.00 |0.99|0.99]0.99|0.99 |0.99]0.99|0.99 |0.99]0.99

I I LI I I I I I el s F---- -+
| Government | 1.01|1.01 |0.53|0.96/0.95|1.00 |0.98|1.01| 1. 02 | 0.90| 0. 93]
Fom - e - - - - F--- -t - - - R e S R R T I i
| Travel | 1. 03] 1.02 | 0.67]0.97|0.94|1.00 | 0.97| 1.33|1.33 |0.87|1.18

I I i I ] I I S L I F----t----+

Table 7: Relative destination AS reachability under UDP/ 161 by
i ndustry category

Qur analysis reveals two distinct fornms of policy ossification across
i ndustry categori es:

*Availability-oriented ossification:* In industry categories |ike
Travel, Construction, Mdia, and Manufacturing, reachability for
certain EHs (e.g., MH, HP, AH ESP) significantly exceeds the
basel i ne under TCP/UDP. This suggests a pernissive ossification,
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6. 1.

l“'e,

where inspection policies are fixed to prioritize service
availability. Wile Media and Construction categories are generally
perm ssive, they consistently suppress Routing headers, reflecting an
ossified mtigation strategy agai nst Routing header ri sks.

*Security-oriented ossification:* The Governnent category
demonstrates a bifurcated ossification: it naintains reachability
comparabl e to the baseline under |ICVMPv6 and UDP, yet enforces a
strict filtering stance for alnost all EHs under TCP, indicating a
highly restrictive and | egacy-driven security posture. This approach
secures the boundary but hinders IPv6 architectural evol ution through
rigid filtering.

*Prot ocol -neutral posture:* The Health Care category maintains
reachability consistently near the baseline across both TCP and UDP
reflecting mninal active filtering, suggesting a | egacy of m ninal
m ddl ebox interference.

Observati ons on EH based Firewal | Evasion

Bui | di ng upon the neasurenent results presented in Section 5, severa
EHs exhi bit destination reachability that exceeds the established
baseline, indicating the presence of practical firewall evasion
capability. This section presents a threat nodel, identifies threat
scenarios, and quantifies the extent of firewall evasion observed.

Thr eat Mbdel

We consider a renpte adversary |ocated outside the victimnetwork,
capabl e of crafting and sending arbitrary | Pv6 packets, including
those with EHs, froma controlled host. The adversary has no access
to the firewall or end hosts and cannot conprom se their

i mpl ementations. Firewalls may be depl oyed either on-path or at end
host s.

In this context, firewall broadly refers to any ni ddl ebox or network
devi ce that enforces access control based on ACLs, including
dedi cated firewal Il s, border routers, and stateful appliances.

We assune a typical deploynent where: (i) end hosts process supported
EHs correctly and generate | CVMPv6 Paranet er Probl em nessages for
unsupported EHs; (ii) the firewall is configured to allow |legitimte
TCP, UDP, and ICWPv6 traffic while attenpting to bl ock reconnai ssance
and unaut hori zed access; and (iii) the firewall may enforce access
control only on ICMPv6, TCP, and UDP traffic without explicitly
considering EHs, or inproperly process packets carrying EHs.
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The adversary’s primary goals are to: (i) performstealthy network
reconnai ssance to map hidden topol ogies and live hosts, and (ii)

vi ol ate access-control policies by accessing internal services
protected by firewalls.

6.2. Threat Scenari os

Bui | di ng upon related work [IPv6-Vul] and validated through | oca
proof - of - concept denonstrations (see Section 6.4.5), we identify two
primary threat scenarios

*Scenari o 1: Hidden Network Discovery.* For EHs that require specific
host - si de processing support, an adversary can insert theminto
standard topol ogy or host discovery probes (e.g., |CMPv6 Echo
Request). These nodified probes evade firewall filtering rules,

al | owi ng reconnai ssance of otherw se hidden network topol ogi es and
hosts. The sanme techni que can be conbined with source address
spoofing to launch reflection or anplification attacks.

*Scenario 2: Unauthorized Access.* For non-disruptive EHs (e.qg.,
Destination Options header or Atom c Fragnent header), an adversary
can append themto otherwise legitinate TCP/ UDP packets. These EHs
are crafted so as not to interfere with the target’s transport-|ayer
protocol parsing, yet they cause firewalls to skip deep packet

i nspection, enabling unauthorized access to services that woul d

ot herwi se be protected.

6.3. ldentifying EHbased Firewal|l Evasion
To identify which EHs successfully evade firewalls, we conpare the
results of EHcarrying probes with those of EH-free probes. The
design of 6Travel mininizes the time gap between EH carrying and EH
free probing, and results affected by path changes are effectively
detected and excl uded.

We define the foll owi ng response types:

He, et al. Expi res 3 Decenber 2026 [ Page 17]



Internet-Draft (Observations on the Reachability and Eva June 2026

| Response Type | Notation |
[ s by s pe e o}
| 1CvPv6 Destination Unreachable (type 0, 2, 3) | DU _addr |
e S +
| ICMPv6 Destination Unreachable (type 4) | DU port |
o m o e oo eiaao--- S +
| ICMPv6 Destination Unreachable (type 1, 5, 6) | DU _deny |
oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o TS +
| 1CvPv6 Parameter Problem (fromtarget) | PP_tgt |
o m o o oo S +
| ICvPv6 Time Exceeded (code 0) | TE |
o m o o e e oo S +
| 1CMPv6 Echo Reply / TCP SYN-ACK or RST-ACK / | Resp |
| SNMPv3 Response |

oot o e e e e e e e e e e e e e e e e e e e e e e oo oo TS +

Tabl e 8: Response types and their notation

We define four rules to determ ne whether an EH carryi ng probe type
successfully evades a firewall:

* *Rule 1:* The EHfree probe type receives a DU addr, whereas the
EH carryi ng probe type successfully receives a PP_tgt or Resp.

* *Rule 2:* The EH-free probe type receives a DU port, whereas the
EH- carryi ng probe type successfully receives a Resp.

* *Rule 3:* The EH-free probe type is denied access with a DU deny,
whil e the EH carrying probe type successfully receives DU addr,
DU port, PP_tgt, or Resp.

* *Rule 4:* The EH-free probe type is silently discarded (receives a
TE), but the EH-carrying probe type successfully receives DU addr,
DU port, PP_tgt, or Resp.

For Rules 1--3, we can further identify the addresses of the firewall
devi ces evaded via EHs by extracting information fromthe returned
| CMPv6 Desti nation Unreachabl e nessages.
6.4. Extent of Firewall Evasion
We quantify the nunber of affected /48 prefixes and ASes across

different industry categories to evaluate the extent of firewall
evasi on.
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6.4.1. Overall Inpact

S oo el oo s el e
| Protocol | # Affected /48 Prefixes | # Affected ASes
[ bl s el st
| 1CVWPV6 | 93,630 (1.6% | 1,154 (4.9% |
S o e e e e a e oo oo o +
| TCP/22 | 218,954 (3.7% | 4,961 (21.1%
TS o e e e e e e oo o e e e oo +
| UDP/161 | 195,175 (3.4% | 4,468 (19.0% |
S o m e e e e e e aao o o e e e oo +
Table 9: Overall inpact of EH based firewall evasion

VWil e 93,630 /48 prefixes (1,154 ASes) are affected under | CWPV6, the
i npact nearly doubl es under TCP/ UDP, reaching 218, 954 prefixes (4,961
ASes) for TCP and 195,175 prefixes (4,468 ASes) for UDP. This
disparity aligns with the diagnostic-only nature of | CVPv6, where
stricter, yet evadable, security policies are disproportionately
focused on TCP/ UDP

6.4.2. Breakdown by EH Type

Tabl e 10 presents the nunber of /48 prefixes affected by EH based
firewal | evasion across different EH types and protocols.
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B bl ooy ooy s o1
| EH | 1OWv6 (K) | TCP/22 (K) | UDP/ 161 (K) |
st sty ey ety
| Dst | 6.0 | 54.4 | 37.0 |
F------- Fo-m - - - - Fo-m - - - - Fom - e - - - - +
| AFrag | 7.3 | 58.6 | 40.3 |
F---- - Fo-mm e e - - Fo-mm e e - - I I +
| RHO | 10.5 | 51.9 | 35.6 |
I I I I I I I +
| R2 | 10.1 | 46.9 | 46.9 |
F------- Fo-m - - - - Fo-m - - - - Fom - e - - - - +
| RHL27 | 10.0 | 51.6 | 40.1 |
F---- - Fo-mm e e - - Fo-mm e e - - I I +
| MH | 8.4 | 79.3 | 69.1 |
I I I I I I I +
| HP | 18.6 | 110.6 | 91.5 |
F------- Fo-m - - - - Fo-m - - - - Fom - e - - - - +
| Shim | 8.9 | 94.5 | 84.0 |
F---- - Fo-mm e e - - Fo-mm e e - - I I +
| AH | 71.7 | 117.7 | 110.6 |
I I I I I I I +
| ESP | 79.3 | 158.2 | 150.2 |
F------- Fo-m - - - - Fo-m - - - - Fom - e - - - - +

Tabl e 10: Nunber of /48 prefixes (in
t housands) affected by EH based firewall
evasi on across EH types

Evasi on capabilities vary significantly across EH types, revealing
di verse underlyi ng causes:

* *AH and ESP* consistently exhibit the highest evasion rates,
likely due to lenient inspection of |IPSec-related traffic for
service continuity.

* *WH, H P, and Shinb* --- which are not defined in [ RFC8200] ---
show mar kedl y hi gher evasi on under TCP/UDP than Dst or RHs,
suggesting that firewalls may fail to account for these |ess
common headers, creating security blind spots.

* The spatial distribution of evaded firewalls further distinguishes
these patterns: evasion predom nantly occurs within internediate
ASes under | CWMPv6, while this shifts toward destination ASes for
MH, H P, and Shi n6 under TCP/ UDP
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6.4.3. Breakdown by Industry Category

The foll owi ng tables provide a breakdown of firewal
i ndustry category for each protocol

multiple times if it belongs to multiple categories.

observations on the Reachability and Eva

June 2026

evasi on by
A /48 prefix or AS is counted

| Industry Category | # Affected /48s | # Affected ASes |
| Agriculture | 3029 2 (Lew ]
Chemrofits s o s e 1
U Teen T es00s (1% | e85 (5.9% )
| comstruction | 10 (0.1% ] e (Lsw ]
UEducation | es (0.7% ] 28 (2.6 ]
Finance | 16 (0.2% ) 1 (27 )
Ushipping | 10 (0.0% 1733 )
| Government | 36 (0.0% | 10 (2.1% \
| beaith care | 3(0.4% | 2(119 )
| Manufacturing | 5L (L2% | 12 (2.2% ]
Cwedia 2203 (23 | 22 (3.7% )
| Entertainment | s (0.5% ] 4 (2.3% )
Coner T 394 (0.2% | 103 (2.9% )
Cretail T Lzes (0% | 39 (3.19% )
Uservice | 2ai(o.0% ] s0 (26 )
Cmave e oew Y 4 (2.7% )
CWilities 1 7(oa% | 5(3.0%9 )
Citotas T +93,630 (L 6%+ | *1, 154 (4.9%% |
T +
Table 11: Firewal|l evasion under | CWMPv6 by industry
category
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| I'ndustry Category | # Affected /48s | # Affected ASes |
[ gt ———————— e p———_————————————— s —p—_—r
| Agriculture | 79 (4.2% | 17 (14.2% |
S TRy +
| Nonprofits | 248 (7.0% | 81 (16.5% |
T I Feeemeeeceeaaaaea dememmeeeemeeaaaas +
| Tech | 210,516 (3.7% | 4,046 (24.3% |
o e e e o o e e e e oo oo o e e e oo +
| Construction | 216 (2.5% | 104 (17.5% |
S TRy +
| Education | 822 (9.1% | 211 (19.5% |
I IR Feeemeeeceeaaaaea dememmemcmeeaaaas +
| Finance | 198 (2.4% | 55 (13.7% |
o e e e o o e e e e oo oo o e e e oo +
| Shipping | 76 (0.1% | 36 (17.0% |
S TRy +
| Governnent | 204 (0.1% | 67 (14.3% |
I IR Feeemeeeceeaaaaea dememmeeeemeeaaaas +
| Health Care | 85 (10.5% | 25 (13.4% |
o e e e o o e e e e oo oo o e e e oo +
| Manufacturing | 636 (13.9% | 92 (16.9% |
S TRy +
| Media | 13,690 (14.4% | 254 (22.5% |
I IR I dememmemcmeeaaaas +
| Entertai nment | 66 (6.7% | 21 (12.3% |
o e e e o o e e e e oo oo o e e e oo +
| Gt her | 7,100 (2.8% | 435 (12.4% |
S TRy +
| Retail | 5,306 (2.4% | 222 (17.5% |
I IR I dememmemcmeeaaaas +
| Service | 4,141 (0.8% | 338 (17.7% |
o e e e o o e e e e oo oo o e e e oo +
| Travel | 61 (9.2% | 18 (12.4% |
S TRy +
| Wilities | 94 (5.7% | 30 (18.2% |
I IR I dememmeeeemeeaaaas +
| *Total * | *218,954 (3.7%* | *4,961 (21.1%9* |
o e e e o o e e e e oo oo o e e e oo +

Table 12: Firewal |l evasi on under TCP/ 22 by industry
category
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| I'ndustry Category | # Affected /48s | # Affected ASes

[ gt ———————— e p———_————————————— s —p—_—r
| Agriculture | 78 (4.1% | 16 (13.3% |
S TRy +
| Nonprofits | 207 (5.8% | 77 (15.7% |
T I Feeemeeeceeaaaaea dememmeeeemeeaaaas +
| Tech | 187,933 (3.4% | 3,658 (22.0% |
o e e e o o e e e e oo oo o e e e oo +
| Construction | 157 (1.8% | 84 (14.2% |
S TRy +
| Education | 853 (9.4% | 185 (17.0%

I IR Feeemeeeceeaaaaea dememmemcmeeaaaas +
| Finance | 131 (1.6% | 47 (11.6% |
o e e e o o e e e e oo oo o e e e oo +
| Shipping | 56 (0.0% | 31 (14.8% |
S TRy +
| Governnent | 181 (0.1% | 60 (12.9% |
I IR Feeemeeeceeaaaaea dememmeeeemeeaaaas +
| Health Care | 77 (9.6% | 29 (15.9% |
o e e e o o e e e e oo oo o e e e oo +
| Manufacturing | 537 (12.1% | 64 (11.7% |
S TRy +
| Media | 9,915 (10.5% | 210 (18.7%

I IR I dememmemcmeeaaaas +
| Entertai nment | 50 (5.1% | 16 (9.2% |
o e e e o o e e e e oo oo o e e e oo +
| Gt her | 6,014 (2.4% | 385 (10.9%

S TRy +
| Retail | 2,037 (0.9% | 170 (13.5% |
I IR I dememmemcmeeaaaas +
| Service | 929 (0.2% | 277 (14.5% |
o e e e o o e e e e oo oo o e e e oo +
| Travel | 25 (4.2% | 11 (7.6% |
S TRy +
| Wilities | 75 (4.6% | 19 (11.4% |
I IR I dememmeeeemeeaaaas +
| *Total * | *195,175 (3.4%* | *4,468 (19.0%* |
o e e e o o e e e e oo oo o e e e oo +

Table 13: Firewal|l evasion under UDP/ 161 by industry
category

I ndustry-cat egory-wi se, the Tech category dom nates the evasion

| andscape, followed by Media and Retail, which show significant
susceptibility, particularly under TCP/ UDP
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6.4.4. On-path vs. Host-side Evasion

Tabl e 14 presents the spatial distribution of evaded firewalls across
EH types and protocols. For each conbination, we report the
percentage of evaded firewalls located in internedi ate ASes versus
destination ASes, and the percentage of on-path versus host-side
firewalls.

B ety e emsfemly st e e s ey ety el
| Protocol |[EH | Internediate | Destination | On-path| Host-side

I I | AS (99 | AS (99 | (9 | (9 I
B ool el et e e gl ey e e e g
| 1CMPv6  |Dst | 90.7 | 9.3 |98.7 | 1.3 |
I +----- I i I e ] I F--- - I I +
| 1OWPv6 | AFrag| 90.5 | 9.5 |98.6 | 1.4 |
I +----- I I I I +------- Fo-m - - +
| ICVWPv6 |RHO | 86.0 | 14.0 |97.8 | 2.2 |
I +----- Fom e e m - - Fom e e a - - F------- I I +
| 1OWPv6  |RH2 | 77.1 | 22.9 |81.3 | 18.8 |
I +----- I i I e ] I F--- - I I +
| 1OWPv6 | RH127| 88.8 | 11.3 |98.8 | 1.3 |
I +----- I I I I +------- Fo-m - - +
| ICMPV6 |MH | 91.4 | 8.6 |97.5 | 2.5 |
I +----- Fom e e m - - Fom e e a - - F------- I I +
| ICMPv6 |HIP | 82.1 | 17.9 |92.6 | 7.4 |
I +----- I i I e ] I F--- - I I +
| 1OWPv6 | ShinB| 85.8 | 14.2 |93.4 | 6.6 |
I +----- I I I I +------- Fo-m - - +
| 1CvWPv6 |AH | 89.7 | 10.3 [97.1 | 2.9 |
I +----- Fom e e m - - Fom e e a - - F------- I I +
| IOWPv6 |ESP | 82.4 | 17.6 |97.3 | 2.7 |
I +----- I i I e ] I F--- - I I +
| TCP/22 |Dst | 71.8 | 28.2 |92.0 | 8.0 |
I +----- I I I I +------- Fo-m - - +
| TCP/22 | AFrag| 77.1 | 22.9 |84.7 | 15.3 |
I +----- Fom e e m - - Fom e e a - - F------- I I +
| TCP/22 |RHO | 87.4 | 12.6 |97.8 | 2.2 |
I +----- I i I e ] I F--- - I I +
| TCP/22 |RH2 | 61.4 | 38.6 |74.9 | 25.1 |
I +----- I I I I +------- Fo-m - - +
| TCP/22 |RH127| 87.6 | 12.4 |98.2 | 1.8 |
I +----- Fom e e m - - Fom e e a - - F------- I I +
| TCP/22 |MH | 21.3 | 78.7 |97.2 | 2.8 |
I +----- I i I e ] I F--- - I I +
| TCP/22 |HIP | 25.1 | 74.9 |90.6 | 9.4 |
I +----- I I I I +------- Fo-m - - +
| TCP/22 | ShinB| 23.4 | 76.6 |92.2 | 7.8 |
I +----- Fom e e m - - Fom e e a - - F------- I I +
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| TCPI22 |AH | 89.5 | 10.5 |97.7 | 2.3 |
Fommm e Fomm - Fommm e Fommm e Fommm e e - +
| TCP/22 |ESP | 29.2 | 70.8 |97.8 | 2.2 |
o mmee oo - oo -- o e o e e oo - e e - +
| UDP/161 |Dst | 87.1 | 12.9 |94.8 | 5.2 |
e e R o e e - oo e Fome e e - +
| UDP/161 |AFrag| 70.8 | 29.2 |75.5 | 24.5 |
Fommm e NS Fommm e Fommm e Fommm e e - +
| UDP/161 |RHO | 84.8 | 15.2 |94.2 | 5.9 |
o mmee oo - oo -- o e o e e oo - e e - +
| UDP/161 |RH2 | 64.2 | 35.8 |72.7 | 27.3 |
e e R o e e - oo e Fome e e - +
| UDP/161 |RHL27| 86.8 | 13.2 |95.4 | 4.6 |
Fommm e Fomm - Fommm e Fommm e Fommm e e - +
| UDP/161 |MH | 13.4 | 86.6 |98.6 | 1.4 |
o mmee oo - oo -- o e o e e oo - e e - +
| UDP/161 |HIP | 29.8 | 70.2 197.3 | 2.7 |
e e R o e e - oo e Fome e e - +
| UDP/161 | Shinb| 29.6 | 70.4 [97.3 | 2.7 |
Fommm e Fomm - Fommm e Fommm e Fommm e e - +
| UDP/161 |AH | 91.7 | 8.3 |94.0 | 6.0 |
o mmee oo - oo -- o e o e e oo - e e - +
| UDP/161 |ESP | 59.5 | 40.5 |97.2 | 2.8 |
e e R o e e - oo e Fome e e - +

Tabl e 14: Spatial distribution of evaded firewalls across EH
types and protocol s

Several key patterns energe fromthis analysis:

*Evasi on predominantly occurs within intermediate ASes under | CMPv6*,
with nmost EHs showi ng over 80% of evaded firewalls in internediate
ASes. However, this shifts dramatically for TCP/UDP: M4, H P, and
Shinb exhibit 78.7% 74.9% and 76.6% destinati on AS evasi on under
TCP/ 22 respectively, potentially reflecting a deliberate policy to
avoi d disrupting TCP/ UDP EH processing at the edge.

*Conversely, evasion for Dst and AFrag remai ns concentrated in

i ntermedi ate ASes* (71.8% and 77. 1% under TCP/ 22 respectively),
possibly due to centralized upstreamfiltering that | eaves downstream
destination ASes exposed.

*Whil e nost evaded firewalls are on-path*, AFrag and RH2 exhibit a
significant portion of host-side evasion (15.3% and 25. 1% under
TCP/ 22, 24.5% and 27. 3% under UDP/161), underscoring a conpl ex

i nterplay between network-Ievel and host-|evel security failures.
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6.4.5. Real-world Exanples

7.1

l“'e,

We conducted a snall-scale test within a campus network and
successfully identified firewall evasion issues on two ingress
routers (Juniper MX 960 and H3C CR16K). After consulting with the
canmpus network adninistrators, we |earned that the evasion occurred
because the ACLs on these routers are not configured for deep
protocol inspection --- they only checked whether the | Pv6 next
header was TCP or UDP, and allowed all other types to pass. This
al | oned us to successfully establish connections to protected SSH
services within the canpus network by addi ng Dst and AFrag,

ef fectively achi eving unauthorized access. W also used other EHs
(e.g., ESP) to discover live hosts and topol ogy.

Prior work [IPv6-Vul] has neasured firewalls on popul ar operating
systens and confirned that certain versions of FreeBSD firewalls can
be evaded via two Atom c Fragnent headers. These real-world exanples
provi de additional validation for the reliability of our measurenent
results.

Security Considerations

Thi s section discusses the security inplications of the observations
presented in this docunent.

EH based Firewal | Evasion

Qur neasurenents reveal a w despread EH based firewal | evasion
vul nerability affecting nearly 5,000 ASes. This vulnerability
enabl es:

1. *Stealthy reconnai ssance:* Attackers can use EH carrying probes
to di scover hidden network topol ogies and |ive hosts that would
ot herwi se be protected by firewalls.

2. *Unauthorized access:* Attackers can bypass access contro
policies by appending EHs to TCP/ UDP packets, enabling access to
i nternal services.

3. *Anplification of existing attacks:* EH based evasi on can be
conbi ned with other attack techni ques, such as source address
spoofing for reflection/anplification attacks.

The root causes of this vulnerability include:

* *Inplenentation flaws:* Firewalls may have protocol blind spots

for EHs not defined in [ RFC8200] (e.g., MH, H P, ShinB), or over-
perm ssive handling of |PSec-related EHs (AH, ESP)
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7

7

9

9

* *Security msconfigurations:* Firewalls may be configured to
inspect only the I Pv6 next header field w thout parsing the ful
EH chain, effectively treating EH carrying packets as non-TCP/ non-
UDP and al | owi ng themto pass.

2. Attack Surface Expansion

The inproved reachability of certain EHs, while beneficial for
protocol evolution and application deploynent, inadvertently expands
the network attack surface. Coupled with known EH based exploits

[ RFC7739] [ RFC5095] [IPv6-Vul], this trend increases the potenti al
for exploitation.

3. Recomendat i ons

Several strategies can nmtigate the firewall evasion issues observed
with EHs:

1. *Enable deep packet inspection on firewalls:* Parse the full EH
chain to identify the upper-Ilayer protocol before applying access
control rules. However, this may introduce a risk of DoS attacks
if malicious probes with nunmerous or |arge EHs overwhel m
processi ng capacity.

2. *Selective EH filtering:* Limt the type, |length, and number of
EHs allowed, filtering out EHs unnecessary for network
operations, as reconmrended in [ RFC9288].

3. *Layered approach:* For EHs that are pernitted, apply deep packet
i nspection to enable transport-layer firewall rule matching.

Such fine-grained, custom zed filtering can reduce evasion risks
whil e preserving legitimate EH functionality.

4. *Qutright blocking of EHs:* Wiile this would prevent evasion, it
woul d al so hi nder EH depl oynment and adoption, limting | ong-term
net wor k evol ution

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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Et hi cal Consi derati ons

We strictly adhere to the ethical guidelines of network nmeasurenent
and fully consider the nmeasurenent inpact, benign probing, and

anonymty.

*Measurenment Inpact:* In conpliance with the standards outlined in

[ RFC4443]

the nunber of packets sent to each target address is

limted to one per second, and each probe is only sent once per hop.
We distribute probes across multiple addresses by random zi ng target

et al.
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addresses, instead of repeatedly targeting a single address.
Additionally, we inmpose an overall rate limt of 50K packets per
second, which effectively reduces the inpact on both the vantage
poi nt network and the target network

*Beni gn Probing:* Al probes are constructed using standard-conpli ant
protocols. W do not exploit any vulnerabilities or craft malicious
payl oads. The probes do not carry harnful data, and the responses do
not contain personally identifiable or sensitive information. For
TCP/ 22, we performonly hal f-open probing w thout establishing ful
connections. For UDP/ 161, we send SNWPv3 Get Requests wi thout any
followup interaction.

*Opt-out Mechanism* We maintain a public web portal providing our
research identity and contact information. This allows network
adm nistrators to opt out of our scanning scope. To date, we have
recei ved no conpl aints or opt-out requests.

*Anonynmity:* We do not publicly disclose raw | Pv6 address details.
We only report aggregated statistics and analysis results. The
coll ected data is used solely for research purposes.

*Di scl osure:* W have conmmuni cated with the adm nistrators of a
canmpus network and addressed the identified firewall evasion issues.
For other ASes where potential firewall vulnerabilities were
observed, we are actively contacting the rel evant network operators
to informthem of the findings

Appendi x B. Measurenent Caveats

l“'e,

Qur neasurenments are subject to several potential limtations that
shoul d be consi dered when interpreting the results.

*Limted Response Visibility:* Some destination ASes or hosts may not
generate | CMPv6 responses, while others may process EHs without
replying. Since our approach relies on responses from destination
ASes or hosts, the absence of such responses nmay lead to
underestimati on of EH traversal capability. This limtation leads to
conservative estimates rather than overestimation

*Singl e Vantage Point:* Using a single vantage point may introduce
measur enent bias. Identifying vantage points with [ittle or no EH
filtering is challenging, as some |ISPs filter even basic EHs. Wile
absol ute val ues may vary across vantage points, the observed trends
and phenonena are unlikely to be artifacts of a specific vantage
poi nt .
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*(One- Probe Measurenment Noi se:* Each probe is sent only once to

m nimze i npact on both the vantage point network and target

networ ks. Packet |oss and transient network fluctuations may affect
a subset of the results, but such effects are inherently random and
not systematically biased toward specific EH types.

*Transi ent Host Dynamics:* During parallel probing, some destination
hosts may experience short-term changes in availability or port
state. Qur systemincorporates nechanisns to identify and excl ude
unstabl e hosts, and this limtation does not nmaterially inpact the
overal | concl usi ons.

Appendi x C. Reproducing the Measurenents

The 6Travel neasurenent franmework is open-source and publicly
avai l abl e at: https://anonynous. 4open. sci ence/r/ 6Trave
(https://anonynous. 4open. sci ence/ r/ 6Travel ).

The address dataset and neasurement results are also available at the
same | ocation. Researchers can use 6Travel to reproduce our

measur enents or conduct simlar studies over time to observe changes
in the handling of packets with | Pv6 Extension Headers.
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