Ti me- Vari ant Routing L. Zhang

I nternet-Draft J. Dong
I ntended status: Informational Huawei
Expires: 19 April 2026 M Boucadair

Orange

16 Cctober 2025

Applicability of TVR YANG Data Mbdel s
draft-zdmtvr-applicability-04

Abst ract

Time-Variant Routing (TVR) is a routing systemthat can support the
predi cted topol ogy changes caused by internal or external reasons.
Typi cal use cases include resource preservation networks, operating
ef ficiency networks and dynam c reachability networks. This docunent
provi des exanpl es of how to inplenent the TVR scheduling capabilities
for key use cases. It describes which part of the TVR data nodel is
used and why, and it outlines operational and security considerations
when depl oyi ng TVR-based t echnol ogi es.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Tine-Variant Routing
Working Group mailing list (tvr@etf.org), which is archived at
https://mail archive.ietf.org/arch/ browse/tvr/.

Source for this draft and an issue tracker can be found at
https://github. com zhangl i -abcd/ TVR- Applicability-2.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Zhang, et al. Expires 19 April 2026 [ Page 1]



I nternet-Draft Applicability Statenent

This Internet-Draft will expire on 19 April 2026.

Copyright Notice

Cct ober 2025

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,

and

extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

in effect on the date of publication of this docunent.
as they describe your rights

restrictions with respect to this document. Code Conponents

i ncl ude Revi sed BSD License text as
Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1.
2.
3

Zhang,

P@NHQ@FwOONHQ&ngb&Fj§¢ww&F

NNANN

I ntroduction . .

Conventi ons and Defl ni t| ons . .

Applicability of TVR Yang Mdel . . . .
Applicability of TVR Node YANG l\/bdul e .o
Applicability of TVR Topol ogy YANG Modul e .
.1. Interactions in Centralized Scenario
.2. Interactions in Distributed Scenario
Encodi ng of the YANG Mdel

Management Protocols for TVR

i me Synchronization

NN

.2.1. NTP .
.2.2. SNTP
hedul e Dat abase .

Data Structure .
Schedul e Operations .
erational Considerations
Schedul e Di ssem nation

Schedul e Execution . .

.2.1. Execution of Node Schedule . .
.2.2. Execution of Topol ogy Mdul e Schedul e .
Schedul e Recovery . . .

Error Handling

.4.1. Consi stency Error

curity Considerations . .
Deni al - of - Servi ce (DoS) Attack
Traffic Analysis and Path Predicti on
Activity ldentification and Privacy .

et al. Expires 19 April 2026

Har dwar e- based Ti ne Synchronl zatl on Machanl sm;
Sof t war e- based Ti ne Synchroni zation Protocols .

Spoofi ng and Mani pul ation of Tine Infor rrat| on

OO WWW

RPRRPRRRPRRPRRRRRPRPRRPRRRPRRERRRRERE
OCOONNNNOTUTUORMDMWNNRRRLRO

[ Page 2]



I nternet-Draft Applicability Statenent Cct ober 2025

7.5. Replay Attacks on Tinme-Sensitive Data . . . . . . . . . . 19
7.6. Comprom sed Tine Sources . . . . . . . . . . . . . . . . 19
8. 1ANA Considerations . . . . . . . . . . . . . . . . . . ... 19
9. References . . . P e |
9.1. Normative References T
9.2. Informative References . . . . . . . . . . . . . . . . . 20
Acknowl edgments . . e~ |
Appendi x A: Code Exanples L ... .22
Code Exanples for “Energy- harvestlng VVreIess Sensor
Net wor k” . e e e e 22
Code Exanpl es for "Cbllular hbtmork" 4]
Code Exanples for “Tidal Network” . . . . . . . . . . . . . . . 26
Code Exanples for “hbblle Satellites” . . < |
Code exanples for “Predictable Mving Vessels .. . . . . . . 35
Contributors . . < 1o
Aut hor s’ Addresses < Y 4
1. Introduction

The Tinme-Variant Routing (TVR) Wrking Goup addresses a grow ng need
in nodern network environnents where predictable variations in

topol ogy - such as the restoration, activation, or |oss of network

el ements, are part of normal operations. This approach is essentia
in dynam ¢ networks with nobile nodes, where |links may be frequently
di srupted and re-established due to mobility or in networks with
highly predictable traffic patterns, where |links my be powered down
to conserve or reduce energy.

Thi s docunent provi des exanpl es of inplenenting TVR scheduling
capabilities in identified use cases. It denonstrates the
applicability of the TVR data nodel, nmethods for dissemn nating the
TVR schedul es, and the necessary | ETF ancillary technol ogies for
networ k environnents, such as time synchronization and policy, that
support TVR capabilities.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Applicability of TVR Yang Mde
The TVR data nodel [I-D.ietf-tvr-schedul e-yang] defines the TVR node

YANG nodul e and TVR topol ogy YANG nodul e. This clause discusses the
applicability of these two nodul es separately.
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3.

3.

1.

2

Applicability of TVR Node YANG Mbdul e

As specified in Section 5.2 of [I-D.ietf-tvr-schedul e-yang], nodul e
ietf-tvr-node.yang is a device nodel and designed to manage a single
node with scheduled attributes. It is not necessary in all TVR use
cases.

The applicability of TVR node YANG nodul e depends on whet her changes
in the attributes of network devices are caused by the environnent or
centrally controll ed

*  When the changes are caused by the environment changes (such as
movenent, sunlight changes, and weat her changes) or the devices
t hensel ves deci sions, the network device does not need to get the
managed i nformation through the YANG nodul e. For exanple, when
two nodes’s distance is too far to establish a connection, then
the link is down. Another case is that when the weather is not
good and leading to the |link degradation, then the nodes decide to
di sconnect the link

* \When the changes are caused by the centralized control (such as a
controller, or an orchestrator), the devices thensel ves does not
know when to adjust the attributes. |In this case, the schedul ed
attributes changes should be delivered to the network devices
t hrough TVR node YANG nodul e.

Applicability of TVR Topol ogy YANG Mdul e

As specified in Section 5.3 of [I-D.ietf-tvr-schedul e-yang], nodul e
ietf-tvr-topol ogy.yang describes a network topology with a time-
variant availability schedule. This YANG nodule is al so not
applicable for all TVR use cases.

According to the description of Section 3.1 of
[I-Dietf-tvr-requirenents], the scheduling generation locality and
execution locality my be centralized or distributed.

* \When the schedul es are generated and executed in distributed
manner, which nmeans that each node generates and executes its
specific schedules. In this scenario, the topol ogy YANG nodule is
not necessary, the devices can collect topol ogy schedul es by ot her
means. This scenario is outside of the scope of this docunent.

* \When the schedul es are generated and executed in centralized
manner and within the same device, the topol ogy YANG nodule is
al so not applicable. Therefore, this scenario is also outside of
the scope of this docunent.
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3.

* \When the schedul es are generated and executed in centralized
manner but on different devices. For exanple, the schedule is
generated by the managi ng devi ce, and executed by the network
controller. In this scenario the schedul ed topol ogy changes need
to be sent to the execution device through the topol ogy YANG
nmodul e.  This scenario is called "Centralized Scenario”.

* \When the schedul es are generated in a centralized manner and
executed in a distributed manner, the YANG nodul e needs to be used
to deliver the schedul ed topol ogy changes to the managed devi ce.
This scenario is called "Distributed Scenario”.

2.1. Interactions in Centralized Scenario

In the centralized scenario, the network managi ng devi ce generates
and mai ntai ns schedul es, the routing application is deployed in the
network controller, and the network devices execute the schedul es and
routing results. The follow ng figure shows the conponents of the
centralized scenario.

o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e memo oo +
| Managi ng Devi ce |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeemee e +
I
Topol ogy YANG Modul e Node YANG Modul e(optional)
I I
Fommmo- \[ /- - - + Fommmoo-- \|[ /- +
| Network Controller |---Routing Results-->] Network Devices
g + o e e o s +

Fi gure 1: Conponents of Centralized Scenario

A centralized scenario involves the interaction between the managi ng
device and network controller, the nanagi ng device and network
devi ces, and the controller and network devices.

The managi ng device may need to deliver node-specific schedules to
net wor k devi ces by TVR Schedul e Node YANG modul e Section 5.2 of
[I-D.ietf-tvr-schedul e-yang]. This is optional and only necessary
when the node attribute changes are instructed by the controller. In
the nmeanwhil e, the network devices need to report their own status
data to the managi ng device

The managi ng devi ce needs to deliver the schedul es of network

topol ogy to the network controller by the TVR Network Topol ogy YANG
nmodul e Section 5.3 of [I-D.ietf-tvr-schedul e-yang], so that the
routing application in the controller can consider the inpact of

t opol ogy changes on routes when cal cul ati ng routes.
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The network controller should deliver the route calculation results
to the network devices. The format of the routing results depend on
the protocol s depl oyed (The typical protocols include BG, PCEP
etc.). The routing results for a period in the future could be sent
to the network devices in wall-clock tinme or be packed and sent at
sone special points.

3.2.2. Interactions in Distributed Scenario

In the distributed scenario, the managi ng devi ce generates and
mai ntai ns schedul es, the routing application is deployed in the
net wor k devi ces whi ch al so executes schedul es and route cal cul ation

Topol ogy YANG Mbdul e and
Node YANG Modul e(optional)

ot V[ Jmmmmm e +

Fi gure 2: Conponents of Distributed Scenario

The distributed nodel only involves the interaction between managi ng
devi ces and network devi ces(nmanaged devi ces).

The nmanagi ng device need to deliver network topol ogy schedules to al
the network devices by TVR Network Topol ogy Yang nodul e for route
cal culation. The managi ng device may al so need to deliver node-
specific schedul es to network devices by TVR Schedul e Node YANG
nmodul e, this is optional and only necessary when the node attributes
changes are instructed by the controller. The network devices need
to report their own status data to the nanagi ng devi ce.

3.3. Encoding of the YANG Mde
The TVR data nodel [I-D.ietf-tvr-schedul e-yang] can nanage network
resources and topologies with scheduled attributes. There are
nmodul es defined in the TVR data nodel, these are:
* The “ietf-tvr-schedule” nodule contains the schedule YANG

definitions. This nodul e uses groupings from
[1-D.ietf-netnod-schedul e-yang] data nodel ;
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* The “ietf-tvr-topology” nodule defines a network topology with a
time-variant availability schedul e;

* The “ietf-tvr-node” nodule is to be used to nmanage the schedul ed
attributes of a single node.

To create a schedule, the followi ng TVR data nodel objects and
subsequent branches are used:

* ‘node- schedul e’
* ‘i nterface-schedul e’
* ‘attri but e-schedul e’

A TVR scenari o exanple is provided below, where a wireless link is
shut down for 12 hours, from19:00 to 7amthe next day. The schedul e
is identified using a unique identifier that is conveyed in

‘schedul e-id” , and the recurring schedule can be applied for multiple
days using Coordi nated Universal Tine (UTC). More detail ed exanples
of the json code is provided in this docunments Appendi Xx.
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{
"ietf-tvr-node: node-schedul e": [
{
"node-id": 1234567890,
"node- power - schedul e": {
"power -defaul t":true,
"interface-schedul e":[
{
"name": "W an0",
"defaul t-avail abl e": fal se,
"attribute-schedul e": {
"schedul es": [
{
"schedul e-id":111111,
"recurrence-first":{
"utc-start-tine":"2025-12-01T19: 00: 002",
"duration": 43200
},
"utc-until":"2026-12-01T00: 00: 00Z",
"frequency":"ietf-schedul e:daily",
"interval ": 1,
"attr-value":{
"avail abl e":true
}
}
]
}
}
]
}
]
}

The nethods for dissem nating and propagating the generated schedul es
are discussed in the follow ng subsections.

3.4. Managenent Protocols for TVR

The TVR data nodel is designed to be accessed via YANG based
managenent protocols such as NETCONF [ RFC6241], RESTCONF [ RFC8040]
and CORECONF[I|-D.ietf-core-com-19]. This section discusses the
applicability of these protocols for configuring tine-variant network
resources using the TVR YANG dat a nodel s.

NETCONF provi des a robust nechani smfor nmanagi ng conpl ex network

configurations, particularly when transactional integrity and
operational consistency are required. |Its ability to execute atonic
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transactions ensures that schedules involving multiple resources are
applied fully, preventing partial updates that could lead to
configuration inconsistencies. This feature is inportant for tine-
sensitive scheduling in TVR environnents. Additionally, NETCONF
supports the validation of configurations prior to conmtnent,

all owi ng operators to verify the correctness of schedul es before they
are applied. It also includes rollback capabilities, such as
restoring a previous configuration during scheduling errors.

In contrast, RESTCONF offers a sinpler, statel ess nmethod for
interacting with network devices, nmaking it suitable for use cases
requiring lightweight, rapid configuration. RESTCONF utilizes a
RESTful interface over HTTP, providing a streamined approach to
networ k configurati on and managenent. Therefore, RESTCONF may be
advant ageous in scenarios where quick adjustments to schedul es are
needed or where integration with web-based or cloud-native systens is
a priority.

CORECONF provides a |ightweight, stateless nethod for nanagi ng smal |
net wor k devi ces where saving bytes to transport a message is very

i mportant. CORECONF uses CoAP[ RFC7252] methods to access structured
data defined in YANG which is a conplenmentary to RESTCONF. Contrary
to RESTCONF, CORECONF many desi gn decisions are notivated by the
savi ng of bytes. Therefore, CORECONF is advantageous in networks
with constrai ned devices and very limted transm ssi on bandw dt h,
especially in IoT devices that already depl oyed CoAP.

Dependi ng on the type of node in the TVR network, NETCONF woul d be
the preferred protocol for large-scale, critical scheduling
operations requiring validation and roll back nmechanisns. For
smal | er-scal e or isolated scheduling tasks, RESTCONF provi des an
efficient and straightforward option without the need for the
transacti onal features offered by NETCONF. CORECONF is preferred in
resource constrai ned 1 oT networks where saving nessage bytes is a
priority. The choice of protocol to use with the TVR YANG nodel
shoul d be driven by the specific requirenents of the network
environnment and the conplexity of the scheduling tasks involved.

The security aspects of these nmanagement protocols, including their

strengths and weaknesses, are discussed further in Section 7 of this
docunent .
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4. Tinme Synchronization

Ti me Synchronization is fundanmental for ensuring that TVR nechani sns,
whi ch depend on highly accurate timng, function as intended across
an entire network. Msalignment in tine could |lead to serious
routing issues, including inefficiency in path forwarding,
instability in routing tables, and traffic outages.

Ti me Synchroni zati on mechani sms will be used to ensure:
* Coordination of Planned Network Events;

* Verification of TVR Data Mddel Tinme Stanps

* Accurate Scheduling of Paths;

* Fault Tol erance.

Different time-variant scenarios may require different granularities
of time synchronization. For exanple, the period of traffic and
topol ogy changes in tidal networks is usually a day or week.
Therefore, a second-level time synchronization is enough. However,
for the dynamic reachability scenarios, a fine-granularity tine
synchroni zati on may be necessary, as the nodes may noving very fast
in some cases (the noving speed of a low earth orbit satellite is
more than 7900 nis)

Exi sting clock synchronization protocols can be classified into
har dwar e- based protocols and software-based protocols.

Har dwar e- based protocols often rely on dedicated hardware to ensure
cl ock synchronization, such as Satellite Based Timng Service (SBTS)
and Precision Tinme Protocol (PTP). The SBTS includes but not linited
to d obal Position System (GPS), Bei Dou Navigation Satellite
System(BDS), G obal Navigation Satellite Systen{GLONASS), and Galil eo
satellite navigation system Software-based protocols, on the other
hand, synchronize cl ocks through software packages running on
systens, such as Network Tine Protocol (NTP) [RFC5905] and Sinple

Net wor k Ti ne Protocol (SNTP) [RFC4330].

The security aspects of tinme synchronizati on nechanisns are di scussed
further in Section 7 of this docunent.
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4.1. Hardware-based Time Synchronizati on Mechani sns

Har dwar e- based protocols typically have hi gher precision and
stability, but also have higher cost due to the dedicated hardware.
SBTS and PTP are the typical hardware-based tine synchronization
mechani sns.

SBTS provides a precise time synchronization service based on the
signals transmitted by the satellites. SBTS can realize the mcro-
second | evel time synchronization anong the devices installed with
SBTS revi ver hardware

PTP is a network protocol that conplies with the | EEE 1588 standard
and is used to inplement high-precision time synchronization between
networ k nodes. PTP inplenents tine synchronization by transmtting
synchroni zati on nessages between master and sl ave devices. Based on
the hardware tinmestanp, the precision of tinme synchronization is nuch
hi gher than that of NTP, and can reach the sub-microsecond | evel or
even tens of nanoseconds. Wen deploying PTP in TVR networks, the
managi ng devi ces shoul d be the master and the network devices and
controll er should be the slaves which get time fromthe naster

Bot h SBTS and PTP can realize micro-second |evel tine
synchroni zati on. Depending on the features of TVR network, the SBTS
woul d be the preferred nmechanisns for |arge-scale, high dynanic and
open-air networks, especially networks with unreliable links as it
does not require network Iinks to exchange tine information. For the
smal | -scal e networks with stable Iinks but have high-precision tine
synchroni zati on requirenents, the PTP is nmuch preferred

4.2. Software-based Time Synchronization Protocols

Sof t war e- based protocols are sinple and applicable to comon hardware
devi ces, but have | ower precision (For exanple, the NTP can realize
the synchroni zation at tens of milliseconds |evel).

4.2.1. NTP

NTP uses a hierarchical structure of tine sources. Each |evel of
this hierarchy is ternmed a stratum Generally, an NTP server
synchroni zed to an authoritative clock runs at stratum1. Such NTP
server functions as the primary tinme server to provide clock
synchroni zation for other devices on the network. Stratum 2 servers
obtain time fromstratum 1l servers, stratum 3 servers obtain tine
fromstratum 2 servers, and so on
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In TVR use cases, the managi ng device functions as a | evel -1 NTP
server and synchronized to an authoritative clock source. The
network controller and network devices behave as clients to obtain
accurate tine fromthe nmanagi ng device. Figure 3 shows an NTP
depl oynent scenario for obtaining clock froma GPS cl ock source.

Fom e e e e e oo o +
| GPS dock Source |
o e e e +
I
R LN e +
Stratum 1 Managi ng Devi ce
o m m e e e e e e e e e e e e e e e e eo— oo - +
I I
I I
I I
e N + e \[/-------- +
Stratum 2 | Network Controller | | Network Devices |
o + o e e e oo +

Figure 3: Depl oyment Case of NIP in Tidal Networks

NTP is preferred in large-scale networks with reliable Iinks and
| ong-term changes, which dose not require a high-precision tine
synchroni zati on.

4.2.2. SNTP
SNTP is a subset of the NTP used to synchroni ze conputer clocks in
the Internet. It sinplifies the conplex NTP synchronization function
and has | ower clock precision, but the synchronization precision
still can be guarded under seconds. SNTP is also preferred in |arge-
scale networks with reliable links, |ong-termchanges, and | oose
synchroni zation precision. 1In addition, it is nore suitable for

networks with limted resources than NTP.
5. Schedul e Dat abase
The schedul e database is used to store and nai ntai n schedul es, the

dat abase nay be depl oyed on a nanagi ng devi ce and managed devi ces
based on requirenents.
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The source of the schedul e database may be diversified, for exanple,
configuration froman adm ni strator or YANG nodel fromthe managenent
interface. The schedule entries of different databases may be
different, but the content of the sane schedule entry in the schedul e
dat abases of different devices in the same donain nust be consistent.
There are at |least two ways to nmake the content of the same schedul e
entry in different schedul e dat abases consistent:

* Al the schedule entries are generated at a specific device;

* Schedule entries are generated at different devices, but there is
a synchroni zati on mechani smto synchroni ze the schedul e dat abases
anong devi ces.

Option 1 is sinplest and easy to inmplenent. In a tinme-variant
dommi n, the managi ng device may receive scheduling requests and
generate all schedule entries. Then the schedule entries are
delivered to the necessary network devices in the domain through the
TVR YANG nodel

Option 2 relies on adverti senent nechani sns (such as routing
techni ques) to advertise the scheduling data generated by itself to
ot her devices. This could be achi eved using extensions to existing
routi ng schemes and techni ques.
These options will be discussed with the TVR Wirking G oup, and
agreed approaches will be docunented in future versions of this
Internet Draft.

5.1. Data Structure
[I-D.ietf-tvr-schedul e-yang] defines a TVR Node and TVR Topol ogy YANG
modul es.  The Node YANG nodul e incl udes node power schedul es and
interface schedul es. The Topol ogy YANG nodul e incl udes node
schedul es and |ink schedul es.

Based on the preceding four schedul e types, the schedul e dat abase
shoul d contain four types of schedule entries in different formats:

*  Node power schedul e entry;
* |Interface schedul e entry;
* Node schedul e entry;

* Link schedul e entry;
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The detailed format and fields of different types of schedule entries
could reference to the definitions of the correspondi ng YANG nodul es.

5.2. Schedul e Operations

This section provides general requirenents for using the TVR
schedul es.

The schedul e dat abase shoul d support the add, update, and delete
operati ons.

When addi ng or updating a schedule entry, the execution node needs to
check whether resource conflicts exist between the current schedul e
and existing schedules. |If a conflict exists, the operation should
be fail ed.

Schedul es are updated and del eted based on schedule IDs. Therefore,
schedul e IDs nmust be unique in a tine-variant domain. This can be
handl ed, e.g., by a dedicated allocation agent within the tine-

vari ant domai n.

6. Operational Considerations

Several operational considerations exist when using TVR techni ques
and data nodels in a network. This section provides sonme high-Ievel
observations and nore detail ed sub-sections for specific
consideration related to schedul e di ssem nati on, execution, and
recovery in case of failure to apply a schedule or partial change

* Coordi nated Network Events: TVR often coordinates routing changes
anticipating events like predictable lowtraffic periods or link
downtines (e.g., schedul ed mai ntenance or traffic demand).

* Accurate Scheduling of Paths: TVR schedul es capabl e routers and
networ k nodes will dynanically adjust forwardi ng paths based on
pl anned changes in link availability or network conditions.

* Time-Stanped Data Models: TVR will require the use tine-stanped
data nodels (e.g., schedules for link changes or availability
wi ndows) to nmake interface managenent decisions. This ensures
that all TVR nodes interpret the timng of events consistently and
i mpl ement tine-based policies correctly.
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Therefore, network time accuracy and tinme-stanped data nodels are
critical to ensure that coordi nated network events and schedul ed path
deci sions across the network are based on a consistent tinme
reference. Wthout accurate time sync, nodes could apply different
schedul es, causing routing inconsistencies, path flapping, or packet

| 0ss.

Since the all the schedul es are generated by the nanagi ng devices, it
is necessary to make sure that the managi ng devi ce and managed
devices within a schedul e dom an Section 2.1.1 of
[I-Dietf-tvr-requirenents] are synchronized with the sane tine
source. It ensures they have the same notion of when that is.

6.1. Schedul e D sseni nation

when distributing schedules, the follow ng problens should be
consi der ed:

* The managed devi ces that receives a schedul e should have the
ability to execute the schedule. |If the device does not support
schedul e execution, it must ignore it on receipt.

* The distributing of a schedule should be earlier than the earliest
start time of the schedule, this ensures that the managed device
has enough tine to execute this schedul e.

6. 2. Schedul e Execution

Schedul e execution neans that a conponent (e.g., device) undertakes
an action (e.g., allocates and deall ocates resources) at specified
time points. The schedul e execution of Node Mydul e and Topol ogy
Modul e shoul d be consi dered separately.

6.2.1. Execution of Node Schedul e
Node schedul e execution indicates a node to change its node/
interfaces availability/power up and down, and other attributes
directly or by conmands.
when executing a node schedul e, the schedul e executor should
undertake an action at specified tinme points as indicated in the
schedul e.

6.2.2. Execution of Topol ogy Mbdul e Schedul e

Topol ogy schedul e execution nmeans a node take sone neasures before or
upon the schedul ed topol ogy changes.
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The schedul e executor shoul d understand the consequences of the
schedul e execution. The addition and del etion of the topol ogy need
to be considered separately.

A link coming up or a node joining a topology should not have any
functional change until the change is proven to be fully operational
The routing paths may be pre-conmputed but should not be installed
before all the topol ogy changes are confirmed to be operational. The
benefits of this pre-conputation appear to be very small. The
network may choose to not do any pre-installation or pre-conputation
in reaction to topological additions at a small cost of sone
operational efficiency.

Topol ogi cal deletions are an entirely different matter. |If a link or
node is to be renoved fromthe topol ogy, then the network shoul d act
before the anticipated change to route traffic around the expected
topol ogi cal change. Specifically, at sone point before the planned
t opol ogy change, the routing paths should be pre-conputed and
installed before the topol ogy change takes place. The required tine
to perform such planned action will vary depending on the exact
networ k and configuration. Wen using an | GP or other distributed
routing protocols, the affected links may be set to a high netric to
direct traffic to alternate paths. This type of change does require
sonme time to propagate through the network, so the netric change
should be initiated far enough in advance that the network converges
before the actual topol ogical change

In addition to the addition and del eting of topology, a schedule may
indicate the attributes change of sone |inks, such as bandw dth and

delay. |If an attribute changes better (such as |atency decrease and
bandwi dt h i ncrease), then the executer should take actions later or
until the topol ogy change is proven to be fully operational. If an

attribute changes worse (such as | atency increase and bandwi dth
decrease), then the node should react to it before the change take
pl ace.

6.3. Schedul e Recovery

Schedul e recovery nmeans when a node lost its specific schedul e data,
it should be able to recover these schedul e data. Typical scenarios
include data | oss due to device restart, disconnection from nmanagi ng
devices and failure to receive new schedules for a long tine. In

t hese scenarios, once the connection between the nanaged devi ce and
the managi ng device is established again, the managi ng devi ce needs
to re-distribute all schedules that start tine is later than the
current nmonent to the nanaged device after tine synchronization is
fini shed.
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6.4. FError Handling
6.4.1. Consistency Error

Consi stency error nmeans that some tinme paraneters conflict with other
time paranmeters in the same schedule or in other schedul es.

* |If the time paraneters of a schedule conflict with each other, for
exanpl e, the period-start bigger than period-end, the duration is
| onger than the product of frequency and interval, or the duration
is longer than utc-until, then the schedul e should be di scarded
and an error should be returned to the managed devi ce.

* |f there is a conflict between schedules with different schedul e
I Ds, for exanple, schedulel indicates that interface B is closed
at tinme A but schedule2 indicates that interface B is open at
time A then all conflicting schedul es shoul d be discarded and an
error should be returned to the managed device. |If two schedul es
have the same schedule ID, then it is considered as a update of
the former schedul e.

Editor’s Note: nulti-nanager scenarios need to be considered.
7. Security Considerations

The integration of time-variant nmechanisns in network operations
presents distinct security challenges that require thorough analysis
to safeguard the network’ s integrity, availability, and
confidentiality. Networks that rely on tine-sensitive data for
routing and forwardi ng decisions are particularly susceptible to
attacks that exploit timng dependenci es.

The "Security Considerations"” section of [I-D.ietf-tvr-requirenents]
outlines various threat vectors and categories specific to tine-
variant environments.

7.1. Denial-of-Service (DoS) Attack

In a time-variant network, malicious actors could attack the network
by disrupting or manipulating the time synchronization process. For
exanpl e, an attacker could intentionally delay or corrupt tine
signal s exchanged within the network, leading to routing errors and
wi despread deni al - of -servi ce (DoS) attacks.
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This kind of attack could be mitigated by the redundancy tine
synchroni zati on mechani sns, for exanple, multiple NTP sources or
multiple time synchroni zation protocols could be deployed in a TVR
network. The network devices could guarantee the correctness of the
time by checking whether the tinme signals fromdifferent sources or
pr ot ocol s.

In addition, the identification authentication is also an inportant
way to protect the tine signals being tanpered by attackers. Some

security extensions for tinme synchronization protocols (such as NTS
(Network Tinme Security)) are recomended to be applied.

7.2. Traffic Analysis and Path Prediction

In a time-variant network, if time information is not adequately
protected, attackers could conduct traffic analysis to infer routing
deci sions, network | oad, or usage patterns. The schedule ability
coul d enabl e attackers to launch highly targeted attacks, such as
sel ectively overloading certain links or intercepting sensitive
communi cati ons.

This kind of attack could be mitigated by the encryption of schedul es
and the authentication of managi ng devices. For the networks using
NETCONF t o deliver schedul es, NETCONF over TLS[ RFC7589] is
recommended to achi eve the bidirectional authentication and
encryption of YANG nodel data. RESTCONF supports TLS originally, so
it can be depl oyed wi thout additional configurations or

nmodi fi cati ons.

In addition, in time variant networks with centralized
scenarioSection 3.2.1, the encryption of routing path information is
al so necessary to avoid the fake routing information. Considering
the nmost typical protocols used to deliver the routing path

i nformati on between controller and network devices are BGP and PCEP
and both are based on TCP. Therefore, the TLS is reconmended to be
applied for the conservation.

7.3. Activity ldentification and Privacy
In certain scenarios, precise tinme informati on exchanged within the
network could be correlated with specific user or device behavior,

i nadvertently revealing private information.

This risk could also be mtigated by the solutions nentioned in
Section 7. 3.
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4. Spoofing and Manipul ation of Time Information

In a time-variant network, if an attacker were to inject false or
mani pul ated tinme data into the network, it could cause routers and
devices to nmake incorrect decisions, potentially leading to traffic
m srouting, network partitions, or inefficient use of resources.

This risk could also be mtigated by the solutions nentioned in
Section 7.1.

5. Replay Attacks on Tine-Sensitive Data

Ti me-vari ant network data and schedul es updates nay be susceptible to
replay attacks, which could cause network devices to act on outdated
information, |eading to inconsistent routing decisions, msaligned
schedul es, or security gaps. In particular, attackers could exploit
replay attacks to force devices into outdated configurations or
interfere with the synchronization of schedul es across the network.

This kind of attack could be mtigated by encrypting time signals,
schedul es and routing path data, and adding a uni que nunber to the
encrypted section of a packet. This has been inplenented in existing
protocols, for exanple, the NTS supports unique identifier extension
field (EF) containing a random nunber, the TLS supports Message

Aut henti cati on Code generated from sequence nunber.

6. Conpronised Time Sources

The reliance on external tine sources for synchronization purposes
presents a potential attack surface for tinme-variant networks. |[If a
trusted time source, such as a GPS signal or an NTP server, is
comprom sed, the attacker could feed erroneous time information to
the entire network, disrupting its operation

This kind of attack could be mitigated by the solutions nentioned in
Section 7. 1.

I ANA Consi derati ons
Thi s docunment has no | ANA acti ons.
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Code Exanples for “Energy-harvesting Wrel ess Sensor Network”

As described in Section 2.3 of [RFC9657], in an energy-harvesting

wi rel ess sensor network, nodes rely exclusively on environnental
sources for power, such as solar panels. On-board power |evels may
fluctuate based on various factors. This exanple assunes that a node
will only power its radi o when avail abl e power is over sone
threshold. 1In this scenario, the TVR Node Yang Mdydul e i s not
appl i cable, since the node attributes changes are caused by the
environnment, not by the instructions from managi ng device. The TVR
Topol ogy Yang Mddul e may be necessary to convey the schedul e of

t opol ogy changes to all the nodes.

Consi dering a topology with three nodes, the connectivity of this

t hr ee- node networks changes over tinme and repeats daily. The
detail ed change information is shown in Figure 4. The |link between
nodel and node2 is powered on at 8:00 and powered off at 11:00. The
Iink between node2 and node3 is powered on at 11:00 and powered off
at 16: 00.

N + N + N +
8:00 | Node 1 |-------- | Node 2 | | Node 3 |
oo + oo + oo +
. + . + . +
11:00 | Node 1 | | Node 2 |[-------- | Node 3 |
. + . + . +
oo + oo + oo +
16:00 | Node 1 | | Node 2 | | Node 3 |
o mme oo + o mme oo + o mme oo +

Figure 4: An exanpl e of topol ogy connectivity of Energy-
harvesting Wrel ess Sensor Network

The corresponding json exanple is shown in Figure 5.

{
"ietf-tvr-topol ogy: topol ogy-schedul e": {
"nodes": |
{

"node-id": "192.168.0.1",

"avail able": {
"def aul t - node-avai |l abl e": true,
"schedul es": []
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"node-id": "192.168.0.2",

"avail able": {
"def aul t - node-avai |l abl e": true,
"schedul es": []

}
}s
{
"node-id": "192.168.0.3",
"avail able": {
"defaul t-node-avail abl e": true,
"schedul es": []
}
}
],
"links": [
{
"source-node": "192.168.0.1",
"source-link-id": "link1l",
"avail able": {
"schedul es": |
{
"schedul e-id": 1,
"recurrence-first": {
"start-tinme-utc": "2026-01-01T08: 00: 00Z",
"duration": 10800
b,
"utc-until": "2027-01-01TO00: 00: 00Z",
"frequency": "ietf-schedul e:daily",
"attr-value": {
"l'i nk-avail abl e": true
}
}
],
"default-link-available": fal se
}
}s
{

"sour ce-node": "192.168.0.2",
"source-link-id": "link1",
"avail able": {

"schedul es": |

{
"schedul e-id": 2,
"recurrence-first": {
"start-tinme-utc": "2026-01-01T08: 00: 002",

"duration": 10800

} b
"utc-until": "2027-01-01T00: 00: 00Z",
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"frequency": "ietf-schedul e:daily",
"attr-value": {
"link-available": true

}
}
1,
"default-1ink-avail able": false
}
b,
{
"source-node": "192.168.0.2",
"source-link-id": "link2",
"avail able": {
"schedul es": |
{
"schedul e-id": 3,
"recurrence-first": {
"start-tinme-utc": "2026-01-01T11: 00: 00Z",
"duration": 18000
b,
"utc-until": "2027-01-01T00: 00: 00Z",
"frequency": "ietf-schedul e:daily",
"attr-value": {
"l'i nk-avail abl e": true
}
}
],
"default-1ink-avail able": false
}
b,
{

"sour ce-node": "192.168.0.3",
"source-link-id": "link1",
"avail able": {

"schedul es": |

{
"schedul e-id": 4,
"recurrence-first": {
"start-time-utc": "2026-01-01T11: 00: 00Z",
“duration": 18000
},
"utc-until": "2027-01-01T00: 00: 00Z",
"frequency": "ietf-schedul e:daily",
"attr-value": {
"l'ink-avail able": true
}
}
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"default-link-avail able": fal se

Figure 5: Json code of topol ogy schedul e for Energy-harvesting
Wrel ess Sensor Network

Code Exanples for "Cellular Network"

As described in Section 3.3 of [RFC9657], the "Cellular Network" is a
net wor k where the nodes operating over cellular connections that
charge both peak and off-peak data rates. 1In this case, individua
nodes may be allocated a fixed set of "peak" mnutes such that
exceedi ng that anmobunt of tine results in expensive overage charges.
As a result, links are just available at specific "peak" mnutes. In
this scenario, both the TVR node YANG nodul e and TVR topol ogy YANG
modul e are applicable to nanage the state of node interfaces and
deliver the predicted topol ogy changes to each node.

Consi dering a topology with three nodes, the connectivity variation
of it is shown in Figure 4. Taking the nodel as an exanple, the
correspondi ng node YANG nodul e json code for nodel is shown in
Figure 6
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{
"ietf-tvr-node: node-schedul e": {
"node-id": "192.168.0.1",
"node- power - schedul e": {
"power -defaul t": true,
"schedul es": []
"interface-schedul e": {
"interfaces": [
"name": "interfacel",
"defaul t-avail abl e": false,
"schedul es": |
"schedul e-id": 100,
"recurrence-first":
"start-time-utc": "2026-01-01T08: 00: 00Z",
“duration": 10800
},
"utc-until": "2027-01-01T00: 00: 00Z",
"frequency": "ietf-schedul e:daily",
"attr-value": {
"avail able": true
}
]
]
}
}
}

Figure 6: TVR node YANG nodul e json code of nodel

The correspondi ng topol ogy yang nodul e json code is the sane as
Figure 5

Code Exanples for “Tidal Network”

As described in Section 3.4 of [RFC9657], the "Tidal Network" is a
network where traffic vol ume undergoes significant fluctuations at
different times. |In the context of a tidal network scenario, energy-
savi ng nmet hods may include the deactivation of some or all conponents
of network nodes as planned. In this scenario, both the TVR node
YANG nodul e and TVR topol ogy YANG nodul e are applicable to nmanage the
state of node (interfaces) and deliver the predicted topol ogy changes
to each node. Figure 7 shows a tidal network topol ogy with 4 nodes.
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+----+ +----+ +----+ +----+
| NL |-------- L1-------- | N2 | | NL |--------- Ll--------- | N2
+----+ +----+ +----+ +----+
|\ I I I
I \ / I I I
I \ / I I I
| L6 L5 | | |
L2 \/ L3 L2 L3
I I\ I I I
I / \ I I I
I / \ I I I
(I Vo I I
+----+ +----+ +----+ +----+
| N3 |-------- L4-------- | N4 | | N3 |--------- L4---------- | N4 |
+----+ +----+ +----+ +----+
Topol ogyl (8:00-23: 00 everyday) Topol ogy 2(23:00-23:59 and 00: 00-08: 00 everyday)

Figure 7: An exanpl e topol ogy of Tidal Network

Taki ng the node N1 as an exanpl e, assuming the node-ids of N1, N2,
N3, NV are 192.168.0.1, 192.168.0.2, 192.168.0.3, and 192. 168. 0. 4.
The correspondi ng node YANG nodul e json code for it is shown in
Figure 8

Zhang, et al. Expires 19 April 2026 [ Page 27]



2025

re 9

Internet-Draft Applicability Statenent Cct ober
{
"ietf-tvr-node: node-schedul e": {
"node-id": "192.168.0.1",
"node- power - schedul e": {
"power -defaul t": true,
"schedul es": []
"interface-schedul e": {
"interfaces": [
"nanme": "interface2",
"defaul t-avail abl e": fal se,
"schedul es": |
"schedul e-id": 100,
"recurrence-first":
"start-tinme-utc": "2026-01-01T08: 00: 00Z",
"duration": 54000
b
"utc-until": "2027-01-01T00: 00: 00Z",
"frequency": "ietf-schedul e:daily",
"attr-value": {
"avail abl e": true
}
]
]
}
}
}
Figure 8: TVR node YANG nodul e json code of node N1
The correspondi ng topol ogy YANG nodul e json code is shown in Figu
{
"ietf-tvr-topol ogy:topol ogy-schedul e": {
"nodes": |
{

"node-id": "192.168.0.1",

"avail able": {
"def aul t - node- avai l abl e": true,
"schedul es": []

"node-id": "192.168.0.2",

"avail able": {
"defaul t - node-avail abl e": true,
"schedul es": []
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b,
{
"node-id": "192.168.0.3",
"avail able": {
"def aul t - node- avai | abl e": true,
"schedul es": []
}
b,
{
"node-id": "192.168.0.4",
"avail able": {
"def aul t - node- avai | abl e": true,
"schedul es": []
}
}
1.
"l'inks": [
{
"source-node": "192.168.0.1",
"source-link-id": "link2",
"avail able": {
"schedul es": |
{
"schedul e-id": 100,
"recurrence-first":
"start-tinme-utc": "2026-01-01T08: 00: 00Z",
"duration": 54000
b,
"utc-until": "2027-01-01T00: 00: 00Z",
"frequency": "ietf-schedul e:daily",
"attr-value": {
"link-avail abl e": true
}
}
1,
"default-1ink-avail able": false
}
b,
{

"sour ce-node": "192.168.0.2",
"source-link-id": "link2",
"avail abl e": {

"schedul es": [

"schedul e-i d": 200,
"recurrence-first": {
"start-tinme-utc": "2026-01-01T08: 00: 00Z",

"duration": 54000
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} ’
"utc-until": "2027-01-01T00: 00: 00Z",

"frequency": "ietf-schedul e:daily",
"attr-value": {
"l'ink-available": true

}
}
],
"default-link-avail able": fal se
}
b,
{
"source-node": "192.168.0. 3",
"source-link-id": "link2",
"avail able": {
"schedul es": |
{
"schedul e-id": 300,
"recurrence-first": {
"start-tinme-utc": "2026-01-01T08: 00: 00Z",
"duration": 54000
b,
"utc-until": "2027-01-01T00: 00: 00Z",
"frequency": "ietf-schedul e:daily",
"attr-value": {
"link-avail abl e": true
}
}
1,
"default-1ink-avail able": false
}
b,
{

"source-node": "192.168.0.4",
"source-link-id": "link2",
"avail able": {
"schedul es": [
{
"schedul e-i d": 400,
"recurrence-first": {
"start-tinme-utc": "2026-01-01T08: 00: 00Z",
"duration": 54000
b,
"utc-until": "2027-01-01T00: 00: 00Z",
"frequency": "ietf-schedul e:daily",
"attr-value": {
"l'i nk-avail abl e": true
}
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}
]

"default-link-avail able": fal se

Figure 9: Json code of topol ogy schedule for Tidal Network
Code Exanples for “Mobile Satellites”

As described in Section 4.3 of [RFC9657], the "Mbile Satellites”
generally refers to the Low Earth Orbit(LEO network, which includes
hundreds to thousands of spacecrafts that can communicate both with
their orbital neighbors as well as down to any ground station that

t hey happen to be passing over. The connection between the
spacecrafts and the ground station depend on the flight trajectories
of the spacecrafts, so the |ink changes between themis predictable.

Section 4.3 of [RFC9657] introduces a scenario with 3 spacecrafts and
1 ground station. The changes of topology are shown in Figure 10.
The ground station connects to spacecraft N3 at tinme t1, connects to
N2 at tine t2, and connects to N1 at time t3. The duration of the
connecti on depends on the satellite altitude and the el evati on angl e.
According to Section 2.1 of [I-D.lj-rtg-sat-routing-consideration],
for the spacecrafts at the 500km altitude, and the connection between
the spacecraft and ground station can keep for 7 mnutes.
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Figure 10: An exanple topology for Mbile Satellites

In this scenario, the TVR topol ogy YANG nodule is applicable to
deliver the predicted topol ogy changes to each node. However, the
TVR node YANG nodul e is not applicable, this depends on whether the
Iink changes are controlled by satellites thensel ves or by the
managi ng device. Here, we provide the json codes for TVR topol ogy
YANG nodul e and node YANG nodul e as a reference.

Taki ng the spacecraft N1 as an exanple, assunming the tine tlis

10: 00: 00 1 July 2025 and the node-ids of N1, N2, N3, and ground
station is 192.168.0.1, 192.168.0.2, 192.168.0.3, and 192.168.0.4.,
then the correspondi ng node YANG nodul e json code for it is shown in
Figure 11.
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"ietf-tvr-node: node-schedul e": {

"node-id": "192.168.0.1",

"node- power - schedul e": {
"power -defaul t": true,
"schedul es": []

"interface-schedul e": {
"interfaces": [

Cct ober 2025

"nanme": "satellite2ground-interface",
"defaul t-avail able": fal se,

"schedul es": |
"schedul e-id": 100,

"period-start": "2025-07-01T10: 00: 00Z",

"duration": 420,
"attr-value": {

}

"avail abl e": true

Figure 11: TVR node YANG nodul e json code of spacecraft Nl

Assuming that tine t1 is 10:00:00 1 July 2025,

July 2025, and tinme t3 is 10:20:00 1 July 2025,

time t2 is 10:10:00 1

then the

correspondi ng topol ogy YANG nodul e json code is shown in Figure 12

{

"ietf-tvr-topol ogy:topol ogy-schedul e": {
"nodes": [

Zhang, et al.

{
"node-id": "192.168.0.1",

"avail abl e": {
"def aul t - node- avai |l abl e":
"schedul es": []

}
b,
{
"node-id": "192.168.0.2",
"avail able": {
"def aul t - node- avai |l abl e":
"schedul es": []
}
}s
{

Expires 19 April 2026
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"node-id": "192.168.0.3",
"avail able": {
"def aul t - node- avai | abl e":
"schedul es": []

Cct ober

true,

true,

2025

"period-start": "2025-07-01T10: 00: 00Z",

true

fal se

}
}s
{
"node-id": "192.168.0. 4",
"avail able": {
"def aul t - node- avai | abl e":
"schedul es": []
}
}
],
"links": [
{
"source-node": "192.168.0. 3",
"source-link-id": "gs-link",
"avail able": {
"schedul es": |
{
"schedul e-id": 100,
"duration": 420,
"attr-value": {
"avail abl e":
}
}
1,
"defaul t-1ink-avail abl e":
}
b,
{

"source-node": "192.168.0.2",
"source-link-id": "gs-link",
"avail abl e": {

"schedul es": [

{
"schedul e-i d": 200,
"period-start": "2025-07-01T10: 10: 00Z",
"duration": 420,
"attr-value": {
"avail abl e": true
}
}
1.
"default-1ink-avail able": false
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b,
{
"sour ce-node": "192.168.0.1",
"source-link-id": "gs-link",
"avail able": {
"schedul es": |
{
"schedul e-i d": 300,
"period-start": "2025-07-01T10: 20: 002",
"duration": 420,
"attr-value": {
"avail abl e": true
}
}
],
"default-1ink-avail able": false
}
}

Figure 12: Json code of topology schedule for Mbile Satellites
Code exanples for “Predictable Myving Vessels”

As described in Section 4.4 of [RFC9657], the "Predictabl e Mving
Vessel s" involves the novenent of vessels with predictable
trajectories, such as ferries or planes. These endpoints often rely
on a conbination of satellite and terrestrial systens for I|nternet
connectivity. Consider a scenario where a vessel uses satellites to
access the Internet, including a ship and three satellites. As the
satellite and the vessel nove, the vessel establishes connections
with the satellites N1, N2, and N3 at t1, t2, and t3 respectively.

It is assuned that each connection lasts for 1 mnutes. The changes
of topology are shown in Figure 13.
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