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Abstract

A Network Digital Twin is a virtual representation of a real network,
which is nmeant to be used by a managenent systemto anal yze,

di agnose, emul ate, and then control the real network based on data,
nodel s, and interfaces. The construction and state update of a
Network Digital Twin requires obtaining real-tine information of the
physical network it represents (i.e., telemetry data). This docunent
ains to describe the data collection requirenents and provi de data
collection nethods or tools to build the data repository for building
and updating a network digital twn.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 30 August 2026.
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1. Introduction

Wth the depl oynent of Internet of Things (10oT), cloud conputing and
data center, etc., the scale of the current network is expanded
gradual ly. However, the increase of network scale also |l eads to an
increase in the conplexity of the current network, and it induces
plenty of problems. |In order to inprove the autonony ability of
networ k and reduce potential negative effects on physical and virtua
net wor ks, we consi der that an endogenous intelligent and aut ononous
network architecture which achi eves self-optimzation and decision is
i ndi spensable (in general, self-managenent and self-operation). The
digital twin technol ogy addresses the challenge of building self-
management systens because it can optim ze and validate policies
through real -time and interactive mapping with physical entities
[I-Dirtf-nnrg-network-digital-tw n-arch]

Data is the cornerstone required for constructing a digital twin for
a network, nanely a Network Digital Twin (NDT). 1In the face of large
network scale, data collection, storage and nmanagenent are faced with
great challenges. So, data collection methods and tools shoul d neet
the requirenents of target-driven, diversity, |ightweight and
efficiency, while being open and standardi zed. Anong all the
requirenents, achieving a |ightweight and efficient data collection
method is of the nost inportance. |If the full-data collection nethod
i s adopted, huge storage space and bandwi dth resource are needed,
especially for conplex scenarios that require real-tine data and
traffic frommulti-source and het erogeneous devices. Therefore, it
is extrenely inportant to agree on |ightweight and efficient data

col l ection, aggregation, and correlation nmethods, toward building the
transm ssion of nmonitoring information (telemetry data), processing,
and storage required to build an effective NDT system

Thi s docunent ainms to describe the data collection requirenents and
propose efficient data collection nmethods or tools to build the data
repository for network digital twn.
2. Definitions and Acronyns
PN: Physi cal Network
I MC: Instruction Managenent Center
DSC. Data Storage Center
NDT: Network Digital Twn

TSE: Tel enetry Streani ng El enent
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RDF: Resource Description Franmework

CEP: Conpl ex Event Processing
3. Data Collection Requirenents for Network Digital Twin
3.1. Target-driven and On-demand Col |l ection

The nonitoring data of a network is the basis to build an NDT system
Such data is collected fromphysical and virtual networks. It
includes, but is not limted to, the follow ng types:

* Provisional and operational status of physical or virtual devices,
as well as the network topology with all network el ements.

* Configuration data that is required to transforma network system
fromits initial default state into its current state.

* Running status of physical, logical, or virtual ports and I|inks.
* Logs and events records of all the network el ements.

* Statistics (packet loss, traffic throughput, |atency, etc.) of
fl ows and ports.

* Various data regardi ng users and servi ces.
* Life-cycle operation data of all network el enents.
* Al above data in time series.

The collection of the nonitoring information froma network required
for maintaining an NDT (telenmetry data) should be in target-driven
and on-denand node. It is not always necessary to collect al
monitoring information fromthe network (telenetry data) |isted above
because of the high cost of resources (CPU, nenory, bandwi dth etc.).
The type, frequency and nethod of data collection aimto neet the
application of an NDT depend on the specific network topol ogy and
application requirenents.

3.2. Diverse Tools for Various Data Col |l ection

The different types of nmonitoring information required to maintain an
NDT (telemetry data) have several characteristics. Sonme data (e.qg.
hardware status, environmental data, etc.) requires |ower collecting
frequency, while others (e.g. flow status, link fault, etc.) need

hi gher level of real-tine. Sone data (e.g. device status, port
statistics, etc.) can be collected directly and sinply via nornal
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3.

3.

3.

4.

tools, while others (e.g. per-flow latency, traffic matrix, etc.) can
only be acquired through conpl ex network neasurenent technol ogies.

It is unrealistic to find or define a uniformdata collection nethod

that is suitable for all types of data. Therefore, multiple tools or
met hods are needed to collect the different types of data required to
build the NDT entity.

Li ght wei ght and Efficient Collection

Data col l ection tools and nethods should be as |ightweight as

possi ble, so as to reduce the occupation of network equi pnent
resources and ensure that data collection does not affect the nornal
operation of the network. The major requirenments are listed as

bel ow.

* Data collection tools and nmethods need to inprove efficiency of
execution, reduce the cost of conputing, storage and comunication
bandwi dt h.

* The collection of redundant data should be avoi ded or m ni m zed.

* For the data set that needs to be collected, making full use of
the data conpression technol ogy, to reduce the resource cost in
the collection phase. There nust be |ossy or |ossless conpression
met hods avail able to data sources, which will be applied together
with other functions before data is transmtted.

Open and Standardi zed Interfaces

Data col lection interfaces used to build the NDT should be open and
standardi zed to hel p avoid either hardware or software vendor | ock
and facilitate inter-operability anong different vendors. The mgjor
requirenents of data collection interfaces are:

* Support configuration nanagenent, including the data collection
channel , frequency or period, etc.

* Support several rate options (e.g. mnute-level, 10-second |evel,
second |l evel (near real tinme), and mllisecond-level) to
acconmodat e different data requirenents from applications.

* Be extensible so that nore features can be added in future with
limted paraneter changes and with backward conpatibility.

* Be able to provide secure and reliable informtion exchange
nmechani sm
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* Be able to enforce federation policies to allow information to be
exchangeabl e anong domai ns whil e ensuring authorization and
scoping is controlled.

3.5. Naming for Caching

3.

4.

4.

Both raw nonitoring information (telenetry data) and know edge itens

obt ai ned fromnnonitoring nust be able to be addressed uniquely. This
means to give a unique identifier or "name" to each data or know edge
itemthat references it. This nane will be used by caching

mechani sns to store the data and provide it for clients that request

it, which will also use such nane.

G obal nanes and federated nanmes nust be supported. A name schenm,
nane hi erarchy, and name part ontol ogy nmust be defined and nuai ntai ned
together with other nam ng systens, such as DNS for gl obal nanes.

6. Efficient Multi-Destination Delivery

The mai ntenance of NDT systems will not be the sol e purpose of

moni toring informati on and know edge communi cati on. O her
applications would al so request raw nonitoring information (telenetry
data) or knowl edge itens. They can use the name to identify it. The
moni toring system (telenetry system), followi ng the recommendati ons
of RFC 9232 [RFC9232], will deliver the requested data or know edge
items to the requesters as nmuch efficiently as possible. On the one
hand, itens will be provided by the closest cache to the destination
of the data. On the other hand, itens will be replicated in the best
nodes, following an efficient nulti-cast spanning tree. Different
underlying protocols can be used to achieve this mechani sm

Del i vering know edge itenms instead of raw tel enetry data enabl es
digital twins to be aware of the context of data and highly relieve
from conpl ex processing, which will be perforned by the entities
whi ch are best suited for running each type of processing.

Data Col | ection Technol ogies for Network Digital Twn
1. Existing Data Coll ection Methods/ Tool s

Currently, some w dely-used tools, such as SNWP, RESTCONF [ RFC8040],
NETCONF [ RFC6241], Telenetry, INT (In-band Network Tel enetry), DPI
(Deep Packet Inspection), |PFIX [RFC7011], etc. can be candi date
tools to collect data for network digital twin. YANG data nodel and
associ at ed nechani sns defined in [ RFC8639] [ RFC3641] enabl e

subscri ber-specific subscriptions to a publisher’s event streans, and
can hel p subscriber applications to request a continuous and

custom zed stream of updates from a YANG datastore. Appendix-A in
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[ RFC9232] gives a survey on existing network tel emetry techni ques,
whi ch expl ores an overvi ew of managenent pl ane, control plane and
data plane telemetry techni ques and st andards.

Mor eover, some new i nnovation nmethods can hel p increase the data
collection efficiency. For exanple,
[1-D.ietf-opsawg-col | ect ed-dat a-mani fest] proposes a YANG nodel to
store contextual information along with the collected data in order
to keep the collected data exploitable; [RFCI9506] addresses the

net wor k performance neasurenent problem under encrypted transport
protocol s, via proposing sonme hybrid neasurenent nethods based on
marki ng bits in packet headers without relying on external network
managenment systens. [RFC7594] introduces a neasurenent nethod named
Lar ge- Scal e Measurement of Broadband Performance (LMAP) that works in
a coordinated fashion to perform network performance neasurenent

t asks.

4.2. Innovation Directions on Data Col | ection

Current data collection nmethods and tools (YANG XxCONF, SNWP,

Tel enetry, etc.) listed above can help acquire network data to build
an NDT system which may be with low maturity and | ow | eve
capabilities of data service and data nodelling. To build a nore
mat ure NDT systemwith high-level capabilities, it is necessary to
explore nore innovative data collection technologies. The follow ng
are several potential innovation directions.

* Hi gh-performance data coll ection technol ogy based on programrabl e
circuits, which offer the potential for hardware accel eration and
cust om zati on.

* Measurenment methods for conplex nmonitoring informati on such as
net wor k performance and network traffic.

* Distributed and col | aborative data collection techni ques for
integrating and fusing data fromnultiple data sources, and the
ti me synchronizati on probl em of data acquisition

* Provision of processed information, jointly and separately, by
appl ying the function indicated by data requester.

* Assessnment of federation policies in data provisioning to enable

cross-domai n data provision and inplenment multi-domain digita
twi n scenari os.
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* |nvestigating self-adaptive and self-learning data collection
techni ques that can dynamically adjust data collection paraneters,
met hods, and priorities based on network conditions and user
requirenents.

* Exploring machine learning and Al techni ques to enhance the
ef ficiency and accuracy of data collection processes by
identifying patterns, correlations and anomalies in network data.

5. Know edge and Instruction Driven Data Collection Method for Network
Digital Twin

5.1. Overview

An NDT' s data repository sub-system manages all network data, in rea
time, fromthe PNto the NDI. Sufficient and tinely data are al ways
required to construct the twin entity and various data nodel s.
However the existing nethods collect the full data fromthe PN for
nmodel i ng, and do not consider problens like tine-lag, insufficient
storage resources, |ow conputational efficiency and waste of
bandwi dt h resources caused by data transm ssion

Thi s section proposes an efficient data collection nethod, naned
"know edge and instruction driven data collection". This data
collection nethod is based on sending instructions to the el enents of
the PN for themto pre-process the data (data cl eaning or know edge
representation) before sending it back to be applied to the NDT.

5.2. Efficient Data Coll ecti on Mechani sm

The managenment system structure consists of the PN and the NDT. The
PN i ncludes multiple Data Storage Centers (DSC) and Tel enetry
Stream ng El ement (TSE), and the NDT includes the Instruction
Managenent Center (I MC) and Data Storage Center (DSC). The TSE has
mul tiple functions, including data collection, data aggregation, data
correl ation, know edge representation and query, etc. |In addition, a
Conpl ex Event Processing (CEP) engine is integrated into TSE to
performqueries to the streaned data. The |IMC has two functions: one
is used to manage the registration of the DSC in the PN side, and its
registration informati on can include various key information such as
the I P address of the DSC in the PN side, choose data type, and
various index names in the data, data source name and data size, etc.
The other is used to adaptively configure data collection
instructions according to the collection requirenments of the DSC in
the NDT side and search for |IP addresses to send instructions. The
instruction-carrying information includes rul e-based mat hemati ca
expressi ons, executable nodels in ".exe" format, dynam c collection
frequency, paraneter lists, programtext files in ".m format, text
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files with paranmeter configuration, and other types of files.
Instructions are flexible and programmabl e, and can be created,
nmodi fi ed, conbined, and deleted at any tine according to
requirenents. Wen the DSC of the NDT side requests data to the I MC
the | MC searches the | P address of the DSC in the database with the
registration information, which is built according to critica

i nformati on, such as data type and data name, and functiona
instructions for data processing or know edge representati on can be
i mpl ement ed dependi ng on the demand configuration. The DSC of the
NDT side stores the effective information after data processing and
know edge representation returned by the TSE

The DSC in the PN side has two functions. On the one hand, it stores
data of various types, such as performance indicators, operationa
status, log, traffic scheduling, business requirements, etc. On the
other hand, it has the function of automatically parsing the
instructions sent by the TSE. Then the operating environnment of the
instruction is configured according to the instruction needs, and
data processing or know edge representation is perforned based on the
instruction. Data processing mainly includes data cleaning, filling
m ssing data, nornalization, conflict verification, etc. Know edge
representation refers to the representation of the original data as a
data structure that can be used for efficient conputation. Such
representation results are sinilar to machi ne | anguage, which is
conducive to the rapid and accurate construction of the nodel. The
rol e of know edge representation is to represent the original data as
a data structure that can be used to efficiently cal cul ate.
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Figure 1: Data Coll ection Process
5.3. Data Collection Process
The specific process is as foll ows:
* The DSCin the PN side registers into the TSE. The TSE registers

into the IMC. Both provide their |IP addresses, the data type, the
data source, the data size, etc.
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5. 4.

The DSC in the NDT side sends the data collection request to the
I MC.

According to the data collection request, the IMCintelligently
queries the registration addressing informati on and configures the
data processing instruction.

The IMC in the NDT side sends the correspondi ng instruction
according to the query result to the TSE

After receiving the instructions, the TSE parses them and executes
them The query function can be perfornmed by the CEP engine,

whi ch receives all nonitoring information (telenetry data) and
processes it with all queries provided.

The TSE sends data subscription to DSC in the PN side.
The DSC in the PN side represents the data semantically in RDF
formor sends the data in raw formto the TSE for it to make the

semantic representation

The DSC in the PN side pushes the data or know edge itemto the
TSE.

The TSE aggregates and correl ates the collected data or know edge
items. Then, according to the actual needs, generates aggregated
data or know edge itens.

The TSE sends the resulting data or know edge itens to the DSC in
the NDT si de.

Query and Aggregation Functions

The TSE supports an arbitrary nunber of queries and aggregation
functions. As a minimum it will support:

*

Zhou,

A function to apply a particular calculation to the val ues
retrieved froma specified metric for a specified period of tine.
The basically supported cal cul ati ons nust be:

- Average: Returns the single nunber resulting from averagi ng all
val ues in the period.

- Maxi mum Returns the single nunber that represents the highest
val ue in the period.

- Mnimum Returns the single nunber that represents the | owest
val ue in the period.
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- Percentile X Returns the percentile of calculated at position
X (fromO, which is the minimum to 100, which is the maxi num

- Myving Average X: Transfornms all values of the specified period
by cal cul ating every value as the average of the previous X
values (or less if there are not enough).

- Filter Previous X: Renoves the values that change | ess than X
percent fromthe previous val ue.

- Filter Average X: Renoves the values that change |less than X
percent fromthe average val ue.

- Filter Moving Average X Y: Renoves the val ues that change | ess
than Y percent fromthe value of the noving average for X
previ ous val ues.

* A function to represent the collected values in a semantic
structure follow ng sone ontol ogy, information nodel, and data
format (YANG. This will enforce semantic constraints to the
val ues, such as avoi ding negative neasures of some paraneters
(e.g., bandw dth usage).

* A function to analyze the collected values to detect sone pattern
(provided) and, if so, trigger sonme notification that other nodul e
can use to execute sone action.

The particul ar behavior of the three functions will be described in a
hi gh-1 evel |anguage that is transforned to the specific code used by
the device, such as [P4].

6. Summary

This draft describes the requirenents for data collection and
provides the data collection nethods or tools required to build the
data repository for maintaining NDT systens. These data collection
met hods or tools should neet the requirenment of target-driven,
diversity, lightweight and efficiency, while being open and
standardi zed. Anmpong all the requirements, |ightweight and efficiency
requirenents are the nost inportant. Thus, this draft provides a
I'i ghtweight and efficient nmethod for data collection that is
particularly optimzed for maintaining NDT systens. Going forward,
nmore met hods (transformati on and aggregation functions) and tools
(solutions) shall be studied to extend the contents of this draft.
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