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Abst ract

Thi s docunent provides informational guidance for using the Miltipath
Extension for QU C with the SCI ON networki ng technol ogy.

SCION is an inter-domain routing protocol that supports path-aware
mul ti-path networking. The nultiple paths and their associated path
i nformati on offered by SCI ON provide opportunities as well as
chal l enges for combining QU C MP with SC ON

Thi s docunent explores various aspects of this conbination, such as
al gorithms for congestion control, RTT estination, and genera
application scenarios. In addition, it provides techniques and

gui dance to maintain the security of QU C M and SCION, and to

| everage path-aware nulti-path networking with QU G MP
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1. Introduction

The Multipath Extension for QUC [QU CM], is an extension for the
QUI C protocol that enables simultaneous usage of nultiple paths for a
single QU C connection
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SCION ([SCION-CP], [SCION-DP]) is an inter-domain routing protocol
that offers explicit path selection between two endpoints, typically
froma large selection of paths, where paths have detail ed

informati on on traversed autononous systens (ASes), |inks, router
interfaces, and other information.

Despite their conplenentary goals, QU CM and PANs have evol ved
largely in isolation. QU C M has been designed with traditional IP-
based routing in mnd, where path changes are typically inferred from
endpoi nt address changes (i.e., 4-tuples), and where routing is
opaque to the transport layer. |In contrast, Path-Aware Networks
(PANs), such as SCION, enable inforned path sel ection based on
performance, disjointness, policy, or security requirenents. This
combi nation of QU C M and SCION all ows for optim zations, for

exanpl e, for congestion control, RTT estimation, failure recovery,
performance, and security. However, the slightly different
assunptions on endpoi nt addresses (4-tuple + path ID vs 4-tuple + AS
code + path) and path lifecycles (path abandon vs expiry, etc.) can
cause sone pitfalls.

The purpose of this docunent is to explore how QU G M and SCI ON can
i nteroperate, how we can | everage the path awareness offered by
SCI ON, and suggestions on how to overcone chal | enges.

Thi s docunent |ists notable points when using QU C MP over SCI ON
(Section 3), looks at different usage scenarios (Section 4), gives

i mpl ement ati ons consi derations (Section 5) for |library devel opers of
SCION and QUI C-MP, and di scusses general security considerations
(Section 7).

Whi l e we provide guidelines for these areas, we do not discuss
concrete algorithnms, APls, QU C MP or SCION inplementations, or QU C
MP user applications; these are considered out of scope.

Sone consi derations are independent of multipathing and may be
directly applicable for using [ QJ C TRANSPORT] over SCI O\

2. Term nol ogy and Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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2.1. Termi nol ogy

We assune that the reader is famliar with the term nol ogy used in

[ QUI G TRANSPORT] and [QUC-MP]. W also draw on the term nol ogy of

[ PATH VOCABULARY] and of SCION ([ SCION-CP] and [SCION-DP]). For ease
of reference, we have included sone definitions here, but refer the
reader to the references above for conplete specifications of the

rel evant term nol ogy.

* Aut ononous System (AS)*: An autononbus systemis a network under
common administrative control. For exanple, the network of an
I nternet service provider or organization can constitute an AS.

*Endpoi nt*: An endpoint is the start or end of a path, as defined in
[ PATH VOCABULARY] .

*Inter-AS Link*: A direct |ink between two external interfaces of two
ASes.

*Intra-AS Link*: A direct link between two internal interfaces of a
single AS. A direct link may contain several internal hops.

*Link*: General termthat refers to "inter-AS |inks" and "intra-AS
l'i nks".

*Net wor k Address*: In traditional IP networks, this refers to the
tupl e of address and port of an endpoint. 1In SCION, the network
address consists of an |ISD-AS identifier_ and a _host address_,
typically expressed as [I SD-AS, Host].

*Net wor k Pat h*: The network path is the sequence of network el enents
between the two endpoints (e.g., ASes, interfaces, internal |inks).
In traditional I P networks, the network path is typically opaque to
t he endpoi nts.

*QUI G- MP Path*: Consists of the network address at each endpoint and
a Path ID (see [QUC M]). The Path ID allows having multiple
| ogi cal paths for the same set of network addresses.

*Path Metadata*: Path netadata is additional data that is available
to endpoints when they request a selection of paths to a destination
Path netadata is authenticated by the owner of each link, but is
otherw se not verified. This data describes properties of traversed
ASes and links, such as their identity or MIU
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*Met adat a Extension*: SCION offers additional path netadata via
extensions. The netadata includes properties such as bandw dth and

| atency. The extension is wi dely supported but not further discussed
here as it is not specified in [ SCION-CP] or [SCl ON-DP].

3. Overview of QU C Miltipath in Path-Aware Networks

The Multipath Extension for QUC (QUC M) is primarily designed for
traditional |IP networks, where each path is identified by a 4-tuple
of local and renpte | P addresses and ports. Routing is considered
opaque to endpoints, and path changes are inferred indirectly through
changes in the 4-tuple. However, the path between two endpoi nts may
change unpredictably due to routing dynanics, which is not captured
by the 4-tuple.

In SCION, endpoints can discover and select explicit network paths,
whi ch are described at the | evel of ASes and inter-AS |inks, and have
associ ated netadata, such as the MIU

The different underlying assunptions of QU C MP and SCION result in
sonme m smatches, for instance

*  *Endpoi nt Anbiguity*: PANs such as SCI ON use conposite addresses
(e.g., I1SD-AS + Host), where the host can be an | P address froma
private I P range. This breaks the assunption that |IP addresses
are unique in the current network.

* *Path ldentity Msmatch*: In QU CMP, paths are distinguished by
4-tuples and Path IDs. In SCION, two distinct physical paths may
share the sanme 4-tuple, rendering transport-layer path tracking
i nconpl ete.

* *Routing and Path Lifecycle*: Paths in SClON can expire, be
revoked, or be reissued, even when 4-tuple information is
unchanged. This can interfere with RTT estimation, congestion
control, and path validation logic if not properly accounted for

However, SClION al so opens up opportunities for enhancing nultipath
transport:

* *Explicit path selection* enables endpoints to choose disjoint
paths, i.e., paths that do not share links or segnents, to inprove
fault tolerance against link failures, or to increase aggregate
t hr oughput .

* *Path netadata* allows endpoints to prioritize paths with nore

sui tabl e properties. For instance, |owlatency and | ow hop-count
paths can be prioritized for RTT nmeasurenents, avoidi ng wasting
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4.

4.

4.

resources on probing paths with poorer characteristics. O, path
overlap or disjointness can easily be determ ned and used for
congestion control

*  *Pat h- awar eness* al |l ows congestion control and RTT estimators to
reset only when the underlying network path has actually changed,
somet hing not reliably detectable in traditional |IP networks,
where network path changes may occur due to routing, despite a
constant 4-tuple.

* The availability of *stable network paths* in PANs allows the
transport layer to distinguish between actual path changes and
transi ent network conditions, enabling nore accurate RTT
estimati on and congestion control

Mul tipath Use Cases and Categori zation

Thi s section categorizes commpn use cases for multipath transport and
hi ghl'i ghts how PANs enhance each scenario. Many of these use cases
can be conbined to neet conpl ex application requirenents.

Fault Tol erance and Availability

Mul tipath transport can inprove robustness agai nst network failures
in several ways

* An endpoint can i mediately send data over a predeterm ned backup
path if it suspects or obtains a network notification that a
primary path is faulty.

* In SCION, the network may send error nessages that explicitly
specify the faulty link. This allows selecting a backup path that
circunvents the faulty |ink

* By sending redundant traffic over nultiple paths, an application
can nmaintain continuity even if one path becones unavail abl e.

The use of backup paths or paths for redundant sending can be further

i mproved by anal yzing paths for overlap and sel ecting disjoint paths.

This reduces the likelihood of nmultiple paths failing sinultaneously.
H gh Throughput

An application may aimto maxim ze the avail abl e bandwi dt h by

spreading traffic across nmultiple paths. To optimze this, an

application may:

* Select nmultiple paths wi th naxi mum di sj oi nt ness.
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* Select multiple paths such that disjointness is linmted to sub-

pat hs that are expected to have hi gh bandw dt h avail abl e.

* \When congestion is detected, switch over entirely, or shift parts
of traffic to an underutilized disjoint path to preserve the
t hr oughput .

Low Lat ency

Lat ency-sensitive applications benefit from selecting the fastest
avai l abl e path at any nonent. |n PANs, endpoints nay estinmate
latency fromexplicit metadata or infer it fromprobing. Because in
PANs paths are stable and explicitly selectable, the transport |ayer
can maintain multiple lowlatency options in parallel, and either
transmt in parallel, or switch traffic to a different path once the
| atency starts to fluctuate.

Latency nmay be determi ned by RTT estinmation, see Section 5.5.

For deadline sensitive applications, an algorithm as described in
[ DMIP] may be useful

I nstead of probing many paths at once, an inplenentation should probe
only the nost pronising paths (based on the netadata). Probing nmany
pat hs shoul d al so be avoi ded to avoid overl oadi ng individual |inks,
and it may effectively be limted (except traceroute) by the

avail abl e path I Ds and connection IDs, see Section 7.2 of [QU C M.

Pol i cy-Driven Routing and Routing Constraints

Sone applications or deployments nay wish to avoid routing traffic
through certain ASes, e.g. to ensure path diversity or to enforce
routing policies. SCHON enables this by naking path sel ection
explicit and verifiable.

Anonymity and Traffic Obfuscation

Mul tipath transport can be used to reduce the observability of
traffic by distributing it across nultiple network paths. |In PANs,
endpoints can explicitly select disjoint paths to mnimze the risk
that a single AS observes the full traffic flow.

Random zi ng path sel ecti on and packet scheduling can hel p obscure
traffic patterns. However, traffic characteristics such as packet
timng, flow duration, or volume may still be |inkable across paths.
Mechani sns such as probing should therefore be designed and used such
that it avoids creating identifiable patterns.
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4.6. Gateways and Proxies

There are gateways and proxies (including VPN that translate SClI ON
traffic to IP traffic and back. These are a special case because
they are not used together with a QU C(-MP) inplenentation, instead
they are, and should be, oblivious to QU C traffic.

*TODO* These, along with NATs, will be discussed in a future version
of this docunent.

5. Techni cal Considerations

Using QU C or QU G M over a PAN, such as SCI QN, changes sonme of the
under|ying assunptions. This provides certain benefits, such as
additional information and control over paths, but also sone
chal | enges

5.1. Addressing

SCl ON uses comnposite addresses (AS + |P + port), where the | P address
can be froma private IP range. This breaks the assunption that IP
addresses are gl obal Iy uni que.

5.1.1. Key Inplications

QU C M relies on the 4-tuple changes to trigger path validation
However, with SCION, the 4-tuple does not uniquely identify an
endpoint. Two endpoints with identical I P/ port could be in different
ASes. An attacker could use endpoints with identical 4-tuple to
reroute traffic to a different nmachine without triggering path

val i dation, see Section 7.1 and Section 5. 11.

5.1.2. Reconmendati ons
* To prevent attackers circumventing path validation, a QJ C M
i npl ementati on MJUST ensure to trigger path validation when the
net wor k address of the destination changes; this includes IP, port
and AS nunber. This protects against several attacks, see
Section 7.1 and especially Section 7.1.4.
There are several ways to achieve this, for exanple:

* Adapt the QUC M library to be aware of the AS nunber in SClI ON
net wor k addr esses.
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* |f the network address is available as a single "object", the
SCION | ayer can extend this with the AS code and the QU C M
i npl ementation nust only ensure to conpare the whol e object
instead of port and I P separately.

* The SCION inplenentation could detect cases where only the AS
changes and then nangle the port or IP to trigger a path
validation in the QUC M layer. This may be a pragmatic sol ution
but is discouraged because:

- Managing paths in the SCION layer is not trivial because it
requires synchronizing the lifecycle of SCI ON paths and QU C MP
paths, e.g., knowing when is a path valid or when is it closed
in QJC M

- It creates opportunities for nenory exhaustion attacks (for
storing the mappi ng of mangl ed | P/ port).

- It reports a wong |IP/port to the application
5.2. Interoperability of QU C MP Path I D and Network Paths
The identification of "paths" varies between QU C, QU C MP and SCl ON

* [ QU G TRANSPORT] uses a 4-tuple of local/renote | P/ port to
di stingui sh paths.

* [QUC M] extends the 4-tuple with a path ID to distinguish
| ogi cal paths (connections).

* SCION can distinguish paths based on the physical inter-domain
networ k path and additional properties, such as an expiration tinme
(the latter may or may not be used to distinguish path instances).

A path change occurs when at | east one of the router interfaces
changes. The network address nay stay the sane.

Wth NAT rebinding, as described in Section 5.2 of [QUC M], the
pat h can change, but not wi thout changing the SCI ON networ k address
(IP, port, AS), so this case is not a concern

Pat h change detection is required to trigger certain actions, such as
resetting congestion control or RTT estimation algorithnms. See also
Section 5.4 and Section 5.5. When using a PAN such as SCION, it is
inmportant to trigger these actions even if the full network address
(4-tuple + AS) stays the sane.
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5.

5

2

2

Al ternatively, the system can be inplenmented in a way so that
uncontrol | ed path changes cannot occur. This is possible because
pat h changes can only be initiated by endpoints. However, this has
sone limtation if one of the endpoints is not aware of transporting
QUIC, for exanple a SCI ON gateway or proxy, see Section 4.6.

I mpl ement ations should try to maintain a 1:1 mappi ng between QU C MP
path 1 Ds and SCI ON network paths. However, this is not always
possi bl e or useful:

* A SCION network path may expire. Replacing a path with an
i dentical new path (except for the expiration date), should be
all oned without triggering algorithmreset. Alternatively,
refresh can be handl ed by the path selector, see Section 5.9.

* A SCION i npl ementation, when used with QU C-MP shoul d be
configured such that every SCION network path is used for exactly
one QU C MP path ID. However, it may not always be possible or
feasible to configure SCION inplenmentations in this way, for
exanpl e. when they are part of a SClI ON gateway or proxy, and are
unawar e of transporting QU C, see Section 4.6.

* A SCION path should be allowed to be reused, e.g., they may be
assigned to one QU C path I D, and when that path IDis closed, the
path nmust be allowed to be assigned to another path ID. This
shoul d not cause any problens except for the margi nal conplexity
of managi ng the associated state with a path ID

1. Key Inplications

If a path change occurs undetected, the QU CM° | ayer cannot reset
congestion control (Section 5.4) or RIT estimation (Section 5.5).
This is undesirable but not worse than traditional |IP based non- PAN
transport where routes can change wi thout the endpoints | earning
about it.

2. Recommendati ons

* Congestion control and RTT estimation algorithnms should be
designed to gracefully handl e path changes that don’t trigger a
reset, unless it can be guaranteed that both SCI ON endpoints are
configured to prevent autonmatic path changes

* Wthin a QU G M session, every SCION network path should be used
only with one path ID. However, it may be reused if the path was
abandoned or cl osed.
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5

5.

*

Changes of the network path (while the network address stays the
same), except for expired paths being renewed, should trigger
algorithmreset (CC, RTT estimate), see Section 5.1 of [QUI C M].

Anal ogous to Section 5.1, except for replacing "AS'" with "network
path". W list them here again because the inplications of not
followi ng the recommendati on are nuch weaker and nay be consi dered
acceptable. Recommendati ons:

*

3.

Adapt the QU CMP library to be aware of the full network path,
including router interfaces.

If the network address is available as a single "object", the
SCION | ayer can extend this with the network path (possibly
excluding the expiration date), and the QU C MP i npl enentation
must only ensure to conpare the whol e object instead of port and
| P separately.

The SCION i npl ementation could detect cases where only the router

i nterfaces change and then mangle the port or IP to trigger a path
validation in the QUC MP layer. This may be a pragmatic sol ution
but is discouraged, because:

- Managing paths in the SCION layer is not trivial because it
requires synchronizing the lifecycle of SCI ON paths and QU C MP
paths, e.g., knowing when is a path valid or when is it closed
in QG M

- It creates opportunities for nenory exhaustion attacks (for
storing the mappi ng of mangl ed | P/ port).

- It reports a wong IP/port to the application

Initial Handshake

[ QUI G TRANSPORT] requires that there is no connection mgration
during the initial handshake, and that there are no other packets
sent (including probing packets) during the initial handshake, see
Section 9 of [QU G TRANSPORT], paragraphs 2 and 3.

3.

Key I nplications

Changi ng the path during handshake woul d vi ol ate Section 9 of
[ QUI G- TRANSPORT] :
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The design of QU C relies on endpoints retaining a stable address

for the duration of the handshake. An endpoint MJST NOT initiate

connection mgration before the handshake is confirned, as defined
in Section 4.1.2 of [QUCTLS].

5.3.2. Recomendati ons

* A SCION inplenentation should not automatically change network
paths switch without explicit request by the QU C(-MP) |ayer. The
only exception allowed is replacing an expiring path with an new
path that is identical except for the expiration tine. W also
need to ensure this for gateways etc, see Section 4.6.

5.4. Congestion Control

Fol I owi ng Section 5.1 of [QUC MP], the CC algorithm should be reset
when the 4-tuple of a QU C path changes. Wth SCION, 4-tuples are
not sufficient to identify paths, see Section 5. 2.

To avoid mi ssing a path change, the SCION i npl enmentati on shoul d never
change a network path unless explicitly instructed by the QU C M
i npl ementation, see Section 5.1.2.

5.4.1. Coupl ed Congestion Control

Section 5.3 of [QUI CGM] nentions coupl ed congestion contro
al gorithms, such as [CC-MULTI PATH TCP]. [ CC- MULTI PATH TCP] states:

"One of the promi nent problens is that running existing algorithns
such as standard TCP i ndependently on each path woul d give the
multipath flow nore than its fair share at a bottleneck |ink
traversed by nore than one of its subflows.".

This can be avoided in PANs, such as SCION, through link-Ieve

anal ysis of paths and sel ecting paths that do not share a bottl eneck
link. Instead, this bottleneck know edge can be used to effectively
use separate congestion control for each path. Alternatively, a CC
al gorithm coul d be enpl oyed that focuses on known shared |inks (which
may be bottl enecks).

There are several congestion control algorithnms proposed in
literature, e.g., LIA OLIA BALIA and RSF. These conbi ne congestion
control with path selection algorithnms. For sinplicity, we suggest
separating concerns in ternms of congestion control and path
selection. This allows us to better tailor the solutions to the

di fferent usage scenari os.
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The proposition is to use non-coupl ed congestion control per path,
tailored for each use case in Section 4, and use separate independent
pat h sel ection al gorithns.

CC al gorithnms can al so benefit fromthe SCl ON netadata extension that
provi des bandwi dth and | atency data for each link on a network path.

5.4.2. Key Inplications

A network path change goes unnoticed in case a SCION i npl enentation
changes a path that happens to have the sane | P/port for both
endpoi nts.

Congestion control (CC) algorithms can al so benefit from exact
know edge of a path:

* \When using nmultiple paths, a CC al gorithm can access path netadata
as to if and where the paths overlap and sone of the properties of
the overl appi ng sections.

* CC algorithnms should be notified of every path change, allow ng
themto reset only when necessary. A reset may not be necessary
if the network path remains the sane and only the I P or port of an
endpoi nt changes. This can nake sense if any congestion is
assuned to be on the network path rather than behind the renote
| P/port (e.g., behind a proxy).

See al so Section 5.3 of [QUIC M].
5.4.3. Recomendati ons

* Congestion control algorithms should be reset when the network
pat h changes (beyond 4-tuple). This is best achieved by ensuring
that the network path changes only in conjunction with QU C path
m gration events.

Congestion control algorithns can al so benefit from exact know edge
of a network path:

* Congestion control algorithns should use the path netadata to
detect and, if necessary and possible, avoid overlap wi th other
pat hs. Congestion control can then be sinplified to work
i ndependently for each path.

* Path selection algorithms should try to avoid multiple path that
share bottl eneck |inks.
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5.5. RIT Estinmation

Simlarly to congestion control, and follow ng Section 5.1 of
[QUCM], the RTT estimation algorithmshould be reset when the
4-tuple of a QUIC path changes. As described in Section 5.4 this can
be avoi ded by forbidding SCION inplenentations to change a network
pat h unl ess instructed otherwi se by the QU C M inpl emrentation

5.5.1. Key Inplications

If a path change occurs undetected, the QU C MP |ayer may fail to
reset RTT estimation. This is undesirable but not worse than
traditional |P based non-PAN transport where routes can change

wi t hout the endpoints ever |earning about it.

5.5.2. Recommendati ons

* RTT-al gorithms should be reset when the network path changes
(beyond 4-tuple). This is best achieved by ensuring that the
net wor k pat h changes only when requested by QU C

Round-trip tine estimation algorithns can al so benefit from exact
know edge of a path:

* An inplenentation may use SCION s SCWP traceroute (Section 6 of
[SCION-CP]) to neasure the | atency of individual |inks and then
use this information to sel ect new network paths that favor |ow
| atency links and avoid high latency links. See also
Section 5.9. 2.

* An inplenmentation could use the SCI ON netadata extension to get
propagation | atency information of links in a path w thout having
to neasure it. This |atency does not include queing |atency but
may in many cases be sufficient for practical use.

5.6. MIU Discovery

The MIU may be used to cal cul ate the avail abl e payl oad size. SCI ON
inserts an additional header (Section 2 of [SCION-DP]) into each
packet. The header size depends on the IP famly (e.g., IPv4d vs |IPv6
addresses) and on the "length" of the path, i.e., the nunber of ASes
that are traversed. This must be taken into account when cal cul ating
the avail abl e payl oad si ze.

The difference between typical MU (1500 bytes) and QU C s required

packet size (1200 bytes) is sufficient for typical real-world SClH ON
header s.
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PMIU di scovery Section 14.3 of [ QU C TRANSPORT] can be used to

di scover or verify MIU sizes. However, path nmetadata MIU can (at

| east on the client side) be used to preselect paths with desirable
MTU val ues.

In SCION, when an endpoint requests a network path, it will be
provided with MU i nformation for every hop on a path, see also
Section 5.6 and Section 4.4 of [SCION-CP]. However, in SCI ON, paths
are typically only requested by client endpoints, not by server
endpoi nts.

There are several ways for a server to deternmine the MTU. If a
server wants to know the MIU, it may:

* Try to determine the MIU fromthe size of incom ng packets.

* Use an algorithmto determne the MIU, see Path MIU Di scovery in
Section 14.3 of [QUI C TRANSPORT] and Section 5.8 of [QU C M.

* Try to look up the path to the client endpoint that is identica
to the incom ng path. However, this requires time and effort on
the server side, and there is no guarantee that the incom ng path
is available in the | ocal AS.

Al so, note that the MIU information is authenticated but not
verified, it my be incorrect due to m sconfiguration or malicious
ASes.

5.6.1. Key Inplications and Reconmendati ons
PMIU di scovery for multi-path may be inproved by using path netadata.
PMIU wi I | be explored nore in detail in a future version of this
docunent (*TODOf)).

5.7. Retransnission & PTO
See Section 5.6 of [QUC MP] and Section 5.7 of [QUC M]. For
retransm ssion, a SCION client or server nay conpare avail abl e pat hs
and choose one or nore paths that have mnimumoverlap with the
current (unreliable) path.

5.8. Paths Having Different PMIU Sizes

Section 5.8 of [QUI CGM] suggests determining a single MU size in
order to sinplify retransm ssion
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5.8.1. Key Inplications

Section 5.8 of [QU CGM] explains that the benefit of using a single
MIU size is to sinplify retransm ssion processing, as the content of
| ost packets initially sent on one path can be sent on another path

wi t hout further frame scheduling adaptations.

5.8. 2. Recomendat i ons

* Onthe client, this can be facilitated by conputing a viable
m ni mum MIU si ze fromall avail able network paths. However, it
must be considered that these values are not verified.

* On the server, MIU values from path netadata are not avail abl e.
The server may request these fromthe local AS, but the exact path
may not be available (in SCION, different ASes nmay offer different
sets of paths to their custonmers). Also, except for initially
proposing a preferred address (Section 9.6 of [ QU C TRANSPORT]),
new pat hs nust be opened by the client, not the server, see
Section 9 of [ QU C TRANSPORT] .

5.9. Path Sel ection

The path sel ecti on conponent is responsible for requesting paths to a
destination, ordering the path based on policy and preferences, using
t hem when new QUI C-paths are opened, and retiring themor listing
them for reuse when they are cl osed.

5.9.1. Dynanic Approach
A dynani ¢ approach could start with using low |l atency paths. |f the
connection appears to be long lasting, it could start (and keep)
addi ng additional paths as long as the traffic increases.
As an exanmple, if the algorithmdetects traffic that lasts for at
| east one second and transfers at |east 100MB of traffic, the
algorithmcould trigger creation of additional QU C paths.

5.9.2. Bottleneck Detection
If live traffic information is not available, bottleneck detection

can help to identify links that should be avoided. |In PANs, this can
be achi eved usi ng approaches such as [UMCC] .
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An alternative is to use SCION' s SCVMP traceroute command (Section 6
of [SCION-CP]) to nmeasure the | atency between two consecutive AS
border routers. The measured | atency can be compared to earlier
measurenents or to the latency given in the path netadata.

Di screpanci es can be an indication of high traffic volune and
queuei ng on the nmeasured |ink.

Wil e traceroute may be useful, it should be used with care:

* traceroute traffic is not congestion controll ed.

* |t is clearly distinguishable fromQUJC traffic, so it may affect
anonymty.

5.9.3. Key Inplications

Path selection is a key feature of SCION and PANs in general. For
nmore details, see [SCION-CP] and [ SCI O\-DP] .

5.9. 4. Recomendat i ons

In order to manage paths effectively, the path selection algorithm
probably requires access to the following fields and events:

* jnitial _max_path_id (Section 2.1 of [QU C M])

* MAX_PATH_ID frames (Section 4.6 of [QU C M)

*  PATH_AVAI LABLE and PATH BACKUP, see Section 3.3 of [QU C M,

*  PATH_ABANDON Section 3.4 of [QUI C M.

Mor eover, path selection nmust exclude paths whose MIUis too small to
guarantee 1200 bytes MIU payl oad for QU C packets. The effective MU
al so depends on the | ength of the paths.

5.10. Packet Scheduling

Packet scheduling helps to distribute the transfer |load efficiently
over multiple paths, see also Section 5.5 of [QUI C M.

5.10.1. Key Inplications

SCION paths are stable, at least on the inter-AS level, i.e., they
cannot change without initiative fromthe endpoints.
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5.10.2. Recommendati ons
Path stability may sinplify packet scheduling algorithns because the
performance of individual QU Cpaths is nore reliable if they cannot
unexpect edly be rerouted.
5.11. Address Validation Token
Section 9.3 of [QU C TRANSPORT] specifies that a server is expected
to send a new address validation token to a client follow ng the
successful validation of a new client address.
Potential chal |l enges:
* |If we adapt an inplenmentation to use the full network address +
path for identity, and if we use this to generate tokens, then we
may end up generating many nore or |onger tokens.

* Cients may not know their I P address (e.g., NAT) and their IP
address may change.

See discussion in https://github.com qui cwg/ nul ti path/issues/550
See also Section 21.3 of [ QU C TRANSPORT] .

*TODO* This section will be completed in a future version of this
docunent .

6. Sumary of Recommendati ons
This menmo is informational. However, we use [ RFC2119] inperative
| anguage here for recomendations that are relevant to security or
per f or mance.
6.1. Recommendations for QU C MP | npl enent ati ons
* To prevent attackers circunventing path validation, a QU C M
i npl ement ati on MUST ensure to trigger path validation when the
net wor k address of the destination changes; this includes IP, port
and AS nunber. This protects agai nst several attacks, see
Section 7.1 and especially Section 7.1.4.
There are several ways to achieve this, for exanple:

- Adapt the QUG M library to be aware of the AS nunber in SCl ON
net wor k addr esses.
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- |If the network address is available as a single "object", the
SCION | ayer can extend this with the AS code, and the QU C MP
i npl ementation nust only ensure to conpare the whol e object
instead of port and I P separately.

- The SCION inplenentation could detect cases where only the AS
changes and then nangle the port or IP to trigger a path
validation in the QUG M layer. This may be a pragmatic
solution but is discouraged, because:

0 Managing paths in the SCION layer is not trivial because it
requires synchronizing the lifecycle of SCI ON paths and
QUI C MP paths, e.g., knowing when is a path valid or when is
it closed in QU C M

0 It creates opportunities for nenory exhaustion attacks (for
storing the mappi ng of mangl ed | P/ port).

o It reports a wong IP/port to the application

* A QU G M inplenmentations SHOULD be able to recogni ze network path
changes beyond 4-tuple or AS changes. This enables resetting
congestion control and RTT al gorithns.

6.2. Recommendations for SCION | npl ement ati ons

* A SCION inplenmentation SHOULD NOT store or cache paths, especially
not on the server side. This prevents nmenory exhaustion attacks,
see {attack-nenory-exhaustion}. This al so avoi ds the probl em of
path lifecycle naintenance, i.e., determ ning which paths are
still alive and which have been cl osed or abandoned. Sonetines,
storing paths is inevitable, see Section 4.6. For security
concerns, see also Section 7.1

*  \When used with QU CGMP, a SCION inplenentati on MUST not change the
networ k paths, possibly with the exception of refreshing expired
pat hs. Wen a path stops working, the inplenmentation should
instead report an error to the QU C(-MP) layer or time out
silently.

6.3. Recommendations for both QU C M and SCI ON | npl enent ati ons

* A server should return packets on the same path on which they were
recei ved.
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7

7

1.

- Cenerally, a server SHOULD respond on the same path on which
the data was originally requested, unless the new path has been
validated. This ensures that the path does not violate the
path policy of the client.

- A server SHOULD NOT create new paths. This is also stated in
Section 9 of [QU G TRANSPORT]. Servers may conmuni cate a
preferred address after the initial handshake. However, it is
recomrended to avoid that because any new path may violate a
client’s path policy.

- Returning probing packets on the sanme network path on which
they were received: This greatly sinplifies RTT estimation, see
Section 5.5.

* Cients may replace expired or soon-to-expire paths with identica
pat hs wi thout perfornming path mgration / validation

* Wthin a QU G M session, every SCION network path should be used
only with one path ID. However, it may be reused if the path was
abandoned or closed by QU C. This is the responsibility of the
path selection algorithm regardl ess of whether it is considered
part of SCION or part of QU C M.

Security Considerations
The aimis that QU C MP over SCION retains all security properties of
QUI C-MP and SCION. However, this requires sone inplenentation
changes and addi ti onal consideration regarding:

* endpoint identity: a 4-tuple is not sufficient to identify an
endhost ;

* network path authenticity: paths may be forged by malicious
clients;

* path probing patterns may expose user intentions or identity.
Path Injection

There are several potential attacks that build on injecting valid or
invalid paths into the server-side software stack

In summary, these attacks can be prevented by the recomendati ons
listed in Section 6, specifically we recomrend the foll owi ng where
possi bl e:
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1. SCION layers should avoid storing/caching paths and network
addresses (beyond I P/port) internally. |Instead, they should be
given to the QU C(-MP) |layer or the application layer. That
means that path informati on would only be accepted and retai ned
if the QUC(-MP) or application |ayer decides to do so.

2. SCION layers and QU C(-MP) layers should interface by using
networ k addresses that include all information that identifies an
endpoi nt, including, for exanple, AS code. Any change in a
net wor k address (including the AS code) should trigger path
val i dati on.

Al ternatives:

1. If paths and network addresses nmust be stored in the SCION | ayer,
an alternative solutionis to inplenent a formof signalling
whi ch woul d i ndicate that a packet is (or would be) rejected/
dropped by the QU C(-MP) layer. These addresses and path from
such packets should not be stored. However, to avoid connection
drop, they should not be renoved if they were previously used
with a valid connection.

Exanmpl es of attacks include nenory exhaustion attacks, traffic
redirection attacks, and traffic anplification attacks.

7.1.1. Menory Exhaustion

An attacker may fl ood a server with packets that each have a
different source network address. |If these are stored in the SC ON
| ayer, they may cause nenory exhausti on.

Mtigation: do not store state in the SCION | ayer, or inplenment a way
to clean up state without affecting a valid connection.

7.1.2. Traffic Redirection to Different AS

An attacker may craft a packet that appears to originate fromthe
same | P/port, but is located in a different AS than an existing
connection. |If the server’s SCION | ayer stores paths internally, and
uses | P/port as key to | ook themup, then the new paths may repl ace
the existing one, and outgoing traffic is redirected to the new paths
and destination.

Mtigation:
* The QU C(-MP) layer MJST trigger path validation if the network

address changes, and nust consider every attribute of the address,
not just IP and port.
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* |f a packet is rejected by the QU C(-M) layer, the SCION | ayer
MUST NOT add it to any local state (including not replacing
existing state). This can be achieved trivially by not having
state in the SCION | ayer.

7.1.3. Traffic Redirection over Different Path

An attacker may craft a path with a network address that is identica
to an existing valid endpoint, but with a different path.

The new route may be invalid (e.g., contain nonexistent |inks) or
faulty (contain |inks that are broken or have high |atency or drop
rate).

The new route may al so work fine, but violate the client’s path
policy or be used for traffic analysis.

AS #100 AS #200 AS #300
dememmememeeaaaas + . + . +
| Server | | Attacker | | Victim
| 1P=198.51.100.1 | ------ | 1P=192.0.2.1 | ------ | 1P=192.0.2.1
| port = 42 | | port= 12345 | | port= 12345 |
+ . + . +

Fi gure 1: Exampl e of non-uni que |IPs

This attack requires either spoofing of the client’s I P address (when
the attacker is in the same AS as the client) or injection of a path
(which requires control over an AS that is en-route between the
client and server).

Mtigation:

This is mtigated by the recommendati on that path validation should
al ways be triggered when the network address or path changes, even if
the 4-tuple stays the sane.

7.1.4. Traffic Anplification

An attacker mamy establish a connection with a server, request a |large
anount of data, and then inject a path that redirects to a victim
that has the sanme |P/port, but in a different AS

If the server-side QU C MP does not trigger path validation (because

| P/port are the sane), then it may inplicitly accept the new path and
send the requested data to a victim
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This attack requires the attacker to have control over an AS that is
en-route between client (victin) and server.

M tigation:

* AQUIC(-MP) library nmust consider all attributes (not just the
4-tupl e) when checking for a change in the network address. This
woul d then trigger path validation, and the attack can be averted.

* |f a QUC(-MP) library cannot conpare additional attributes (e.g.,
| egacy library), the SCION | ayer (server side) should have an
option to performport mangling or I P nangling: when the SC ON
| ayer detects a new network address that differs only in the AS
nunber from a previously seen address (I P/ port are the same), then
it should performIP/port mangling, i.e., reporting a nodified IP
or port to the QU C(-MP) layer. This new IP/port would trigger a
path validation or algorithmreset where required.

Caveats:

* (Ofering a mangled 1P/ port to the application may have
inmplications for application correctness, such as displaying an
unexpected | P/ port.

Att acker Server
(Establ i sh connecti on)

Pat h=[ #200, #100] -->
<-- Pat h=[ #100, #200]

(Change Pat h)
Pat h=[ #300, #200, #100] -->
<-- Pat h=[ #100, #200, #300]
Client: receives unwanted traffic
Figure 2: Exanmple of traffic anplification attack
7.2. Number of Open Pat hs

The nunber of open paths should be linmted, see Section 7.2 of
[QUCM]. This is inportant in the context of applications that may
open many paths in parallel.

Mtigation:
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*  Same as Section 7.2 of [QU C MP]: endpoints need to limt the
maxi mum nunber of paths and m ght consider additional neasures to
limt the nunber of concurrent path validation processes, e.g., by
pacing themout or limting the nunber of path initiation attenpts
over a certain tinme period.

7.3. Probe Fingerprinting

An endpoint may probe nmultiple paths to determ ne the best path(s)
for a given use case. One exanple of probing packets is packets that
measure round-trip time (RTT).

Probi ng packets may be detected if they are sent in bulk, to the sane
destination, in regular intervals, and all with slightly different
pat hs attached.

This can be used to fingerprint an endpoint or their intentions
(applications may have unique intervals defined).

This can be nmitigated by varying and generally reduci ng the number of
probi ng packets, and by sending probing packets not en-bl ock but
tinme-shifted

~

.4. Additional Points
TODO. Conplete this section in a future version of this docunent.
* Use multipathing for anonymity, see Section 4.
* See other attacks in Section 7.2.4 of [SCI ON-CP]?
8. | ANA Consi derati ons
Thi s docunment has no | ANA acti ons.
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