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Abst ract

Bul k data transfer is a long-lived service over the past twenty
years. Hi gh Performance Wde Area Networks (HP-WANs) are the
backbone of gl obal network infrastructure, enabling the seanl ess
transfer of vast anpbunts of data and supporting advanced scientific
col | aborati ons worl dwi de. Many of the state-of-the-art dedicated
net wor ks have been nentioned in [I-D.kcrh-hpwan-state-of-art]. For
non- dedi cat ed networks |ike public operator’s network, the case is
different in terms of QoS policies, security policies, etc. This
docunent presents use cases and requirenents of HPWAN from public
operator’s view.
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1. Introduction

Bul k data transfer is a long-lived service over the past twenty
years. Some dedi cated networks have been designed to carry these
kind of data transfer services, like CERN, internet2, etc. Many of
the state-of-the-art dedicated networks have been mentioned in
[1-D. kecrh-hpwan-state-of-art].

In these dedi cated networks, policies and network provisioning are
all designed specifically for bulk data transfer services, which
means these services have high SLA guarantee. |n non-dedicated
networ ks, for exanple, the operator’s networks, |arge anmount of data
transfer service has grown quickly, with the increase of network
bandwi dth. The difference is that, in these non-dedi cated networks,
bul k data transfer flows need to share bandwi dth with Internet
traffic, which inevitably |l eads to resource contention and requires
further planning and protocol optim zation
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When there are multiple data transfer requests coming to the
operator’s network, the scheduling of different data transfer flows
will influence the conpletion tinme for each job. The scheduling
primarily conmes fromtwo aspects. One is the job scheduling or
orchestration, that is, at the service orchestrator, different data
transm ssi on requests need to be schedul ed on bandw dth reservation
and its corresponding tinme occupancy, according to the priorities of
each job. The other is the traffic scheduling during data

transm ssion. The second aspect needs coordi nation of both routing
and transport technologies. The routing issues related to bulk data
transfer include traffic engineering, and | oad bal ancing, etc. Wile
transport issues cover nore, including flow control, congestion
control, adm ssion control, and proxy. Due to the characteristics of
a shared network like public operator’s network, |ong-distance
transm ssion of bulk data with packet |oss rate over 0.1%and traffic
contention, transport optim zations are key for bulk data
transm ssi on services.

Thi s docunent presents sone typical bulk data transfer use cases the
non- dedi cat ed networks currently depl oy, and propose some
requirenents for transport |ayer

2. Definition of Terms

Thi s docunent uses the following ternms defined in
[1-D. kcrh-hpwan-state-of-art]:

* High Performance Wde Area Network (HPWAN)
* Renote direct nenory access (RDVA)
3. Use Cases
3.1. Large File Transfer Over Qperator’s Shared Network

Astronony and bi ol ogy data have been growing fastly, with the

devel opment of advanced instrunents for data collection. For
exanpl e, The volune of the data generation per year of an
astronom cal observatory in China is around 500 terabytes(TBs), and
there are around 200 observation jobs, resulting in an average
transm ssi on volunme of 2.5 TB per job.

The custoner (astronom cal observatory) currently rents | eased line
(10CGhps) from public operator |like China Mbile. Considering there
are ot her background traffic, the real transm ssion speed of an
astronom cal observatory job is 7Gops, leading to a total job
conpletion tinme around 47.6 m nutes.
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Custonmers want to reduce cost, and they want to be charged by the
time of bandw dth occupancy, rather than renting | eased |ine every

month. In the current operator’s shared network, |ike China Mbile
backbone network (CMhet), the average packet loss rate is around
0.1% in sone cases, the packet loss rate will increase to 0.5%

Custonmers currently use upper |ayer protocol l|ike FTP [ RFC959] or
data transfer tools Iike RSYNC [ RSYNC], the underlying transport
protocol is TCP. TCP is sensitive to packet |oss, especially in long
range transm ssion, e.g., over 2000 kilonmeters(km. Under such
circunstance, the transmssion rate will sharply decrease to around
hundreds of Mops, e.g, 700 Mips, leading to an increase of job
conmpletion tinme to 476 m nutes, which can not be accepted by
custonmers. Therefore, operators want to optim ze transport behaviors
to reduce the overall data transm ssion duration

To sumup, in the case of large file transfer over operator’s shared
network, the transport protocol is TCP, the typical volune of

transm ssion job is several TBs, the conpletion tine is required to
be within several hours. The packet loss rate is around 0.1%to
0.5% The objective is to increase the transm ssion rate over |ong
range |ike 2000 km

3.2. Tine Constrained Traffic Across Data Centers

Anot her case is the traffic between large data centers which are
owned by public operators. Traditionally, the primary traffic across
data centers is cloud file backup. Cdoud file backup may have
simlar requirenents like the case nentioned in the previous section
Currently, data centers have advanced to accommpdate nore artificia
intelligence (Al) jobs, like Al training and inference. Cross data
center traffic pattern has enmerged to carry nore Al job traffic, for
exanpl e, cross data center training.

Wth rapid devel opnent of |arge | anguage nodels (LLMs), nore conpute
i nstances need to be deployed in data centers, approaching to the
energy and physical space linit of each single data center. Under
such circumnstance, operators try to train nodels across data centers
over long distance. According to the parallel conmputing strategies,
there are three major types, data parallel (DP), tensor parallel (TP),
and pipeline parallel (PP). TP consunes nore bandw dth resource,
e.g., hundreds of MB for a single flow and , and has strict
requirenents on |latency, e.g., microseconds level. therefore, TP is
primarily deployed within data centers. Wile PP and DP consunes

| ess bandwi dth than TP, and less strict latency requirenments than TP
Therefore, operators consider to deploy PP and DP traffic across data
centers.
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For exanple, considering training a LLMwith tens of billions of
paraneters like Llama3 with a thousand of G aphics Processing Units
(GPUs) across two data centers, that is, deploying around 500 GPUs in
each data center. The bandwi dth of a single network interface card
(NIC) is 200Ghps, and the total bandwi dth requirenents is 102. 4Tbps.
Under hybrid parallel computing strategies, the total volunme of the
cross data center traffic is the product of the number of TPs, the
nunber of PPs, and the GPU bandwi dth, which equals to 12.8Tb. These
traffic is not time sensitive to mcroseconds |evel, but still needs
to be transnmitted as quickly as possible, thereby the overal
training efficiency can be inproved.

In this case, the transport protocol is based on Renote Direct Menory
Access (RDMA). Traditionally, in controlled environnents |ike data
centers, these traffic is inplenmented over RDVA over Converged

Et hernet version 2 (RoCEv2). However, since these traffic will be
transmtted over shared network or even Internet, the perfornmance as
wel | as security both require guarantee. The i WARP protocol suite
wor ks over TCP and can provide security guarantee, but its
performance in throughput optimzations need further inprovenent.

3.3. Sharing Traffic Between Dedicated Network and Non-dedi cated
Net wor k

This case is nore on sharing bulk data transfer service between

dedi cat ed network and non-dedi cated network. Institutes and

Uni versities are usually connected to dedi cated networks |ike
education and research networks, but data needs to be spread across
public operator’s networks to renote consuners. 1In this case, there
exi st sone difference regarding to QoS and security policies.

I n dedi cated networks, traffic types can be relatively sinple, and
the QoS nechanisns |ike bandwi dth and priority guarantee can be
flexibly adjusted. Wile in non-dedi cated networks, the QS
mechani sns mi ght not be the sane as dedi cated networks when traffic
types vary a lot. Priorities of different flows may change when
traffic are transmtted across a dedi cated network and another non-
dedi cated network. Meanwhile, the security policies differ in two
separate domains. The firewall or traffic shaper deployed in each
domai n may have sone access requirenents for traffic from other

net wor ks.

In this case, policies related to transport |ayer need further

coordi nation between two different networks, especially on QS
guarantee and security.
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3.4. Sunmarization of the Characteristics of Use Cases

This section sumarizes the differences of the three aforenentioned
use cases fromthe follow ng aspects. Figure 1 shows the conpari son.

*  \What transport protocols they use?

* How large are the volume of the data that need to be transnitted?
* \What are the tinme constraints?

*  \What security aspect do they care?

* \Wat data transfer applications are currently been in use?

The basic performance indicators of the shared operator network
environment is as follows.

* Packet loss rate, around 0.1%
*  Number of hops, 5 to 20.
*  Transm ssion di stance, over 1000 km

* bandwidth, 1 to 10 Gops at the access network, 10CGops to 100Ghps
at the core network.

Fom e e e e e oo s T o e e e oo oo s Fom e Fom e
——- -+
| Use Cases | Protocol| Tine constraints | Data Volune | Security | Transfer t
ool s|
o e e e e e oo - Fomm oo o e e e e oo oo o e e - R R
-- - -+
| Large File Transfer | TCP | tens of mnutes | TBs ~ 10 TBs | Data | FTP/ RSYNC
| over Shared Network | | to several hours | /job | integrity |
I
o e e e e e oo - Fomm oo o e e e e oo oo o e e - R R
-- - -+
| Cross Data | RoCEv2/| as tinely as | ~ 10 TBs/job | Data | Depend on
I
| Center Traffic | TWARP | possi bl e | | integrity | Al Framew
ork |
o e e e e e oo - Fomm oo o e e e e oo oo o e e - R R
-- - -+
| Non- dedi cat ed Network| TCP/ | tens of mnutes | TBs ~ 10 TBs | Data | FTP/ RSYNC
I
|to Dedicated Network | QUC | to several hours | /job | encryption|
I
o e e e e e oo - Fomm oo o e e e e oo oo o e e - R R
-- - -+

Fi gure 1: Conparison anpbng Use Cases
4. Requirenents
According to the three different use cases nentioned in the previous

section, sone requirenments on transport |ayer are proposed in this
secti on.
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As nentioned above, in different scenarios, there are different
transport protocols carrying bulk data transfer services. For
exanple, TCP, QU C, RDMA, iWARP. Traffic with different transport
protocols may run over the sanme public operator’s network

Optim zing each transport protocol may incur nmuch overhead, including
congestion control algorithns design and paraneter tuning, hardware
adaptati on, QoS policies, etc. To avoid such overhead, operators

thi nk about nore flexible depl oynent sol utions and propose some new
requi renents on transport protocol proxy.

R1: It MJST support transport protocol proxy which adapts one
transport protocol to another, for exanple, TCP to i WARP or QU Cto

i WARP. This is to guarantee that the transport |ayer nechanisns |ike
congestion control and flow control remain consistent between two
proxi es, when applications at endpoints run different transport

pr ot ocol s.

R2: The proxy MJST support traffic classification, flows or sessions
that need acceleration (increase priorities or guarantee bandw dt h)
can be selected at the proxy, while sone other normal flow can be
transmtted transparently.

R3: The proxy SHOULD support the aggregation of some nouse flows or
the split of an elephant flowinto nmultiple flows, based on the
traffic classification

When i nplenmenting i WARP in the proxy, the hardware resource needs to
be considered to guarantee transm ssion perfornmance. Sone work may
choose to inplement sinplified i WARP stack in the proxy, therefore,

Ra: If i WARP is selected as the transport protocol, SHOULD support
the transform of operation types, for exanple, fromUnreliable
Delivery (UD) node to Reliable Connection (RC) node.

Congestion control is always an inportant issue for data transni ssion
over shared network where congestion m ght not be precisely |ocated
and predicted. Usually, HPWAN flows are | arge and nmay incur
congestions into the network. There are already many congestion
control algorithms that have been standardi zed or being standardized,
like [I-D.ietf-ccwg-bbr], [RFC9438], and [ RFC9330]. But they have
poor convergence speed based on blind transmission with rate

adj usting due to the unpredictabl e behaviour of non-dedi cated
network. The network should collaborate with the client to perform
active congestion avoi dance such as resource scheduling, rate-based
acknow edgenent to achieve the completion tine.
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The proxy can get information (topology, |ink bandw dth, queue and
buffer) froma centralized controller of the WAN, for exanple, a SDN
controller. The proxy can serve as an agent of the SDN controller of
each network dommin, and can exchange information with clients. The
proxy can al so serve as an internedi ate node for congestion
informati on sharing with clients.

R5: It MJST support signaling fromclient to the proxy, including the
Q©S guarantee request for scheduled traffic, for example, bandw dth,
traffic pattern. Then the transport protocol proxy can negotiate
with the SDN controller to design nore flexible QS policies and the
correspondi ng resource planning (like bandwi dth) and traffic
schedul i ng.

R6: It MJST support signaling fromthe proxy to the client, including
the response of negotiated rate for the client to send traffic and
the fast and accurate quantitative feedback when proxy perforns
active adm ssion control

Sone of the use cases nentioned in section three have strong security
requi renents, for example, biology data, financial data, and Al
training data, etc. Therefore,

R7: The data integrity MJST be guaranteed for these services,
especially transferring data over non-dedi cated network where data
may be exposed to attacks.

Al so the security policies may differ when traffic is transnmtted
over dedi cated network as well as non-dedi cated network. Thus,

R8: The security policies of dedicated network as well as non-
dedi cat ed network SHOULD be exchanged, although this m ght not be
i npl emented on transport |layer. A practical approach is to
coordinate at the orchestrator or exchange information through border
gat enways
5. Security Considerations
TBD.
6. | ANA Consi derations
TBD.
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