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Abst ract

I n-network conputing has gained a ot of attention and been wi dely
investigated as a research area in the past few years, due to the
exposure of data plane programability to application devel opers and
network operators. After several years of trials and research, sone
of in-network conputing capabilities, or to say In-Network Conputing
Functions (1 CF) have been proved to be effective and very beneficia

for networked systens and applications, |ike machine |earning and
data anal ysis, and these capabilities have been gradually
commerci alized. However, there still |acks a general framework and

standardi zed interfaces to register, configure, nanage and nonitor
these I CFs. This docunment focuses on the applicability of ICFs in a
limted domain in [ RFC8799], e.g., data center networks, and
describes a framework for orchastrating, managi ng, and nonitoring

t hese | CFs.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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This Internet-Draft will expire on 4 Septenber 2025.
Copyright Notice
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1. Introduction

I n-network conputing has gained a ot of attention and been wi dely
investigated as a research area in the past few years, due to the
exposure of data plane programmability to application devel opers and
network operators. After several years of trials and research, sone
of in-network conputing capabilities, or to say In-Network Conputing
Functions (1CFs) have been proved to be effective and very benefici al
for networked systens and applications, |ike machine |earning and
data anal ysis, and these capabilities have been gradually

commerci alized. For exanple, in-network aggregation to accelerate
col l ective comunication operations |like Allreduce and Broadcast,

Yao, et al. Expi res 4 Septenber 2025 [ Page 2]



I nternet-Draft 12ICF in Data Center Networking March 2025

whi ch can be very useful in machine |earning nodel training. Some

ot her documents [1-D.jeong-opsawg-i2i cf-problemstatenent][I-D.yao-ts
VWg- cco- pr obl em st at enent - and-usecases][I-D.irtf-coi nrg-use-cases]

al so list use cases and scenarios where in-network conputing can be
appl i ed.

However, there still lacks a general framework and standardi zed
interfaces to register, configure, manage and nonitor these |CFs.
Interface to Network Security Functions (I2NSF) in [ RFC3329] has
defined a general framework for the managenent and orchestration of
Net work Security Functions (NSF). However, the framework i s not
sufficient to configure |ICFs, since many of the in-network conputing
capabilities need to cooperate with endpoint conmputing capabilities
to accelerate different applications together. Thus, it needs a
strong coordi nation between endpoi nt and in-network nodes, e.g.,
Programmabl e Network Devices (PNDs). But the framework of |2NSF can
be referenced and nodified for the definitions of ICF interfaces.

Thi s docunent focuses on the applicability of ICFs in alimted
domai n, e.g., data center networks, and describes a framework for
regi stering, managi ng, orchastrating, and monitoring these |CFs.

2. Framework and Interfaces

This section presents the detail ed design of 121 CF framework and
i nterfaces.

2.1. 121 CF Framework

Figure 1 shows the 21 CF franework. In this franmework, there are
several mmjor conponents and relative interfaces.

* Network Device Capability Managenment System This nodule is for
managenent of network device level capability, i.e. data plane
programability. Since there are differences in hardware
architectures, data plane programmbility and the way for progranm ng
vari es between vendors. But they may support sinilar |ICFs and can
accel erate the sane application together in a heterogeneous network
environment, once that there is a proper way for the nanagement and
orchestration of 1CFs. Comonly, the network device capability
managenent system can be inplenented within a network controller
provi ded by a specific vendor, by follow ng Software-Defined

Net wor ki ng (SDN) princi pl es.

* Networ k Managenment System This nodule is for managi ng the whol e

network infrastructure. It is usually adm nistrated by network
operators or data center service providers.
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* Endpoi nt (EP) Device Managenent System This nodule is for
managi ng endpoi nt devi ces. For exanple, servers, acceleration units
i ke Graphics Processing Unit (GPU) or Neural Processing Unit (NPU)
and Network Interface Card (NIC). It is controlled by a single
vendor .

* Endpoi nt (EP) Compute Management System This nodule is operated
by a data center service provider who controls the entire conpute
clusters. In heterogeneous conpute clusters, conpute devices may be
controlled by different vendors.

* Application Devel oprent Managenent System This nodule is for
appl i cation devel opnent and managenent. It |everages the network and
comput e capabilities for application |ogic design

* |21 CF User: |2ICF user typically refers to a user or an upper |ayer
platform (e.g., application task nanagenent platforn) which nmay use
the ICFs for application acceleration, but it does not need to care
about how these |CFs are inplenented. For exanple, the user may be
an Artificial Intelligence (Al) training platform the Al training
platform may allocate training tasks to the underlying network
management system

* 121 CF Analyzer: 121 CF analyzer collects nonitoring data from | CFs
for analyzing the behaviors of the I1CFs to detect the overl oading,
mal functi ons, and security attacks for the |CFs.

Not e that the Endpoi nt Device Managenent, Endpoint Conpute Managenent
System and Application Devel opnment Managenent System do not bel ong
to the network administration domain. But these nodul es need to
closely interact with network conponents to manage | CFs.
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Figure 1: 121 CF Framework and I nterfaces
2.2. Interfaces

According to the framework described in the previous section, there
are major interfaces that |21 CF should define.

Interface 1 (11): This is the registration interface between network
devi ce capability managenent system and networ k managenment system
This interface is designed for different network device vendors to
report their network device capabilities. These capabilities include
the object that network devices can process, e.g., packet, the data
structures that network devices can support, e.g., array or map, and
the primtives that network devices can support, e.g., get, wite,
and clear. The inplenentation of this interface can be

bi directional, which neans the network device capability managenent
system can report to network managenent system and it can al so be

i nqui red by the network managenment system
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Interface 2 (12): This is the in-network conmputing capabilities
exposure interface. the network managenent system exposes the in-
networ k conputing capabilities to application devel opnment managenent
system These capabilities are dependent on the programmability of
net work devi ces of vendors.

Interface 3 (13): This is the registration interface of endpoint
compute capabilities. This interface is for different endpoint
comput e device vendors to report their capabilities. For exanple,
these devices are GPUs. The capabilities include the objects that

t hese endpoi nt devices can operate and process, |ike data vectors and
key-val ue pairs, the data structures that the devices can support,
like array and list, and the conpute operations that the devices
support, like get, wite, clear, and convolution. This interface can
be realized in bidirectional way simlar to interface 1.

Interface 4 (14): This is the endpoint conputing capabilities
exposure interface. The endpoint conpute managenent system uses this
interface to tell application devel opment managenent system what
compute capabilities it can use to realize sone application |ogics.

Interface 5 (15): This is the notification interface fromapplication
devel opment nmanagenent systemto the |21 CF user. \When application
devel opnment system finishes the application progranming, it wll
notify the 121 CF user, like application task managenent system The
application task nmanagement systemw |l determ ne which task will be
i mpl emented in a network domai n, and which should be inplenmented in a
conput e donmai n.

Interface 6 (16): This is the configuration interface fromtask
managenent platfornms to network managenent system Different
application task platformmay use this interface to deliver a high-
| evel policy to the network management systemso that it can

i mpl ement different in-network jobs through appropriate |ICFs.

Interface 7 (17): This is the configuration interface fromtask
managenent platfornms to the endpoint compute managenent system  The
tasks that should be executed in endpoints will be downl oaded via
this interface.

Interface 8 (18): This is the configuration interface for ICFs with a
|l owlevel policy that is translated fromthe high-level policy by the
net wor k managerment system (through a policy translator). Wen the
net wor k management system grabs different in-network jobs, e.g., in-
net wor k key-val ue aggregati on for map-reduce task and in-network
vector aggregation for machine learning training, it will conpile
them t oget her, based on the heterogeneous programmbility provided by
different network device vendors. After the internediate conpilation
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and program synthesis, multiple ICFs are generated by a life cycle
managenment system (i.e., network device capability nmanagenent
system). These ICFs are configured via this interface.

Interface 9 (19): This is the nonitoring interface via which
nmonitoring data is collected fromICFs to |21 CF analyzer. The
interface can be used to deliver notifications of ICFs to |2lCF
anal yzer for reporting 121 CFs’ alarns and events to |21 CF anal yzer.

Interface 10 (110): This is the analytics interface via which policy
reconfigurations or feedback information is delivered froml2ICF

anal yzer to the network managenent system The results of nonitoring
data analysis at 121 CF analyzer are reported to the network
managenment system for further actions, such as the policy
reconfiguration for the target 121 CFs or the execution of an action
for the feedback information.

Note that interfaces 3, 4, 5, and 7 may not be within | ETF s scope.
But they are required to show the entire procedure for |CFs
definition, orchestration, and configuration

3. Use Cases

This section breifly introduces sonme |2l CFs use cases within limted
domai n.

* I n-network machine learning. Collective communications are typica
pattern for large scale Al training. Allreduce, as one of the nost

i mport operations in collective communication, can be accel erated by
i n-network data vector aggregation. Paraneters frommultiple

endpoi nts gather at an in-network node for conputation, and the
result will be broadcasted to all of these endpoints. This is
essential for saving bandw dth and accl erate training.

* In-network distributed data analysis. Distributed data anal ysis
systens usually contain several nmajor building blocks, data
collection, data storage, and data processing. In the procedure of
data processing, a job is usually described as an execution plan,
normal |y Directed Acyclic Graph (DAG. Each node in the DAGis an
operator, and each edge neans the data trasni ssion between operators.
During the execution, key-value pairs follow the DAG for processing.
In sone nmain stream processi ng schenes, for exanple, in MapReduce,
the Reduce operator can be accel erated by in-network conputing.
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* |In-network caching. Caching is an inmportant action for many
distributed systens, for exanple, distributed transaction systens.
Key-val ue store can be offloaded to PNDs for acceleration. There are
two mmj or operations when applying in-network caching such as Read
operation and Wite operation. The in-network caching usually needs
sone coordination nechanismto guerantee the caching consensus.

Security Consi derations

| 2I CF can benefit many applications, but it indeed introduce sone
security issues, because it requires the network nmanagenent systemto
expose in-network capabilities to application devel opnent system To
ensure the overall security of the entire system here are sone
sugguestions. First, the application devel opnent system shoul d be
controll ed by the same services providers who own the network and
conmpute infrastructure, for exanple, cloud service provider or
operators. Second, vendors can pre-set some security zones within
their devices for isolation, so it will not influence other traffic.

I ANA Consi derations
TBD.
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