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1. Introduction

There are several potential nmechanisns to address concerns related to
the antici pated energence of cryptographically relevant quantum
conmputers (CRQCs). Wiile the encryption-related aspects are covered
in other documents, this docunment focuses on the authentication
component of the [TLS] handshake.

One approach is the use of dual certificates: issuing two distinct
certificates for the sane end entity — one using a traditiona
algorithm (e.g., [ECDSA]), and the other using a post-quantum (PQ
algorithm(e.g., [M-DSA]).

Thi s docunment defines how TLS 1.3 can utilize such certificates to

enabl e dual -al gorithm aut hentication, ensuring that an attacker woul d
need to break both algorithms to conprom se the session
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It al so addresses the challenges of integrating hybrid authentication
in TLS 1.3 whil e bal anci ng backward conpatibility, forward security,
and depl oynment practicality.

Thi s docunent defines a new extension dual _signature_algorithns to
negoti ate support for two categories of signature algorithms,
typically one set of traditional schenes and one set of PQ schenes.
It al so makes changes to the Certificate and CertificateVerify
messages to take advantage of both certificates when authenticating
the end entity.

This nmethod exemplifies a PQ T hybrid protocol with non-conposite

aut hentication as defined in Section 4 of [PQI-TERMS], where two
singl e-al gorithm schemes are used in parallel: when the certificate
type is X. 509, each certificate chain uses the same format as in
standard PKI, and both chains together provide hybrid assurance

wi t hout nodifying the X 509 certificate structure. Wile this
approach does not produce a single cryptographic hybrid signature, it
ensures that both certificates are presented, validated, and
cryptographically bound to the TLS handshake transcript. This
specification is also conpatible with other certificate types defined
in the TLS Certificate Types registry defined in Section 14 of

[1 ANA-TLS] provided that both conmponents of the dual are of the sane
type. This docunent assunmes X. 509 certificates for all explanatory

t ext.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Scope
The approach described herein is also conpatible with FIPS-conpliant
depl oynents (FIPS 140-2 and FIPS 140-3), as it supports the continued

use of FIPS-approved traditional signature algorithms during the TLS
handshake.
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The proposed mechanismis fully backward conpatible: traditiona
certificates and authenticati on nethods remain functional with
existing TLS 1.3 inplenentations. As cryptographically rel evant
quant um conputers (CRQCs) energe, deploynents can transition by
gradual ly disabling traditional authentication and enabling post-
quantunonly authentication. This strategy offers a snoboth mgration
pat h, ensuring |long-termcryptographic agility, regulatory
compl i ance, and operational continuity w thout disrupting existing
infrastructure

4. Design Overview

Thi s docunent introduces a mechanismto enable dual-certificate
authentication in TLS 1.3. The prinmary objective is to allow each
TLS peer to present two certificate chains requiring an attacker to
break both authentication algorithns to i npersonate a peer

Typically one of the certificate chains is using a traditiona
cryptographic algorithns while the second | everages post-quantum (PQ

crypt ogr aphy.

The design builds on existing TLS 1.3 structures and introduces

m ni mal protocol changes. It is applicable to both client and server
authentication and is conpatible with the Exported Authenticators
mechani sm [ EXPORTED- AUTH] .

A full set of informal design requirenents for this specification can
be found in Appendix B

4.1. Signature Al gorithnms Negotiation

A new extension, dual _signature_algorithns, is defined to negotiate
support for two distinct categories of signature algorithms. The
extension carries two disjoint lists: one for traditional signature
al gorithms and one for post-quantum signature al gorithns.

* |nthe CientHello, this extension indicates the client’'s
supported traditional and PQ signature algorithnms for dua
certificate server authentication.

* |In the CertificateRequest, this extension indicates the server’'s
supported traditional and PQ signature algorithns for dua
certificate client authentication.

This all ows both endpoints to signal independently two distinct
al gorithms for dual authentication
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The dual _signature_al gorithns can al so be used in extensions of
CertificateRequest and ClientCertificateRequest structures of

Aut hent i cat or Request nessage of Exported Authenticators as defined
in Section 4 of [EXPORTED- AUTH] .

The dual _signature_al gorithns extensi on does not replace
signature_algorithnms. Since signature_algorithnms is required any
time that certificate-based authentication is requested according to
Section 4.2.3 of [TLS], TLS peers MJST include the

signature_al gorithns extension regardl ess of whether

dual _signature_algorithns is used. The signature_algorithns
extension indicates algorithnms acceptable for single-certificate

aut henti cati on and MJUST contain either a non-enpty list of such
algorithms or be enpty if only dual-certificate authentication is
accept abl e.

4.2. Certificate Chain Encoding

TLS 1.3 defines the Certificate nessage to carry a list of
certificate entries representing a single chain. This docunent
reuses the same structure to convey two certificate chains by
concatenating themand inserting a delinmter in the formof a zero-
length certificate entry.

A zero-length certificate is defined as a CertificateEntry with an
enpty cert_data field and omtted extensions field. TLS 1.3
prohibits the use of enpty certificate entries, making this delimter
an unanbi guous boundary between the two certificate chains.

I npl enentati ons MJUST treat all entries before the zero-length
delinmter as the first certificate chain (typically traditional), and
all entries after it as the second certificate chain (typically post-
quant unj .

Thi s encoding applies equally to the ConpressedCertificate nessage
defined in [ COWPRESS- CERT] and to the Certificate nessage of Exported
Aut henticators as defined in Section 5.2.1 of [ EXPORTED AUTH] .

Since TLS 1.3 supports only a single certificate type in each
direction, both certificate chains MJST either contain X 509
certificates or certificates of type specified in:

* server_certificate type extension in a EncryptedExtensi ons nessage
for Server certificates

* client_certificate_ type extension in a EncryptedExtensi ons nmessage
for Cient certificates
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Note that according to Section 5.2.1 of [EXPORTED- AUTH] Exported
Aut henti cators support only X. 509 certificates.

4.3. CertificateVerify Signatures

The CertificateVerify nessage is extended to include two digita
si gnat ures

1. One conputed using a signature algorithmselected fromthe first
list of the dual signature_algorithns extension

2. One conputed using a signature algorithmselected fromthe second
list of the dual _signature_algorithns extension

Each signature is conputed over the transcript hash as specified in
TLS 1.3, but with distinct context strings to donmain-separate the two
operati ons.

This encoding applies equally to the CertificateVerify message of
Exported Authenticators as defined in Section 5.2.2 of
[ EXPORTED- AUTH] .

The order of the signatures in the nessage MJUST correspond to the
order of the certificate chains in the Certificate nessage: the first
signature MJST correspond to a traditional algorithmfrom
first_signature_algorithns |ist of dual _signature_al gorithns
extension, while the second signature MJST correspond to a PQ

al gorithm from second_signature_algorithns |ist of

dual _signature_al gorithns extension

4.4. Common Chai ns

In order to | essen operational burden on Certification Authority (CA)
operators, the two certificates of the dual MAY be issued fromthe
same CA. For exanple, during the PQC migration, a CA operator m ght
wish to stand up a root CA using a Level 5 PQC algorithmor a hash-
based signature, and then continue to i ssue RSA and ECDSA
certificates off that root.

Negoti ati on of such a setup requires use of the
signature_algorithns_cert TLS 1.3 extension, which is unnodified from
its definition in Section 4.2.3 of [TLS] and when present it applies
equally to both chains of the dual

In order to optimn ze bandw dth and avoid sendi ng duplicate copi es of
the sane chain, when constructing a Certificate nessage as descri bed
in Section 5.2, the second certificate chain MAY consist of only an
end-entity certificate.
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5. Protocol Changes

This section defines the normative changes to TLS 1.3 required to
support dual -certificate authentication. These changes extend
exi sting handshake nessages and i ntroduce the new extension

5.1. dual _signature_algorithnms Extension
5.1.1. Structure

A new extension, dual _signature algorithns, is defined to allow peers
to advertise support for two distinct Iists of signature algorithns,
for exanple, traditional and post-quantum

Si gnat ureSchemeList is defined in Section 4.2.3 of [TLS], which is
repr oduced here:

struct {
Si gnat ur eScheme supported_signature_al gorithns<2..2"16-2>;
} SignatureScheneli st;

Figure 1: TLS 1.3 SignatureScheneLi st

Thi s docunent defines the Dual Si gnat ureScheneLi st extension to extend
TLS 1.3 s SignatureSchenesLi st in the obvious way to contain two
lists.

struct {
Si gnatureSchene first_signature_al gorithnme<2..2"16-2>;
Si gnat ureScheme second_si gnature_al gorithns<2..2"16-2>;
} Dual Si gnat ur eScheneli st ;

Figure 2: Contents of dual _signature_al gorithns extension

Si gnatureSchenme is a 2-octet value identifying a supported signature
algorithmas defined in TLS SignatureScheme | ANA registry.

The dual _signature_al gorithns extensi on MAY contain comon el ements
with signature_algorithnms if the peer wishes to advertize that it
will accept a certain algorithmeither standal one or as part of a
dual signature. Listing an algorithmin signature_algorithns does
not inply that it would be acceptable as part of a dual signature
unl ess that algorithmalso appears in one of the lists in

dual _signature_algorithms. See Appendix E for exanples of

crypt ographi c policies, and how to set signature_algorithnms and
dual _signature_algorithns to inplenment those policies
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5.

5.

1.

2

When parsing Dual Si gnat ureScheneLi st, inplenmentati ons MJUST NOT make
assunpti ons about which sub-list a given algorithmw |l appear in.

As a test, if a TLS handshake contai ni ng a Dual Si ghat ur eSchenelLi st
succeeds, then an equival ent TLS handshake contai ni ng an equi val ent
Dual Si gnat ureSchenelLi st but with the first and second |ists swapped
MUST al so succeed. However, it is not required that these two test
cases result in the sane sel ected signature al gorithm and
certificate. See Appendix C for a suggested configuration mechani sm
for selecting a preferred pair of algorithns.

2. Use in Handshake and Exported Authenticator Messages

The client MAY include this extension in CientHell o nessage to
indicate the different conbinations of dual algorithms it supports
for verifying the server’s signature. The server MAY include this
extension in CertificateRequest nessage to indicate the different
categories of algorithns it supports for verifying the client’s
signature. This extension MAY be included in an Authenti cator
Request by the requestor to signal support for dual certificates in
the response.

If the extension is present in CientHello, CertificateRequest of

[ TLS] or Authenticator Request defined in Section 4 of

[ EXPORTED- AUTH], the peer MAY respond with a dual-certificate

aut hentication structure. |If the extension is absent, the peer MJST
NOT send a two certificate chains or two signatures.

The presence or absence of the dual _signature_al gorithns indicates
whet her dual authentication is supported, but does not nandate it.
The peer MAY sel ect an authenticator advertised in a different
extension, such as selecting a single algorithmfrom

signature_al gorithnms and proceeding with single-algorithmCertificate
and CertificateVerify nessages as usual

Certificate Message Encoding
TLS 1.3 defines the Certificate nessage as foll ows:
struct {
opaque certificate_request context<0..2"8-1>;
CertificateEntry certificate_ |ist<0..2"24-1>;
} Certificate;

Figure 3: TLS 1.3 Certificate nmessage
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Thi s document re-uses the Certificate structure as-is and extends the
semantics of certificate list to support two |logically distinct
certificate chains, encoded sequentially and separated by a
delimter.

In order to support bandwi dth optinization in the case that the two
certificates are issued by the same CA, the second certificate chain
MAY consist of only an end-entity certificate. |In this case,
validators SHOULD attenpt to validate the second certificate using
the chain provided with the first certificate.

5.2.1. Delimter

The delimter is a zero-length certificate entry encoded as 3 bytes
of Ox00. TLS 1.3 prohibits enpty certificate entries, so this
delimter is unanbiguous. The delinmter MJST NOT be sent to peers
that did not indicate support for dual certificates by including the
dual _signature_al gorithnms extension

Thi s specification expands CertificateEntry structure from
Section 4.4.2 of [TLS] in the follow ng way:

Certificate parsing |ogic MJIST reject nessages that contain nore than
one zero-length delinmiter, or that place the delimter as the first
or last entry in the certificate list. Certificate parsing logic is:

struct {
select (is _delimter) {
case Delimter: uint24 delimter = O;
case Non Delinmter:
opaque cert_specific_data<l..2"24-1>;
Ext ensi on extensi ons<0..2"16- 1>;

b
} CertificateEntry;
Figure 4: Updated CertificateEntry structure definition

All entries before the delinmter are treated as the first certificate
chain and MJST use algorithns fromfirst_signature_algorithnms |ist of
dual _signature_algorithns extension, all entries after the delimter
are treated as the second certificate chain and MJUST use al gorithns
fromsecond_signature_algorithnms |ist of dual _signature_al gorithns
extension. As specified in Section 4.4.2 of [TLS], end-entity
certificate MIUST be the first in both chains.

A peer receiving this structure MJIST validate each chain

i ndependently according to its correspondi ng signature al gorithm
I mpl enenters MAY wi sh to consider performing this verification in a
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timng-invariant way so as not to | eak which certificate failed, for
exanple if it failed for policy reasons rather than cryptographic
reasons, however since this information is not hidden in a single-
certificate TLS handshake, inplenenters MAY decide that this is not
i mportant.

The first certificate chain MJST contain an end-entity certificate
whose public key is conmpatible with one of the algorithns listed in
the first_signature_algorithnms section of dual _signature_al gorithns
extension. The second certificate chain MJST contain an end-entity
certificate whose public key is conpatible with one of the algorithns
listed in the second_signature_al gorithnms section of

dual _signature_al gorithnms extension. End-entity certificates of both
chains MJUST use different public keys.

If a signature_algorithns_cert extension is absent, then al
certificates of given chain MJST al so use an algorithmfromthe
corresponding list, but not necessarily the same one as the end-
entity certificate. It is always allowed to provide m xed-al gorithm
certificate chains within the sane list as long as relevant |ist
contains nore than one entry.

Thi s encoding applies equally to the ConpressedCertificate nessage
and to Certificate nessage of Exported Authenticators.

5.3. CertificateVerify Message
TLS 1.3 defines the CertificateVerify nessage as foll ows:

struct {
Si gnhat ureSchene al gorithm
opaque signature<0..2"16-1>;
} CertificateVerify;

Figure 5: TLS 1.3 CertificateVerify nessage

Thi s docunent defines Dual CertificateVerify which extends
CertificateVerify to carry two i ndependent signatures

struct {
Si gnatureScheme first_al gorithm
opaque first _signature<0..2"16-1>;
Si gnat ur eSchenme second_al gorithm
opaque second_si gnat ure<0..2"16-1>;
} Dual CertificateVerify;

Figure 6: Dual CertificateVerify nessage
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It is an error for any fields to be enpty. In particular, the
Dual CertificateVerify structure MJST NOT be used to carry only a
single signature. Both signatures included in a single

Dual CertificateVerify structure MJST use different signature
algorithms. Violation of this rules MJST result in session
termination with an illegal _paraneter alert.

The Dual CertificateVerify message MAY be used in place of
CertificateVerify anywhere that it is all owed.

Each signature covers the transcript hash as in TLS 1.3, but with a
di stinct context string for donmain separation, which are defined in
Section 5.3.1.

5.3.1. Context Strings
The context string is used as input to the data over which the
signature is conmputed, consistent with the CertificateVerify
construction defined in Section 4.4.3 of [TLS]. The first signature
uses the same context string as in the TLS 1.3 specification
* for a server context string is "TLS 1.3, server CertificateVerify"
* for a client context string is "TLS 1.3, client CertificateVerify"

The second signhature uses a distinct context string to bind it to the
secondary certificate:

* for a server, secondary context string is "TLS 1.3, server
secondary CertificateVerify"

* for a client, secondary context string is "TLS 1.3, client
secondary CertificateVerify”

I mpl enent ati ons MJST verify both signatures and MJST associ ate each
with its corresponding certificate chain.

Thi s dual -signature structure applies equally to CertificateVerify

messages carried in Exported Authenticators with second signature
usi ng "Secondary Exported Authenticator" as the context string.
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5.4. Dual Certificate Policy Enforcenent

7

7

Policy enforcement regarding the use of dual certificates is

i mpl ement ati on-defined and driven by the authenticating peer. Wen
dual certificate authentication is required by |local policy, such as
during hi gh-assurance sessions or post-quantumtransition periods,
the aut henticating endpoint MJST abort a handshake where only one
signature or one certificate chain is present with an

dual _certificate required alert. |Inplementations MJST ensure that
both certificates and both signatures are processed together and MJST
NOT accept fallback to single-certificate authenticati on when dual -
aut hentication is expected.

A single conposite certificate chain and signature such as defined by
[ TLS- COWPCOSI TE- MLDSA] MAY be an acceptable alternative during post-
quantumtransition period as |long as correspondi ng signature schene
is listed in signature_al gorithns extension

Addi tional policy exanples are given in Appendix E
Per f or mance Consi derati ons

The use of dual certificates increases the size of the certificate
and certificate verify nmessages, which can result in larger TLS
handshake nessages. These |arger payl oads may cause packet
fragmentation, retransm ssions, and handshake del ays, especially in
constrai ned or | ossy network environments.

To mitigate these inpacts, deploynents can apply certificate chain
optinization techni ques, such as those described in Section 6.1 of
[ PQ RECOVMEND], to minimze transm ssion overhead and inprove
handshake robust ness.

One inplication of the design of this dual-algorithmnegotiation
mechanismis that the peer MJST honor any conbination of algorithns
fromthe first_signature_algorithnms and second_signature_al gorithns
lists that the other peer chooses, even if it chooses the two | argest
or the two slowest algorithns. In constrained environments, it is
important for TLS inplenentations to be configured with this in m nd.

Security Considerations
1. Weak Non-Separability

This dual certificate schenme achi eves Weak Non- Separability as
defined in [HYBRID SIGS], which is defined as:
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the guarantee that an adversary cannot sinply “renmove” one of the
component signatures wi thout evidence |eft behind.

As defined in Section 4.4 of [TLS], CertificateVerify (and therefore
by extension Dual CertificateVerify) contains signatures over the

val ue Transcri pt-Hash(Handshake Context, Certificate). 1In the dua
certificate context, Certificate will contain both certificate
chains, which is sufficient to cause the client to abort and
therefore achi eves Wak Non- Separability.

7.2. Signature Validation Requirenents

I mpl enent ati ons MUST strictly associ ate each signature with a

Dual CertificateVerify with the corresponding certificate chain, based
on their order relative to the zero-length delimter in the
Certificate nessage. Failure to properly align signatures with their
intended certificate chains could result in incorrect validation or
msattribution of authentication

Both signatures in the Dual CertificateVerify message MJST be
val i dat ed successfully and correspond to their respective certificate
chains. Inplenentations MIST treat failure to validate either
signature as a failure of the authentication process. Silent

fall back to single-certificate verification underm nes the dual -

aut henti cati on nmodel and introduces downgrade risks. |nplenmentations
MAY short-circuit if the first signature or certificate chain fails,
or MAY process both regardless to achieve timng invariance if the

i npl ementer deens in valuable to hide which signature or certificate
validation failed, for exanple if one of the certificates was
rejected for policy reasons rather than cryptographic reasons.

7.3. Side-Channel Resistance

Sone i npl enentations MAY wish to treat a dual signature as an atomc
signing oracle and thus hide side-channels that would allow an
attacker to distinguish the first algorithmfromthe second
algorithm for exanple if the first signature fails, still perform
the second signature before returning an alert. However, in nost
cases this does not have practical value, for exanple if all
algorithms offered as dual are also offered as single.
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7.4. Cryptographi c | ndependence O The Two Chai ns

Thi s specification does not provide a mechanismto negotiate separate
signature_algorithns_cert lists. Therefore while the two sel ected
end-entity certificates will contain keys of different algorithns, it
is possible for themto have certificate chains that use the sane
algorithm In sone cases this could be perfectly acceptable, for
exanple if both chains are rooted in a hash-based signature or a
composite, or if it is intentional for both end-entity certificates
chain to the same root.

However, in general to achieve the intended security guarantees of
dual -al gorithm protection, inplenenters and depl oynment operators
SHOULD ensure that the two certificate chains rely on

crypt ographi cally i ndependent primtives.

7.5. Certificate Usage and Trust

Certificate chains MJST be validated i ndependently with the sane
logic as if they were each presented in isolation, including trust
anchors, certificate usage constraints, expiration, and revocation
status. |Inplenentations MJUST NOT apply different policies and
validation | ogic based on whether a certificate appeared as the first
or second. |In other words, if a dual certificate TLS handshake
succeeds, then the sanme handshake MUST be able to succeed with the
same two certificates, but the order of the first and second swapped
in dual _certificate_algorithns, Certificates, and

Dual CertificateVerify.

7.6. Preventing Downgrade Attacks

TLS clients that are capable of accepting both traditional-only
certificates and dual certificate configurations may remain

vul nerabl e to downgrade attacks. In such a scenario, an attacker
with access to a CRQC could forge a valid traditional certificate to
i npersonate the server and it does not indicate support for dua
certificates. To mitigate this risk, clients should progressively
phase out acceptance of traditional-only certificate chains once dua
certificate deploynment is w despread and interoperability with | egacy
servers is no |onger necessary. During the transition period,
accepting traditional-only certificate chains may remai n necessary to
mai ntai n backward conpatibility with servers that have not yet

depl oyed dual certificates

8. | ANA Consi der ations

This specification registers the dual _signature_al gorithns TLS
extension and dual certificate required TLS alert.
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8.1. TLS extension

I ANA is requested to assign a new value fromthe TLS Extensi onType
Val ues registry:

* Extension Name: dual _signature_al gorithns
* TLS 1.3: CH, CR
* DILS-Only: N
* Recommended: Y
* Reference: [[This docunent]]
8.2. TLS alert

I ANA is requested to add the following entry to the "TLS Alerts"
registry:

*  Val ue: TBD
* Description: dual _certificate required
*  DILS-OK: Y
* Reference: [[This docunent]]
*  Comment: None
9. Acknow edgnents
We would I'ike to thank Suzanne W bada (Universit de Sherbrooke) for
her reviews and coments during the work on the initial version of
this docunment, and her willingness to inplenment the recommendati on of

this docunent.

We al so want to thank Anthony Hu from WIlfSSL for his and review and
feedback on the initial version of this draft.

10. References
10.1. Normative References
[ EXPORTED- AUTH]
Sullivan, N., "Exported Authenticators in TLS', RFC 9261,

DO 10.17487/ RFC9261, July 2022,
<https://www. rfc-editor.org/rfc/rfc9261>.

Shekh- Yusef, et al. Expi res 20 June 2026 [ Page 16]



I nternet-Draft PQ T Dual Certs in TLS Decenber 2025

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ TLS] Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", Work in Progress, Internet-Draft, draft-
ietf-tls-rfc8446bis-14, 13 Septenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-
rf c8446bi s- 14>.

10.2. Informative References

[ COVPRESS- CERT]

[ ECDSA]

[ HYBRI D- SI

[ 1 ANA- TLS]

[ ML- DSA]

Shekh- Yusef ,

CGhedini, A and V. Vasiliev, "TLS Certificate
Conpression', RFC 8879, DA 10.17487/ RFC8879, Decemnber
2020, <https://www. rfc-editor.org/rfc/rfc8879>.

"Digital Signature Standard (DSS)", National Institute of
St andards and Technol ogy (U.S.),

DA 10. 6028/ nist.fips.186-5, February 2023,
<https://doi.org/10. 6028/ ni st.fips.186-5>.

&)
Bi ndel, N., Hale, B., Connolly, D., and F. D, "Hybrid
signature spectruns", Wrk in Progress, Internet-Draft,
draft-ietf-pquip-hybrid-signature-spectruns-07, 20 June
2025, <https://datatracker.ietf.org/doc/htm/draft-ietf-
pqui p- hybri d- si gnat ur e- spect runs- 07>.

Sal owey, J. and S. Turner, "IANA Registry Updates for TLS
and DTLS", RFC 8447, DA 10.17487/ RFC8447, August 2018,
<https://www. rfc-editor.org/rfc/rfc8447>.

Hol | ebeek, T., Schmeg, S., and B. Westerbaan, "Use of M-
DSA in TLS 1.3", Work in Progress, Internet-Draft, draft-
ietf-tls-mdsa-01, 26 Septenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-

m dsa- 01>.

et al. Expi res 20 June 2026 [ Page 17]



I nternet-Draft PQ T Dual Certs in TLS Decenber 2025

[ PQ RECOMVEND]
Reddy. K, T. and H. Tschofeni g, "Post-Quantum Cryptography
Recommendati ons for TLS-based Applications”, Wrk in
Progress, Internet-Draft, draft-reddy-uta-pqc-app-08, 2
July 2025, <https://datatracker.ietf.org/doc/htm/draft-
r eddy- ut a- pgc- app- 08>.

[ PQT- TERMS]
Db F., P, M, and B. Hale, "Term nology for Post-Quantum
Traditional Hybrid Schenes", Wirk in Progress, Internet-
Draft, draft-ietf-pquip-pqt-hybrid-term nol ogy-06, 10
January 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-pquip-pqt-hybrid-termn nol ogy-06>.

[ Si gnat ur e- Spect r uns]
Bi ndel, N., Hale, B., Connolly, D., and F. D, "Hybrid
signature spectruns", Wrk in Progress, Internet-Draft,
draft-ietf-pquip-hybrid-signature-spectruns-06, 9 January
2025, <https://datatracker.ietf.org/doc/htm/draft-ietf-
pqui p- hybri d- si gnat ur e- spect r unms- 06>.

[ TLS- COVPOSI TE- MLDSA]
Reddy. K, T., Hollebeek, T., Gay, J., and S. Fluhrer, "Use
of Conposite M.-DSA in TLS 1.3", Work in Progress,
Internet-Draft, draft-tls-reddy-conposite-mndsa-00, 2
Noverber 2024, <https://datatracker.ietf.org/doc/htm/
draft-tls-reddy-conposite-m dsa-00>.

Appendi x A, Open Design |ssues

Thi s section docunents open design questions that are not resolved in
this version, and for which the authors wi sh Wrking G oup input.

This section is for Working Group review, and to be renoved before
publi cati on.

A.l. Alow mxed certificate chains?

Issue: TLS 1.3 has signature_algorithms to negotiate the signature
used in the TLS handshake (which is also the public key of the EE
cert), and optionally signature_algorithns _cert if the peer wishes to
negotiate the CA's algorithnms separately. Historically, cert chains
are either exclusively RSA or exclusively ECDSA with m xed RSA- ECDSA
chains being extrenely rale and therefore signature_algorithms_certs
is extremely rarely used in the wld.
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One design consideration here is whether we want to allow both the PQ
and traditional chains to conme off the sane CA in order to | ower
operational burden for CAs needing to maintain separate PQ and
Traditional PKIs. Consider for exanple an M.- DSA-87 CA that issues
both M.- DSA-44 and RSA EEs. O consider an SLH DSA CA that issus M-
DSA- 44 and RSA EEs.

The question is whether to continue to support negotiation of CA algs
separately fromEE algs in a dual context.

Desi gn opti ons:

1. \When a signature_algorithns_certs extension is present, then it
applies to both chains of the dual, and dual _signature_al gorithmns
only applies to EE certs. |If not present, then
dual _signature_algorithns applies to both EE and chain. This is
the option chosen for presentation in this version of the draft,
and is believed to be nost consistent with the intent of 8446,
though it is has bad alignment with TLS inplenentations in the
wi Il d and increases inplenentation conplexity.

2. Mandate that dual signature_algorithns always applies to both EE
and chain, and take the position that signature_al gorithns_cert
only applies to the single-certificate case. This makes it
i npossi bl e to have dual certs with m xed-al gorithm chains.

3. Add a dual _signature_algorithms_certs so that the algs of the two
chai ns can be negotioted separately.

A.2. Can the client fail if it doesn't |like the server’s choice?

Thi s design choice is about how expressive the negotiation mechani sm
is.

This version presents a scheme which presents three lists: [Single],
[Dual First], [Dual Second]. It is inplicit that the full set of

combi nations of [Dual First] X [Dual Second] is supported. This design
does not allow for the om ssion of conbinations that make little
sense, such as RSA-2048 with a PQC Level 5 schene.

Desi gn opti ons:

1. Make the negotiation mechani sm nore expressive (ie nore conplex)
to cover this case
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2. The client MJST honor any choice of pair from[Dual First],
[ Dual Second]; ie if it supports the algorithns, then it supports
them it is not allowed to reject specific conbinations. This
option is presented in this version.

3. The client MAY abort the connection if it does not accept the
server’s choice of conbination.

Appendi x B. Informal Requirenents for Dual TLS Certificate Support

Thi s section docunents the design requirenents that drove the
devel opnment of this specification.

This section is primarily intended to easy W5 revi ew and coul d be
renoved or simplified prior to RFC publication.

B.1. Dual-Algorithm Security

w

1.1. Weak Non-Separability
The dual certificate authentication achieves, at |east, Wak Non-
Separability [Signature-Spectruns] at the time of verification of the
CertificateVerify nmessage.

B.2. Dual Certificate Semantics

w

2.1. Independent Chain Usability
Each certificate chain (e.g., traditional and PQ nust be
i ndependently usable for authentication, allow ng endpoints to fall
back to traditional or PQonly validation if necessary.

B. 2. 2. Unanbi guous Chain Separation

The nechani smnust clearly distinguish and delimt nultiple
certificate chains to prevent anbiguity or nisinterpretation.

B.3. Use Case and Deploynment Flexibility

o)

.3.1. Backward Conpatibility
When only one certificate chain is used, the nechani smnust renain

conmpatible with existing TLS 1.3 endpoi nts unaware of dual -
certificate support or willing to use only a single certificate.
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2. Forward Conpatibility

The nmechani sm nust be capabl e of negotiating algorithns requiring
dual certificates as well as algorithns that are acceptable
st andal one.

As an exanpl e, the nmechani sm nust be capabl e of expressing the
foll owi ng al gorithm preference

I woul d accept SLH DSA-128s, Conposite M.DSA65 RSA2048

Conposi t e M_.DSA65 ECDSA- P256, or M.- DSA-87 by thensel ves, or a
dual -cert hybrid with one of [M.-DSA-44, M.-DSA-65] with one of
[ RSA, ECDSA- P256, ECDSA- P384].

3. Negotiation Expressiveness

Si gnature al gorithm negotiation, whether single or dual, mnmust arrive
at a unique selection of algorithnms if and only if there is at |east
one configuration that is nmutually-acceptable to client and server
Specifically, the negotiation mechani smnust be expressive enough
that clients can list all valid configurations that they would
accept. Conversely, the negotiation nmechani sm nust be specific
enough that the client is not forced, through clunsiness of the
negotiati on mechanismto list configurations that in fact it does not
support and thus rely on failures and retries to arrive at an
acceptabl e al gorithm sel ecti on

B.3.4. Mtigation of Side Channels

The nmechani sm shoul d avoi d constructions that enabl e si de-channe
attacks by observing how distinct algorithnms are applied to the sane
nessage

M keG | have never seen this particular side-channel attack
described in the literature, so | think a reference is needed. Al so,
side-channels is a very wide field, so it seens odd to pick out only
a very specific type of side-channels to mention. | suggest renoving
this section.

B.3.5. Non-anbiguity of Message Formats

The order and pairing between certificates and their correspondi ng
signatures must be explicit, so verifiers can unanbi guously match
t hem
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B.4. Interaction Wth Existing TLS Semanti cs
B.4.1. Protocol Flow Consistency

Dual certificate authentication nmust foll ow the sane | ogical flow as
standard TLS certificate authentication, including integration with
Certificate, CertificateVerify, and Finished nessages

B.4.2. nlLS support

The nechani sm nust support both server and client authentication
scenarios. In case of nutual authentication dual certificates may be
used unidirectionally as well as bidirectionally.

B.4.3. Exported Authenticators Conpatibility

The nechani sm nust be usable with Exported Authenticators (RFC 9261)
for mutual authentication in post-handshake settings.

B.4.4. Mnimal Protocol Changes

Any additions or nodifications to the TLS protocol nust be mninmal to
ease depl oynent, reduce inplenentation conplexity and mnim ze new
security risks.

Thi s requirenent favours a design which mnimzes interaction with
other TLS extensions -- ie where all other extensions related to
certificates will transfer their semantics froma single-certificate
to a dual-certificate setting in a trivial and obvious way and no
speci al processing rules need to be described. Ditto for existing

| ANA registries relating to the TLS protocol

B.5. Non-Coal s
The following are listed as non-goals; i.e. they are out-of-scope and
will not be considered in the design of dual certificate
aut henti cati on.

B.5.1. Miltiple lIdentities

This nmechanismis specific to cryptographic algorithmmgration. It
is not a generic mechanismfor using nultiple identities in a single
TLS handshake. In particular, this mechani sm does not allow for

negotiating two certificates with the same al gorithm but contai ni ng
different identifiers, or for negotiating two independent sets of
certificate authorities.
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Appendi x C. Suggested Configurati on Mechani sm

This section gives a non-normative suggestion for a mechani smfor
configuration of algorithmselection preference in a dual-algorithm
setting.

Section 5.1.1 requires that any supported al gorithm MAY appear in
either the first or second list within a Dual Si ghatureSchenelLi st,
however it | eaves open the policy for selecting a pair.

The suggested i npl enentation enforces server-preference by all ow ng
an operator to rank the provisioned certificates fromnost-preferred
to least-preferred. Beginning with the nost-preferred, if this

al gorithm appears in either list, then this is selected and sel ection
continues down the |list of provisioned certificates until one is
found that appears on the other list. [Inplenentations MJUST NOT
select two algorithns fromthe same list. Regardless of which

al gorithmwas select first according to this preference sel ection
routine, the certificates and signhatures MJST be returned in the
first and second slot according to which list they appeared in. This
preference selection routine has the benefit that the al gorithm

sel ection is not affected by swapping the first and second |ists,
which allows for greater configuration flexibility and therefore
greater overall interoperability.

Appendi x D. Conpatibility with conposite certificates

Clients and servers nmay choose to support conposite certificate
schenes, such as those defined in [TLS- COWCSI TE- MLDSA]. I n these
schenmes, a single certificate contains a conposite public key, and
the associ ated signature proves know edge of private keys of al
components. However, fromthe perspective of the TLS protocol, this
is asingle certificate producing a single signature and so use of
dual _signature_algorithns is not required.

If a conposite signature algorithm appears in the

signature_al gorithns extension, it can fulfill the client’s
requirenents for both traditional and PQ authentication in a single
certificate and signature. It is up to the client policy to decide

whet her a conposite certificate is acceptable in place of a dual -
certificate configuration. This allows further depl oynent
flexibility and compatibility with hybrid authentication strategies.

The advant ages of dual certificates over conposites is operationa
flexibility for both Certification Authority operators and TLS server
and client operators because two CAs and end-entity certificates, one
traditional and one PQ allows for backwards conpatible and dynanic
negoti ati on of pure traditional, pure PQ or dual
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The advant ages of conposites over dual certificates is that the
certificate chains thenselves are protected by dual -al gorithms, which
can be of great inportance in use cases where trust stores are not
easi |y updat abl e.

It is worth noting that conposites present as sinply another
signature algorithm and as such nothing prevents them from being
used as a conponent within a dual _signature_al gorithm

Appendi x E. Policy Exanples

Thi s section provides exanpl es of cryptographic policies and exanpl es
of how to set signature_algorithns and dual _signature_algorithnms in
order to inplenent that policy. This section is non-normative, and
ot her ways of inplenenting the sane policy are possible; in
particular the first and second lists within a

dual _signature_al gorithns extension MAY be swapped in any of the
exanpl es bel ow wi t hout changi ng the senanti cs.

The scenarios in this section describe server authentication behavior
based on client policy. Each case reflects a different client
capability and authentication policy, based on how the client

popul ates the signature_algorithms, signature algorithns_cert, and
dual _signature_al gorithnms extensions.

For client authentication, the same principles apply with roles
reversed: the server drives authentication requirements by sending a
CertificateRequest nessage that includes appropriate extensions.

E.1. Example 1: Single-certificate
Client requires only one traditional, pg or a conposite signature.
Client either does not support or is not configured to accept dua
certificates.
Cient behavior

* Includes supported algorithnms in signature_al gorithms and
optionally signature_algorithms_cert.

* Does not include dual _signature_al gorithns.
To satisfy this client, the server MIST send a single certificate

chain with conpatible algorithns and include a single signature in
CertificateVerify.
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Exanpl e 2: Dual - Conpatible, Traditional Primary, PQ Optiona

Client supports both traditional and PQ authentication. It allows
the server to send either a traditional chain alone or both chains.

dient behavior

* Includes supported traditional algorithns in signature_algorithns
and optionally signature_algorithms_cert.

* Includes supported traditional algorithns again in
first_signature_algorithms |ist of dual _signature_algorithns and
supported PQ algorithms in second_signature_algorithnms |ist of
dual _signature_al gorithmns.

To satisfy this client, the server MJIST either

* Provide a single certificate chain with conpatible traditiona
algorithms and include a single signhature in CertificateVerify, or

* Provide a traditional certificate chain followed by a PQ
certificate chain as described in Section 5.2 and two signatures
in Dual CertificateVerify as described in Section 5.3

Exanpl e 3: Strict Dua

Client requires both traditional and PQ authentication to be
performed sinmultaneously. It does not support conposite
certificates.

Cient behavior

* Includes an enpty list in signature_algorithns (since this
extension is required by [ RFC8446] whenever certificate
aut hentication is desired).

* Includes supported traditional algorithns in
first_signature_al gorithns |ist of dual_signature_al gorithns and
supported PQ algorithms in second_signature_algorithnms |ist of
dual _signature_al gorithns.

To satisfy this client, the server MIST provide a traditiona
certificate chain followed by a PQ certificate chain as described in
Section 5.2 and two signatures in CertificateVerify as described in
Section 5.3
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E.4. Exanple 4: Dual -Conpatible, PQ Primary, Traditional Optional

Client supports both traditional and PQ authentication. It allows
the server to send either a PQ chain al one or both chains.

dient behavior:

* Includes supported PQ algorithnms in signature_algorithnms and
optionally signature_algorithms_cert.

* I ncludes supported traditional algorithns in
first_signature_algorithms |ist of dual _signature_algorithns and
supported PQ al gorithnms again in second_signature_algorithms |ist
of dual _signature_al gorithmns.

To satisfy this client, the server MIST either:

* Provide a single certificate chain with conpatible PQ al gorithms
and include a single signature in CertificateVerify, or

* Provide a traditional certificate chain followed by a PQ
certificate chain as described in Section 5.2 and two signatures
in CertificateVerify as described in Section 5.3
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