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Abstract

Thi s docunent specifies the issuance and redenption protocols for
tokens based on the Anonynous Tokens with H dden Metadata (ATHV
pr ot ocol .

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://cathieyun. github.io/draft-athm draft-yun-privacypass-
athmhtm . Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-yun-privacypass-athni.

Di scussion of this docunent takes place on the Privacy Pass nailing
list (mailto:privacy-pass@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/privacy-pass. Subscribe at
https://ww.ietf.org/ mailman/listinfo/privacy-pass/.

Source for this draft and an issue tracker can be found at
https://github. com cat hi eyun/draft-athm

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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The architecture further defines options for private or public
met adata that can be enbeded in the token by the issuer.

While in many applications the trust signals that are attributed to
clients via anonynous credentials should be knowmn to them there are
cases where these signals need to remain hidden fromthe clients as a
prerequisite for the effectiveness of the token scheme as a trust
conveyi ng mechani sm These settings relate to fraud detection, where
allowing the attacker to learn that it has been flagged as fraudul ent
enabl es themto adapt and update their attack strategi es nmuch nore

ef fectively.

An Anonynmous Token with H dden Metadata (ATHM), as specified in

[ ATHM SPEC], allows the issuer to enbed a fixed number of hidden

met adata bits in the issued token. These metadata bits are only
readabl e at token redenption by the party holding the secret key for
the schene. These bits reduce the anonymty properties of the tokens
by allowing the issuer to partition clients into as many groups as
the domain of nmetadata, in a secret way. That is why it is inportant
to carefully choose the limt on the allowed netadata bits. The
client can verify that the token it was issued does not contain nore
met adata bits than all owed.

The ATHM t okens provide a way to enable hidden trust signals in an
aut henti cation token, while achieving the strongest anonymity
properties possible in this setting. Such tokens provide a bridge
for using anonynous credentials in fraud applications.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the terms Origin, Cient, Issuer, and Token as
defined in Section 2 of [ ARCH TECTURE]. Moreover, the follow ng
additional terns are used throughout this docunent.

* |ssuer Public Key: The public key (froma private-public key pair)
used by the Issuer for issuing and verifying Tokens.

* lssuer Private Key: The private key (froma private-public key
pair) used by the Issuer for issuing and verifying Tokens.
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Unl ess ot herwi se specified, this docunent encodes protocol messages
in TLS notation from Section 3 of [TLS13]. Moyreover, all constants
are in network byte order.

3. Protocol Overview

The issuance and redenption protocols defined in this docunent are
built on an anonynous credential construction called ATHVM as
specified in [ATHMSPEC]. ATHMis a privately verifiable token with
support for n private netadata buckets.

Unli ke the core Privacy Pass token types specified in [| SSUANCE],
ATHM t okens are not cryptographically bound to TokenChal | enge
messages; see [ AUTHSCHEME] for details about how this binding
typically works. Instead, with ATHM Cdients can request tokens from
an | ssuer w thout a precedi ng TokenChal | enge, and present these
tokens to the Origin during presentation. This interaction is shown

bel ow.
B + B + Fomm e e e oo + - - - +
| Oigin | | dient | | Attester | | Issuer |
e e R + 4o ----+

I I I I

| | <== Attestation ==>| |

I I I

| e TokenRequest ------- >|

| | <------- TokenResponse -------- +

| <-- Request +Token ---+ | |

I

Figure 1: |ssuance and Redenption Overvi ew

Unli ke the core Privacy Pass protocols, TokenChall enge val ues are not
inputs to the issuance protocol or redenption protocols. As such,
ATHM t okens require their own Token format, which is specified in
Section 6.

ATHM is only conpatible wi th depl oynent nodels where the |Issuer and
Oigin are operated by the same entity (see Section 4 of

[ ARCH TECTURE] ), as tokens produced froma credential are not
publicly verifiable. The details of attestation are outside the
scope of the issuance protocol; see Section 4 of [ARCH TECTURE] for
i nformati on about how attestation can be inplenented in each of the
rel evant depl oynent nodel s.
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4. Configuration

ATHM i ssuers are configured with key material used for issuance and
credential verification. Concretely, Issuers run the KeyGen function
from[ATHM SPEC] to produce a secret and public key, denoted skl and
pkl, respectively.

skl, pkl = KeyGen()

The Issuer Public Key ID, denoted issuer_key id, is conputed as the
SHA- 256 hash of the Verified |Issuer Public Key, i.e., issuer _key id =
SHA- 256( Seri al i ze(veri fiedPublicKey)).

5. Token | ssuance Protoco

I ssuers provide a Issuer Private and Public Key, denoted skl and pk
respectively, used to produce tokens as input to the protocol. See
Section 4 for how these keys are generat ed.

Clients provide the followi ng as input to the issuance protocol

* |ssuer Request URL: A URL identifying the location to which
i ssuance requests are sent. This can be a URL derived fromthe
"issuer-request-uri" value in the Issuer’'s directory resource, or
it can be another Cient-configured URL. The value of this
par anet er depends on the Cient configuration and depl oynent
nmodel . For exanple, in the "Joint Origin and Issuer’ depl oynent
nodel , the |Issuer Request URL might correspond to the Cient’s
configured Attester, and the Attester is configured to relay
requests to the Issuer

* |lssuer name: An identifier for the Issuer. This is typically a
host nanme that can be used to construct HITP requests to the
| ssuer.

* |ssuer Public Key: pkl, with a key identifier token key id
comput ed as described in Section 4.

G ven this configuration and these inputs, the two nessages exchanged
in this protocol to produce a credential are described bel ow.

5.1. dient-to-Issuer Request

G ven Issuer Public Key pkl, the Cient first verifies the public key
to make a verified public key:

verifiedPublicKey = VerifyPublicKeyProof (publicKey, pi)
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Next, it creates a token request nmessage using the TokenRequest
function from [ ATHW SPEC] as fol |l ows:

(context, request) = TokenRequest (verifi edPublicKey)
The Client then creates a TokenRequest structure as foll ows:

struct {
uint16_t token_type = OxCO7E; /* Type ATHM P-256) */
uint8 t truncated_issuer_key id;
uint8 t encoded _request|[ Nrequest];

} TokenRequest;

The structure fields are defined as foll ows:
* "token_type" is a 2-octet integer

* "truncated_ issuer_key id" is the |least significant byte of the
i ssuer_key_id, the Issuer Public Key ID corresponding to pkl, in
network byte order (in other words, the last 8 bits of
i ssuer_key id). This value is truncated so that |ssuers cannot
use issuer_key id as a way of uniquely identifying ients; see
Section 7 and referenced information for nore details.

* "encoded_request" is the Nrequest-octet request, conputed as the
serialization of the request value as defined in [ ATHW SPEC] .

The Cient then generates an HTTP POST request to send to the Issuer
Request URL, with the TokenRequest as the content. The nedia type
for this request is "application/private-token-request”. An exanple
request for the Issuer Request URL "https://issuer.exanple. net/
request” is shown bel ow.

[[ QUESTI ON: Shoul d we reuse the sane content type for this request,
or should we introduce a new content type?]]

POST /request HITP/ 1.1
Host: issuer. exanpl e. net
Accept: application/private-token-response
Cont ent - Type: application/private-token-request
Content-Length: <Length of TokenRequest >
<Byt es contai ni ng the TokenRequest >

5.2. Issuer-to-Cient Response

Upon recei pt of the request, the Issuer validates the follow ng
condi tions:
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* The TokenRequest contains a supported token_type equal to val ue
0xCO7E

* The TokenRequest.truncated token_key id corresponds to the
truncated key ID of an |Issuer Public Key, with correspondi ng
secret key skl, owned by the I|ssuer.

* The TokenRequest.encoded_request is of the correct size
(Nrequest).

If any of these conditions is not net, the |Issuer MJST return an HTTP
422 (Unprocessabl e Content) error to the client.

If these conditions are net, the Issuer then tries to deserialize
TokenRequest . encoded_r equest according to [ ATHM SPEC], vyi el ding
request. If this fails, the Issuer MUST return an HTTP 422
(Unprocessabl e Content) error to the client. GQherwise, if the
Issuer is willing to produce a token for the Client with a hidden
met adat a bucket, denoted hi ddenMet adata, the |Issuer conpletes the
i ssuance flow by an issuance response as foll ows:

response = TokenResponse(skl, pkl, request, hiddenMet adata)

The |ssuer then creates a TokenResponse structured as foll ows:

struct {
uint8_t encoded_response[ Nresponse] ;

} TokenResponse;

The structure fields are defined as foll ows:

* "encoded_response" is the Nresponse-octet encoded issuance
response nessage, conputed as the serialization of response as
specified in [ ATHW SPEC] .

The |ssuer generates an HTTP response with status code 200 whose

content consists of TokenResponse, with the content type set as

"application/private-token-response"

HTTP/ 1.1 200 K

Cont ent - Type: application/private-token-response

Content - Lengt h: <Length of TokenResponse>

<Byt es contai ni ng the TokenResponse>
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5.3.

6.

6.

1.

2.

Token Finalization

Upon receipt, the dient handles the response and, if successful,
deserializes the content val ues TokenResponse. encoded_response
according to [ ATHVt SPEC] yiel ding response. |If deserialization
fails, the Cient aborts the protocol. Qherwi se, the dient
processes the response as foll ows:

token = FinalizeToken(context, verifiedPublicKey, request, response)

The Client then saves the resulting token structure for use with a
future redenption.

Token Redenption Protocol

The token redenption protocol presents a Token to the Oigin for
redenption. This section describes how the Token val ues are encoded
in the redenption protocol and then verified by the Oigin.

Token Structure

struct {
uintl6 t token_type = OxCO7E; /* Type ATHM P-256) */
uint8 t issuer_key id[N d];
uint8_ t token[ Nt oken];

} Token;

The structure fields are defined as foll ows:

* "token_type" is a 2-octet integer, in network byte order, equal to
0OxC7D3.

* "issuer_key id" is a Nid-octet identifier for the Issuer Public
Key, conputed as defined in Section 4.

* "token" is a Ntoken-octet token, set to the serialized token val ue
(see [ATHM SPEC] for serialization details); see Section 6.2 for
nmore i nformation about how this field is used in verifying a

t oken.

Token Verification

Verifying a Token requires invoking the VerifyToken function from
[ ATHM SPEC] with input skl, pkl, and token in the follow ng way:

hi ddenMet adata = Veri fyToken(skl, pkl, token)
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This function will fail with an error if the token is invalid.
O herwise, it will return an integer value corresponding to the
bucket bound to the token during issuance.

7. Security Considerations

ATHM is a privately verifiable token schene, and therefore, the

I ssuer and Origin have joint configuration. The privacy
consideration from Section 6 of [ ARCH TECTURE] apply to depl oyments
of the ATHM schene. The Oigin-Cient unlinkability of the ATHM
depends on the size of the hidden netadata, which reduced the size of
the anonymity sets allowing the issuer to partition clients according
to their token netedata bits. As discussed in Section 6.1 of

[ ARCH TECTURE] this could enable the Issuer to track as many clients
as the domain size of the nmetadata. Since the nmetadata is private
the assigned anonynmity sets to clients remain hidden, e.g., if the
issuer is trying to track a small set of client, it can hide which
these clients are. As suggested in Section 6.1 of [ ARCH TECTURE]
each depl oynent should carefully consider the balance of the utility
obt ai ned by the private nmetadata and the reduction of privacy and
chose a setting that nost closely alignes with its goals.

8. | ANA Consi derati ons

Thi s document updates the "Privacy Pass Token Type" Registry with the
followi ng entries.

*  Val ue: OxQO7E

*  Name: ATHM P- 256)

* Token Structure: As defined in Section 2.2 of [AUTHSCHEME]
* Token Key Encoding: Serialized as described in Section 4

* TokenChal | enge Structure: As defined in Section 2.1 of
[ AUTHSCHEME]

* Public Verifiability: N
* Public Metadata: N

* Private Metadata: Y

*  Nk: 48

* Nd: 32
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9.
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*  Notes: None
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