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Abst r act

Thi s docunent defines a new NTP DNS Resource Record, simlar in
concept to the HTTPS DNS Resource Record specified in [ RFC9460] .

This record enabl es an NTP server to indicate, via DNS, the versions
of the NTP protocol it supports prior to the initiation of any NTP
nmessage exchange.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Network Tine Protocols
Working Group mailing list (ntp@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ntp/.

Source for this draft and an issue tracker can be found at
https://github. com fl ano-yuki/draft-yuki-ntp-dns-rr-.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 May 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

[ NTPv5] is currently under standardization, and there are concerns
regarding how clients select the newer NTP protocol version to use.

The server will drop NTP packets wi th unsupported versions.
Therefore, clients need to select an NTP version that the server can
recei ve;, however, clients have no reliable way to know the server’ s
supported versions in advance. Accordingly, clients comonly
initiate comunication using NTPv4, assuming that NTPv4 is supported
by the server, even if the server also inplements NTPv5. Servers
then attenpt to advertise NTPv5 support to clients using the NTPv4
reference tinestanp.
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The version of NTP used in the first request is therefore effectively
based on inplicit assunptions rather than explicit information. This
creates chall enges for the deploynment of future NTP protoco

ver si ons.

To address this challenge, this docunent defines a DNS-based
mechanismsimlar to the HTTPS Resource Record ([ RFC9460]). This
mechani sm enabl es a server to advertise the NTP protocol versions it
supports before a client initiates any NTP conmmuni cati on

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. NTP Resource Record

The NTP Resource Record (RR type code TBD) is a SVCB-conpatible RR
type, as defined in [RFC9460]. It uses the sane RDATA wire fornmat as
the SVCB RR, but its semantics are specialized for discovery and
configuration of Network Time Protocol (NTP) services

3.1. Exanple

The followi ng exanple illustrates the presentation format of the NIP
RR, showi ng how a server advertises support for nmultiple NTP protoco
versi ons using the ntp-version SvcParanKey.

nt p. exanpl e.com 300 IN NTP 1 . ntp-version=4,5
3.2. ntp-version SvcParans

The nt p-version SvcParanKey indicates the set of NIP protoco

versions supported by the service endpoint. Its value is a comma-
separated list of ASCII version identifiers. Each version identifier
consists of a numeric version nunber, optionally followed by a hyphen
and an al phanuneric |abel (e.g., “5-draft5” ), allowing servers to

i ndi cate support for devel opnent, experinental, or otherw se

di stingui shed variants of a protocol version

ABNF:

version = 1*DIA T *( "-" version-|abel )
versi on- | abel = 1*( ALPHA/ DIAT)

nt p-versi on-val ue = version *( "," version )
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The wire-format consists of one or nbre version identifiers, each
encoded as a length-prefixed byte sequence. These |engthvalue pairs
are concatenated to formthe SvcParanval ue.

3. 3.

(
4.

nts SvcPar ans

Is it useful to define nts SvcParans to indicate NIS support? )

Oper ational Sequence and dient Behavi or

The following list outlines the typical operational flow for

depl oyi ng and using the NTP Resource Record, from server-side
configuration to client-side version selection and comruni cation. In
practice, clients MAY perform NTP RR resolution in parallel with
their default NTP initiation behavior (typically NTPv4, or NTPv5 when
configured) and use the result when avail abl e.

*

Got o

The server operator publishes an NTP RRin the authoritati ve DNS
zone, including the appropriate SvcParanms such as ntp-
versi on="4, 5".

The client initiates DNS resolution for the NTP RR correspondi ng
to the target domain nanme; if the NTP RRis not available, the
client falls back to its default behavior (typically NTPv4).

The client processes the DNS response using the rules for SVCB-
compati ble RR types

- |If the response is in AliasMbde (SvcPriority = 0), the client
follows the alias target and repeats resol ution

- If the response is in ServiceMde, the client proceeds to
eval uate the associ ated SvcParans.

The client parses known SvcParans; unknown paraneters are ignored.

If the ntp-version SvcParanKey is present, the client parses its
value into a list of supported version identifiers.

The client determines the intersection between its locally
supported NTP versions and the versions listed in the ntp-version
SvcPar am

The client selects the highest nmutually supported version and uses
it as the version for the initial NTP request.
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* |f no nutually supported version exists, or if the NTP RRor its
paraneters are mal formed, the client falls back to its default
behavior (typically initiating comruni cation using NTPv4).

* The client sends the first NTP request using the sel ected version

* The server accepts the packet if the version is supported; packets
usi ng unsupported versions are dropped according to normal NTP
behavi or.

* NTP conmuni cation proceeds using the sel ected protocol version

5. Security Considerations
TODO
6. | ANA Consi derations
6.1. NTP RR Type
TODO
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