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Abstract

Thi s docunent proposes |everaging Media Over QU C (MOQ to address
the chal |l enges of transmitting large-scale, real-tinme sensing data in
6G networks. By building on QU C s |owlatency and mnul tipl exi ng
capabilities, MOQ offers a flexible and efficient transport mechani sm
tailored to the dynam c and hi gh-throughput requirenments of 6G
environments. The approach focuses on enabling protocol adaptability
across diverse application scenarios such as autononous driving,

smart cities, and industrial |oT, while ensuring efficient data
fragnmentati on, secure and anonynous transm ssion, and end-to-end QS
awar eness. Through i nformati on-aware endpoints and optinized data
delivery nechani sns, this solution supports scalable, reliable, and
intelligent sensing data distribution in next-generation wreless

net wor ks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 January 2026.
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1. Introduction

Wth the advent of 6G networks, there is an exponential increase in
the volune and diversity of data generated by connected devices,
sensors, and applications. This data, known as "sensing data,"”
enconpasses a wi de range of information, including environnental,
contextual, and behavioral data that can be | everaged for various
advanced applications |ike autononmous driving, smart cities, and
industrial 1oT. However, transnmitting this sensing data efficiently
in a 6G environnent poses a significant challenge due to its |large
vol ume, distributed and nassive nunber of sources , dynam c nature,
and stringent real-tinme requirenents.

Media Over QU C (MOQ [I-D.ietf-mog-transport], a protocol designed
to enable efficient nedia transport over QU C, presents a pronising
solution for addressing these challenges. QU C, being a nodern
transport protocol, provides |owlatency, nultiplexed connections

wi th enhanced congestion control, making it well-suited for real-tine
conmmuni cation in dynamc networks. MOQ builds on QU C s capabilities
to offer a robust and flexible framework for the high-throughput and
| owl atency transnission of multinedi a data.

Thi s docunent explores how MOQ can be | everaged to efficiently
transmt sensing data in 6G networks, focusing on its potential to
handl e the uni que requirenents of real-tine, high-volune data streans
while ensuring reliability, scalability, and | ow overhead. The use
of MOQ for data transport in this context can significantly inprove
the user experience and enabl e innovative services in next-generation
Wi rel ess conmuni cati on networks.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 RFC2119 [ RFC8174] when, and only when, they appear in all

capitals, as shown here. Abbreviations and definitions used in this
docunent: *MOQ Media Over QUIC *V2V: Vehicle-to-Vehicle. *P2P

Poi nt -t 0- Poi nt
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3. Use Cases

[1-D.lcurley-npg-use-cases] defines several use cases for MOQ while
this docunment focuses on MOQ use cases in the context of sensing data
transm ssi on.

3.1. Autononous Vehicles

Aut ononous vehicles rely on real -time sensing data from onboard
sensors (e.g., LiDAR caneras) and external sources (e.g., traffic
signals, nearby vehicles). MOQ facilitates the efficient and
reliable transmi ssion of this data in the follow ng ways: 1.

Vehi cl e-to-Vehicle (V2V) Communi cation: MOQ over QU C establishes

| ow | atency, multiplexed streans between vehicles, enabling the
exchange of situational data like |ocation, speed, and hazards in
real-tine. 2. Data Prioritization: High-priority sensing data, such
as collision warnings, is tagged for inmedi ate transmnission, while
less critical data, like traffic updates, is sent with |ower priority
to optim ze bandw dt h.

3.2. Smart Cties

Smart cities generate diverse types of sensing data from devi ces such
as traffic cameras, pollution nonitors, and utility sensors. MXQ
enhances urban managenent through: 1. Adaptive Data Aggregation
Sensors stream data to edge servers via MOQ s nultipl exed
connections, which dynam cally adapt to varying link conditions to
prevent packet |oss during congestion. 2. Real-Tinme Event Stream ng:
For critical events (e.g., energencies or systemfailures), MXQ
ensures prioritized and | owlatency delivery of sensor data to
central control systenms or cloud platforns for imredi ate response.

3. 3. I ndustrial |oT

Factories equi pped with 10T sensors require reliable, |owlatency
communi cation to nonitor and optimnze operations. MXQ supports

i ndustrial 10T through: 1. Real-Tine Mnitoring: MOQ streans sensor
data such as vibration or temperature directly to nonitoring systens,
ensuring fast anomaly detection and response. 2. Redundant

Transm ssion: For critical sensing data, MOQ can enabl e redundant
streans over QU C to ensure delivery even under adverse network

condi tions.
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4.

4.

4.

4.

Pr obl em St at enent

The application of Media Over QU C (MOQ for transmitting sensing
data in 6G networks presents several key challenges that nust be
addressed to ensure its feasibility and effectiveness. These
chal | enges are as foll ows:

1. Milti-Scenario Applicability

Sensing data in 6G networks is generated in diverse scenarios,
rangi ng from aut ononous vehicles to smart cities and industrial |oT.
Each scenari o i nposes uni que requirenents on the transport protocol,
such as varying latency, throughput, and reliability demands. These
use cases may involve real -tinme synchronous or asynchronous data
transm ssion, as well as point to point (P2P) or multi-point

conmmuni cati on nodes. Ensuring that MOQ can adapt to these diverse
requi renents wthout conprom sing performance or introducing overhead
remains a significant challenge , e.g., howto differentiate

transm ssions of sensing data flows with varying demands.

2. Efficient Data Transm ssi on

The sheer volune and velocity of sensing data in 6G networks
necessitate highly efficient transport nechanisns. MOQ must address
i ssues such as reducing overhead for snmall and frequent data packets,
optimzing transm ssion for bursty data patterns, and ensuring | ow

| atency delivery even under high traffic |oads. Balancing efficient
utilization of network resources while maintaining robust performance
is critical. Avoid redundant data collection and transnission, e.g.,
to cache data on dermand

3. Anonymty

In applications such as smart cities and industrial 10T, sensing data
often includes sensitive or identifiable information. Ensuring
anonymity during transm ssion is essential to protect user privacy
and conply with regulatory requirenents. MOQ nust integrate
mechani sms to obscure identifying information in data streans while
mai ntaining the integrity and usability of the transnmtted data.

Dat a sources and data consuners are not aware of each other
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4.4. Data Security

Sensing data in 6G networks is often critical to the operation of

real -tine systens, nmaking it a prime target for cyber threats such as
i nterception, tanpering, and unauthorized access. MXQ nust

i ncorporate advanced security neasures to guarantee the
confidentiality, integrity, and authenticity of data in transit.
Additionally, the protocol nust address the chall enge of securely
transmtting data in dynam c and het erogeneous network environnents,

i ncludi ng cross-domain communi cation. Data payload is visible only
to data sources and data consunmers, and is invisible to internediate
nodes. The payl oad needs to be encrypted.

4.5. Traceability

Sensing data | ogs can be recorded, and data collection and
consunption history is traceabl e.

4. 6. I nf ormati on Awar eness

MOQ endpoi nts shoul d be aware of key contextual information related
to sensing data to enable efficient and intelligent data
distribution. This includes: 1. Network Awareness: The MOQ endpoi nt
shoul d have know edge of network-rel ated sensing data, such as cel

or sensing area information, to optimnize data distribution decisions.
2. QoS Awareness: MOQ should ensure QS guarantees for the
collection and transm ssion of sensing data, adjusting delivery
mechani sns accordingly. Service Awareness: The MOQ endpoi nt shoul d
identify the intended service or application utilizing the sensing
data. This enables proper classification, retrieval, and

provi sioning of sensing data to authorized services.

5. MQ Protocol Enhancenents for Sensing Data Transport

To support the efficient and intelligent transnm ssion of sensing data
in 6G environnments, enhancenents to the MQ protocol are proposed
These enhancenents aimto enrich MbQ netadata or header extensions to
include key information required for intelligent routing, data
classification, service mappi ng, and QoS-aware scheduling in sensing-
centric applications.

5.1. Conceptual Cbject Format with Metadata Extension

The followi ng diagramillustrates a conceptual format for a MQ
object with enhanced netadata fields for sensing applications:
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o m e e e e e e aaa oo +
| MbQ (bj ect Header |
o e e e e e e e e e e aa o - +
- (nject Nane
oj ect Type

5.2

Duration (optional)
Goup ID/ Track ID

Met adata Type (e.g.,
Lengt h

Data Info
Dat a Nane
Dat a Feature
Semanti cs Token
Dat a Representation
Dat a Hash

Net wor k | nfo
Network | D (PLMN | D)
Cell ID
Node 1D
Tracki ng Area Code
Sensing Region ID

Service Info
XaaS Service |ID
Task | D
M ssion I D
SFC ID

Q@S Info
QS Identifier (Q)
Ti mest anp

Payl oad
(Encrypt ed Dat a)

Ext ended Met adata Fi el ds

The foll owi ng categories of metadata are reconmrended to be included
in MQ obj ect headers or extension fields, either through expansion
of the existing netadata field or through the definition of new

structured netadata el enents:

### Data I nformati on Metadata rel ated

to the content and identity of the sensing data:

Yue,

et al.
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5

5.

(1) data_keyword: Keywords or descriptors representing data
semanti cs.

(2) data_feature: Characteristics such as nodality or format.

(3) data_representation: Encoding type (e.g., JSON, CBOR, binary).
(4) data_name: Human-readabl e or system assigned identifier.

(5) semantics: Token-level annotations describing data nmeaning.

(6) hash: Hash value for integrity verification
2.1. Network Information

Net wor k-rel ated netadata used to describe the contextual origin or
association of the data. One or nore of the followi ng fields may be
i ncl uded:

(1) network_ id (e.g., PLMNID): ldentifies the network to which the
data belongs. This may refer to the network in which the data was

coll ected or published, the network the data describes, or the
network in which the sensing node resides.

(2) cell_id: ldentifies the cell associated with the data. This may
refer to the cell where the data was coll ected or published, the cel
the data is about, or the cell in which the sensing node resides.

(3) node_id: ldentifies the network node associated with the data.
This may be the node that collected or published the data, or the
node the data descri bes.

(4) tracking_area_code (TAC): ldentifies the tracking area to which
the data belongs. This nay refer to the area where the data was

col | ected/ published, the area the data is about, or the area in which
the rel evant node resides.

(5) sensing region_id: ldentifies the sensing region associated with
the data. This may refer to the region where the data was coll ected,
the regi on being sensed, the region where the sensing node resides,
or the regi on where the sensed object is |ocated.

2.2. Service and Task Cont ext

Met adat a describing the service or task context associated with the
data. One or nore of the following fields may be incl uded:
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(1) XaaS_ service_id: ldentifies the XaaS (Anything-as-a-Service)
instance to which the data is related. For example, data nmay be used
by an Al service, sensing service, AR service, etc.

(2) task id: ldentifies a specific task that processes the data. A
task may include Al nodel training, inference, data preprocessing,
data anal ysis, privacy-preserving operations, or data distribution

(3) mssion_id: ldentifies a task group (or job), which consists of
multiple tasks that are executed in a predefined sequence (e.g.,
sequential or parallel). The data is used as input for this nission

(4) sfc_id: ldentifies a Service Function Chain (SFC). The data is
used for processing through the correspondi ng service chain.

5.2.3. QS Information

Met adata related to the quality of service requirenents for the data.
One or nore of the following fields may be included:

(1) qi (QS Identifier): Represents a QoS class or profile, which may
i mply specific paranmeters such as nmaxi num del ay budget for
conputation, or end-to-end | atency requirenments (including both
transm ssi on and processing delays). (2) tinmestanp: Indicates the
time at which the data was generated by the source or forwarded by an
i ntermedi ate node. This can be used to cal cul ate end-to-end | atency
or time spent in transit. The timestanp may be provided at different
granularity levels, such as per object, group, or track

5.3. Protocol Behavi or Enhancenents

In addition to netadata enrichment, certain behavioral extensions are
necessary when applying MQ to sensing applications, especially when
operating at the user plane (UP) or data plane in 6G architectures:

5.3.1. Control-Pl ane Coordi nation

MbQ endpoi nts depl oyed in sensing environments nmay require dynanic
interaction with the control plane to receive configuration
paraneters, access control policies, and data routing instructions.
This includes the ability to register interests or notify the control
pl ane upon data path failures or when requested publishers are not
found.
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5.3.2. Failure Feedback Mechani sms
In cases where a MbQ subscriber is unable to | ocate a publisher for
the required sensing data stream the protocol should support
mechani snms to notify upstream orchestration entities or the contro
pl ane for further resolution or dynam c redirection
6. Requirenent
6.1. Protocol Flexibility for Miulti-Scenario Support
TBD
6.2. Efficient Data Fragnentation and Ml tipl exing
TBD
6.3. Interoperability and Scalability (for QU C
TBD
6.4. Network information awareness
TBD
6.5. QS information awareness
TBD
6.6. Service informati on awareness
TBD
7. Security Considerations
TBD
8. | ANA Consi derations
TBD
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