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Abst ract

Thi s docunent defines a task-oriented, agent-based nethod for fault
recovery in converged public-private nobile networks. The proposed
met hod introduces a nulti-agent collaboration framework that enables
aut ononous failure detection, scoped diagnosis, inter-domain

coordi nation, and intent-driven policy reconfiguration. It is
particularly applicable in conplex 5GF 6G network depl oynments, such as
Mul ti-Qperator Core Networks (MOCN) and Standal one Non-Public

Net wor ks (SNPN), where traditional centralized nanagement is
insufficient for ensuring high service reliability and dynam c
recovery. The docunent al so specifies protocol requirenents for

i nter-agent comuni cation, state consistency, and secure

coordi nation, aimng to support interoperability and resilience
across het erogeneous network domai ns.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 5 February 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Yue & Zhang Expires 5 February 2026 [ Page 1]



Internet-Draft Task-Oriented Miulti-Agent Recovery Frane August 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . 3
2. Conventions and Ternlnology . 3
3. Use Cases . . . 4
3.1. Dynamc Fault Recovery |n Shared SG NDCN
Infrastructure . 4
3.2 Aut ononbus Recovery |n Enterprlse SNPN 4
3.3. Cross-Domain Policy Conflict Resolution . 4
3.4. SLA-Aware Renedi ation in Al-Driven RAN 5
4. Probl em St at enent 5
5. Protocol Requirenents . 6
5.1. Agent Comuni cations Interface 6
5.2 Message Semantics and Encoding . . . 6
5.3. Reliability, Odering, and Ti meout andllng . 7
5.4. Security and Trust Requirenents . . 7
5.5 Behavi or and St ate Consi stency 7
5.6. Interoperability Considerations . . e 7
6. Task-Oriented Agent-Based Recovery h@thod for H gh-Reliability
Assur ance . . e 8
6.1. (bjectives . 8
6.2. Agent Roles and Responsrbllltles 8
6.3. Recovery Workfl ow . 9
6.3.1 Scoped Faul t Cbrrelatron . 9
6.3.2 Intent-Driven Recovery Evaluatron . 9
6.3.3. Inter-Domain Coordination . 9
6.3.4 Executi on and Safety Enforcenent . 10
6.3.5 Feedback Loop and Adaptlve hbnrtorrng . 10
7. Security Considerations . 10
8. |1 ANA Considerations . 10
9. Nornmative References 10
Aut hors’ Addresses 10

Yue & Zhang Expires 5 February 2026 [ Page 2]



Internet-Draft Task-Oriented Miulti-Agent Recovery Frane August 2025

1. Introduction

As nobile networks evolve toward 5G and 6G architectures, new

depl oynent paradi gns such as Miulti-COperator Core Networks (MXCN),
Shared RAN, and Standal one Non-Public Networks (SNPN) have energed to
support both public and enterprise services. These converged

depl oynents i ntroduce unprecedented conplexity in terms of topol ogy,
adm ni strative boundaries, resource sharing, and dynam c service

i nt ent nmanagenent.

Ensuring high reliability in such networks is increasingly difficult
using traditional centralized network nmanagenent systens, which often
suffer fromlimted scalability, slow responsiveness, and single
points of failure. These linmtations are particularly critical in
enterprise and industrial environments, where service-I|eve

agreenents (SLAs) nandate deterministic latency, availability, and
adaptability.

Thi s docunent introduces a task-oriented, agent-based recovery nethod
that enables distributed fault detection, context-aware correlation,

i nter-agent negotiation, and cl osed-l1oop policy execution. Agents
operate at various roles — including telenetry nonitoring, domain
coordi nation, policy interpretation, and action enforcenent — and
communi cate through a structured Agent Communication Interface (AC).
The nethod is designed to autononously localize faults, assess
recovery strategi es based on service intents, and coordi nate recovery
actions across administrative domains, with mninml human

i ntervention.

In addition to describing the recovery workfl ow and agent roles, this
docunent outlines the associated protocol requirements to ensure
secure, consistent, and interoperable interactions anong agents.
These requirenments cover conmuni cation semantics, nmessage formats,
transport assunptions, and behavioral guarantees. The goal is to
enabl e standards-conpliant, intent-aware, and autononous fault
managenent in future nobile network infrastructures.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC2119 [RFC8174] when, and only when, they appear in all

capital s, as shown here

Abbrevi ati ons and definitions used in this docunent: *AClH: Agent

Conmruni cation Interface. *DCA: Donmai n Coordi nati on Agent. *EA:
Executi on Agent. *FDA: Fault Detection Agent. *FSM Finite State
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Machi ne. *LLM Large Language Mddel. *MOCN. Multi-Operator Core
Network. *MITR Mean Tine to Recovery. *PIA: Policy Interpretation
Agent. *SLA: Service-Level Agreenent. *SNPN:. Standal one Non-Public
Net work. *URI: Uniform Resource Identifier

3. Use Cases

The nethod defined in this docunment applies to several real-world use
cases in future nobile network environnents:

3.1. Dynanmic Fault Recovery in Shared 5G MOCN I nfrastructure

In Multi-COperator Core Network (MOCN) depl oynents, multiple nobile
networ k operators (MNGs) share the same RAN and transport
infrastructure. A node failure or link degradation in the shared
segnent can affect nultiple tenant slices sinultaneously. Wth
agent - based coordination, |ocal agents at affected nodes can detect
the fault, and dommin-level agents from each operator can negotiate
tenporary recovery strategies (e.g., re-routing or resource

reall ocation) without requiring centralized orchestration or full-
stack configuration rel oadi ng.

3.2. Autononpbus Recovery in Enterprise SNPN

St andal one Non- Public Networks (SNPN) are often depl oyed by
enterprises to support on-site applications such as industria

aut omati on, AGV coordi nation, or safety nonitoring. In these
environnments, recovery nust be both | owlatency and intent-aware.

For exanple, if a conpute node hosting a real-tine controller fails,
the agent systemcan trigger service nmigration to a backup node based
on the intent to maintain <10nms latency for URLLC traffic, w thout
requi ring manual admnistrator intervention

3.3. Cross-Domain Policy Conflict Resolution

In hybrid depl oynents where a public network operator provides
managed service slices to enterprises, msaligned policies across
adm ni strative domai ns may cause service disruptions (e.g., route

| oops, priority msmatches). Wth inter-domain agent negotiation,
agents can exchange scoped views of current state and intent,

eval uate conpatibility, and agree on a tenporary policy contract to
preserve service continuity until a global policy reconciliation
occurs.
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3.4. SLA-Aware Renediation in Al -Driven RAN

Wth the rise of Al-native RAN optimn zation, agents enbedded within
distributed units (DU CU or edge conpute nodes may detect
performance anonalies (e.g., increased jitter, burst loss). Rather
than waiting for offline nodel retraining, the systemcan dynanically
adapt configuration (e.g., buffer allocation, schedul er adjustnent)
usi ng the agent-based recovery workflow to preserve SLA requirements
in real time.

4. Probl em Statenent

In converged public-private nobile networks, ensuring service
continuity and network reliability in the event of failures is a
fundanmental requirenent, particularly for enterprise and critica
infrastructure scenarios. Traditional centralized network nmanagenent
systens often suffer fromsingle points of failure and del ayed
recovery, which are unacceptable in contexts where determnistic
availability and ultra-low downtinme are essential. Milti-agent
systens enable fault-tol erant operation through distributed
intelligence and redundancy. When a failure occurs—such as |ink

di sconnecti on, node crash, or policy conflict—a well-coordinated
group of agents can dynamically detect, localize, and mtigate the

i ssue through real -tinme comruni cati on and cooperative deci sion-

maki ng. This distributed resilience mechani smreduces nean tine to
recovery (MITR) and m nim zes the inpact radius of failures.

Mor eover, in cross-domain environments (e.g., MOCN with multiple
operators or SNPN with enterprise-hosted infrastructure), fault
managenent becones nore conplex due to adninistrative isolation and
het er ogeneous control planes. |Intelligent agents depl oyed at domain
boundari es can negotiate fallback strategies, synchronize state
across donmi ns, and maintain policy consistency during partia

out ages. For exanple, upon detecting performance degradation in a
tenant slice, the agents can proactively rebal ance traffic, reassign
resources, or trigger intent re-interpretation wthout waiting for
centralized orchestration. Wthout agent-based failure

col l aboration, the systemrisks becom ng fragmented, with isol ated
components unable to respond effectively to cascading failures.
Therefore, enabling resilient, autononous coordi nati on anong agents
in failure scenarios is essential to support high-availability SLAs,
enhance robustness agai nst dynanmic network threats, and reduce
operational overhead in conplex network environnments.
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5.

5.

5.

Prot ocol Requirenents

To support the efficient and intelligent transm ssion of sensing data
in 6G environnments, enhancenents to the MbQ protocol are proposed.
These enhancenents aimto enrich MbQ netadata or header extensions to
i nclude key information required for intelligent routing, data
classification, service mappi ng, and QoS-aware scheduling in sensing-
centric applications.

Agent Communi cations Interface

Thi s section specifies the protocol-level requirenments to support the
agent - based recovery nmethod defined in Section 5. These requirenents
cover nessage formats, conmunication interfaces, timng constraints,
behavi oral consistency, and inter-domain negotiation semantics. The
goal is to ensure interoperability, reliability, and intent-aware
execution of fault recovery workfl ows across diverse network domains
and agent inplementations. REQ 1. The system SHOULD define a
structured Agent Communi cation Interface (ACI) to support
asynchronous and event-driven commruni cati on anong agents. REQ 2: AC
SHOULD support the follow ng core message types: FAULT_EVENT: Sent
fromFDA to DCA; conveys detected fault condition.

SCOPE_CORRELATI ON_QUERY/ REPLY: Bet ween DCAs; used for inter-domain
fault localization. | NTENT_REQUEST/ RESPONSE: Between DCA and Pl A;
conveys service-level intent and policy goals. RECOVERY_PROPOSAL:
Sent frominitiating DCA to peer DCA(s); contains proposed joint
recovery actions. RECOVERY_CONTRACT: Fornualizes agreenent anong
domai ns on resource reallocation and rol | back.

EXECUTI ON_COVMAND: Sent from DCA to EA to enact recovery actions.
EXECUTI ON_STATUS: Sent from EA to DCA to report outcone and
validation results. REQ3: Al ACI messages SHOULD i ncl ude: Agent
identity and rol e Tinestanp Message type and version Uni que
transaction/session ID Integrity protection (e.g., signature or HVAC
REQ 4: The ACI protocol SHOULD support both push and pull nodes for
event dissenination and agent querying.

Message Semantics and Encodi ng

REQ 5: Protocol messages SHOULD be encoded using a format that is
bot h hunman-readabl e and nachi ne-processable. JSON and CBOR are
RECOMMVENDED; protocol buffers MAY be used in constrained
environments. REQ 6: Each nessage type SHOULD conformto a pre-
defined schema, including required and optional fields. REQ7:
Message payl oads involving intent retrieval or policy proposals
SHOULD include a service identifier that naps to a known SLA or
intent profile.
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5.3. Reliability, Odering, and Ti meout Handling

REQ 8: Protocol exchanges involving recovery workfl ows MJST support
acknow edgnent and retry mechani sns. REQ 9: Agents participating in
a recovery transaction MJST support: Tinmers for detecting negotiation
or execution tinmeout Fallback strategies upon failure to reach
consensus or apply action REQ 10: ACI nessage transport MJST
guarantee in-order delivery of messages within a session context,
particularly for nmulti-step negotiation sequences.

5.4. Security and Trust Requirenents

REQ 11: All ACI communi cati ons MJUST be secured using mutually

aut henti cated channels. REQ 12: Agents MJST naintain a |ocal trust
registry of peer agents and their associated roles, identities, and
access policies. REQ 13: Inter-donmin nessages MJST be
cryptographically signed and include donain-level identifiers to
prevent spoofing or replay. REQ 14: Sensitive data in intent

eval uati on MUST be protected during transit and only exposed to

aut hori zed agents.

5.5. Behavior and State Consistency

REQ 15: Agents MUST inplenment finite state machines (FSMs) to ensure
correct handling of message sequences and recovery states. REQ 16:
In case of multi-agent execution, agents MJST agree on task status
codes to track workfl ow progress consistently. REQ 17: Feedback and
| earni ng data SHOULD be stored in a common, queryable know edge base
accessible to policy training agents.

5.6. Interoperability Considerations

REQ 18: | npl enent ati ons MJST support version negotiation for AC
nmessages to ensure forward conpatibility. REQ 19: Dommai n-specific
extensions (e.g., for 5G MOCN, SNPN) MJUST be encapsul ated usi ng an
optional extension field, and MUST NOT interfere with baseline schema
validation. REQ 20: Recovery workfl ows MJST be idenpotent where
possi bl e, allow ng repeated execution wi thout unintended side effects
in failure or retry scenari os.
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6. Task-Oriented Agent-Based Recovery Method for High-Reliability
Assur ance

This part defines a distributed, agent-based recovery nethod that
supports high-reliability service assurance in converged public-
private nmobile networks. The nmethod enabl es aut ononous failure
detection, scoped diagnosis, and intent-driven policy adaptation
through coordinati on among nultiple intelligent agents. It is
designed to address both intra-domain and inter-domain failure
scenari os while maintaining SLA conpliance.

6.1. (bjectives

The nethod is designed to fulfill the foll owi ng objectives: (1)
Resilience through distribution: Elimnate single points of failure
by decentralizing failure detection and recovery |ogic across agents.
(2) Scoped collaboration: Allow agents to reason over |ocalized
context while supporting inter-agent negotiation for broader fault
scenarios. (3) Intent consistency: Ensure that all recovery decisions
align with user or service-level intents registered in the system
(4) d osed-1oop adaptability: Continuously nonitor recovery outcones
and feed theminto learning or policy refinenment processes. (5) The
met hod is applicable in deploynent environnents such as 5G MOCN
SNPN, or 6G hybrid infrastructures involving nmultiple tenants and
adm ni strative domai ns.

6.2. Agent Roles and Responsibilities

The nethod introduces four distinct roles for intelligent agents,
each fulfilling a key functional responsibility in the recovery

wor kflow. (1) Fault Detection Agent (FDA): Resides at network or
comput e nodes; performs real-time telemetry nonitoring. Upon
threshold violation, constructs a structured fault event including
met adata such as event 1D, node ID, tinestanp, netric type, and
severity. (2) Domain Coordination Agent (DCA): Aggregates events from
multiple FDAs to determine failure scope and severity. Responsible
for intra-domai n coordination and inter-domain negotiation when
needed. (3) Policy Interpretation Agent (PIA): Retrieves and parses
regi stered service intents. Evaluates recovery options and generates
adaptive policy updates based on current state and avail able
resources. (4) Execution Agent (EA): Applies the reconfiguration
actions (e.g., rerouting, resource nigration, paraneter adjustnent)
and perforns post-configuration checks to ensure conpliance and
stability. Al agents communi cate over an Agent Conmuni cati on
Interface (ACl), which provides structured nmessaging primtives for
event reporting, status querying, negotiation, and conmand di spatch
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6.3. Recovery Workfl ow

The recovery method consists of the follow ng task-oriented workfl ow
### Fault Detection and Event Generation FDA continuously nonitors

key performance netrics (e.g., |atency, packet |oss, CPU
utilization). On violation, FDA emts a structured fault event:
R R R + | Field | Value
R e + | event_id
el12345 | | node_id | node-A | | tinmestanp | 2025-07-21T08: 00: 00Z |
metric | link loss | | value | 15.2 | | threshold | 10.0 | |
severity | major |

R e + This event is

transmtted to the local DCA via ACl.
6.3.1. Scoped Fault Correlation

DCA aggregates fault reports from FDAs and anal yzes tenporal -spati a

correlations. |If patterns emerge indicating a |ocalized or
distributed failure donmain, DCA nmaps the affected |ogical services
(e.g., slices, functions, access nodes). |If the inpact likely

crosses domai n boundaries (e.g., MXCN core or shared RAN), the DCA
initiates inter-domain state queries.

6.3.2. Intent-Driven Recovery Eval uation
DCA invokes PIA with a fault-context descriptor. PIA queries the

intent registry and retrieves the affected service' s constraints and
goal s, such as:

R R A L E R TR + | Field

Value | +--------mmmmmiiaa o R R + |
intent_id | tenant-001l-intent | | sla.latency | < 20ns | |
sla.availability | 99.99% | | fallback_policy | [reroute,
degrade_qos] | | priority | critical |

A L R R e P + Pl A eval uates

multiple recovery strategies (e.g., traffic shift, resource
m gration, service downgrade) and scores them agai nst SLA conpliance
and resource availability.

6. 3. 3. I nt er-Domai n Coordi nati on

When faults span across domains, the DCA of the initiating domain
sends a Recovery Proposal Message to peer DCAs. Each DCA eval uates
| ocal resource availability and responds with either: Acceptance of
shared recovery effort (with constraints), or Negotiation of a

fall back agreenment (with tinme limts and rollback conditions). Upon
consensus, a Recovery Execution Contract is established, which

i ncl udes scope, roles, tine wi ndows, and validation checkpoints.
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6.3.4. Execution and Safety Enforcenent

DCA di spatches a recovery command to EA, which applies configurations
(e.g., policy updates, slice rerouting, traffic prioritization). EA
performs pre- and post-checks to verify: Policy consistency
Conpliance with intent Systemstability post-update

6.3.5. Feedback Loop and Adaptive Nbonitoring

After execution, FDA switches to enhanced nonitoring node in affected
areas (e.g., higher-frequency sanpling, link probing). DCA collects
performance data and sends sunmmary |l ogs to a shared know edge base
for: Post-nortem anal ysis Learning nodel refinenment (e.g.,

rei nforcement |learning agent tuning) If instability persists, Pl A may
auto-trigger policy reevaluation or escalate to supervisory agent

| ayer.

7. Security Considerations
TBD

8. | ANA Consi derations
TBD
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