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Abstract

Wth the maturity of cloud native application devel opnent,
applications can be deconposed into finer grained atom c services.
On the other hand, as a distributed conputing paradigm fine grained
m cro-services could be deployed and inplemented in a distributive
way anmong edges to nmake conputing, storage and run-tine processing
capabilities as close to users as possible to provide satisfied QE
Under the circunstances anal yzed, a Hybrid-Functi on-Chain (HFC)
framework is proposed in this draft, aimng to wisely allocate and
schedul e resources and services in order to provide consistent end-
to-end service provisioning.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Brief Introduction of HFC

In the context of cloud native, applications are often no | onger
provided in the formof nonolithic services, but are deconposed into
a series of cloud native services deployed in distributed clusters,
with inter-connections and joint provision to the outer side.

Traffic |lanes, for instance, have energed and been comonly used for
environnmental isolation and traffic control of the entire request
chain of services for grayscal e publishing scenarios, would be
reckoned as a typical exanple for Hybrid-Function-Chain (HFC). In
fact, the creation of traffic lanes is still executed by various

exi sting network APl configurations of the cluster. The service
routes are always configured in the cluster and identified endpoints
under a service nanme to inplenent various scheduling strategies and
perform | oad bal anci ng schenes anong nul tiple optional instances.

Edge conputing, as a distributed conmputing paradigm the core idea is
to nmake computing, storage and service processing as close to the
clients and custoners as possible to reduce |atency, inprove response
speed and enhance data security. \Wen applications are further
deconstructed into atom c services as anal yzed previously, service

i nter-connections MAY not only exist in adjacent clusters deployed in
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a sane edge, but also happen with network paths connecting renote
edge data centers. Thus, incremental requirenments would be raised
correspondi ngly. Rel evant use cases and requirenents are di scussed
in [I-D. huang-rtgwg- us-standal one-sid].

Correspondingly, this draft proposes a Hybrid Function Chain (HFC)
architecture aimed at providing end-to-end and consi stent service
provi sioning capabilities which includes nultiple service endpoints
and correspondi ng connected network paths. Conpared to conventiona
schenes and patterns, HFC is granted with nmultiple features and
connot ati ons.
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Fi gure 1: HFC across Milti-edges

* Hybrid service types and distributed forns: Considering the
depl oynent phase, services and application functions can be
depl oyed in one or nultiple clusters in the formof containers, or
depl oyed based on virtual machines. Service instances can be
deployed with nultiple instances with dynam c inpl enentati on and
rel eased based on a Serverless framework. Based on the run-tine
state, mcroservices and atonmc functions forma diverse set of
external services, and correspondi ngly, often raise various
requirenents for the resources and network capabilities. Conpared
to conventional Service Function Chain (SFC), the service
functions targeted and discussed in HFC contains functions from
bot h underlay network and application (L7) services.

* Hybrid inter-connections between service instances: The inter-
connection, interaction, and col | aborati on schemes between
upstream and downstream functi ons are always all ocated and
i mpl emented within various fornms. For instance, upstream
functions MAY propose unidirectional notifications. Bidirectiona
requests and responses MAY al so be observed between upstream
function and single or multiple downstream functions. Miltiple
i nter-connection forns MAY be inpl emented sinultaneously in an
overal | HFC.

* Hybrid stacks and techni ques: For conventional SFC in which
Firewal | s and Accel erators MAY be included, service functions are
not tended and depl oyed to term nate data packets. However, for
HFC functions, packets and payl oads are al ways term nated at
endpoi nts and payl oads woul d be reorgani zed and regenerated. The
provi sioni ng of HFC process requires collaborati on anong nultiple
techni ques and extends across TCP/I P stacks.

Based on the concepts of HFC proposed here, this draft further

anal yzes HFC framework and deconstructs it into several planes with
incremental functions and features based on conventional network and
servi ce mesh techni ques.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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3. Termi nol ogy
* HFC. Hybrid Function Chain.
* SFC. Service Function Chain.
* QE Quality of Experience.
* SLA: Service Level Agreenent.
*  SRv6: Segnent Routing over |Pv6.
*  OAM peration, Adm nistration and Mi nt enance.
* APM Application Performnce Managenent.
4. Hybrid-Function-Chain (HFC) Franework
Hybri d- Function-Chain (HFC) franmework generally includes
adm ni stration plane, control plane and forwardi ng plane. Based on

conventional framework of network and cloud native practices, several
incremental functions and features are added and depl oyed.
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Fi gure 2: HFC Franmework
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4.1. Adm nistration Pl ane

Servi ce Anal ysis and Operation: The increasingly conplex and diverse
applications and services display different characteristics and
features for outer users. |In terns of orchestration for distributed
m cro-services, Service Analysis and Qperation interprets the
external and internal fornms of overall applications and services as
correspondi ng deconstruction patterns.

* Deep learning: The overall deep |earning process would be
deconposed into several successive or rel ated phases and steps,
data pre-processing, nodel training, prediction and estination,
nodel eval uation based on rewards functions, data storage and API
interactions for instance.

* Live Broadcast: Rel evant micro-services MAY include user
aut hentication, live streamadninistration, |live recording, online
paynent and data m gration.

The above deconstructed m croservices have serial, parallel,
unidirectional, and bidirectional relationships, and their

i nterconnection and col | aboration are conprehensively presented as
user and outer oriented applications.

Servi ce Eval uation and Modeling: There are different and vari ous
resource requirements raised by multiple mcroservices, including but
not limted to:

* Conputing resources and network capabilities: Conputing-rel ated
services MAY be sensitive to conputing resources, related
i ndi cators include CPU cores, avail able nenories, floating nunmber
calculation. On the other hand, |arge anpbunt of data transni ssion
MAY be inpl ement ed bet ween upstream and downstream servi ces.
Thus, the network connecting them would have to reserve sufficient
bandwi dt h and provide abilities of |ow packet |oss rate.

* Constraints for inter-connection patterns: the inter-connection
patterns between upstream and downstream servi ces and functions
MAY be classified as unidirectional, bidirectional, one-to-one and
one-to-many. Furthernore, due to security concerns for instance,
rel evant services MAY be depl oyed at adjacent endpoints or a sane
edge center geographically.
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Fi gure 3: Inter-Connection between Services and Functions

Service Orchestration and Scheduling: Service adm nistrati on would
custom ze strategies or specific algorithnms dependi ng on
circunmstances of infrastructure and required proposals. Providing
| ow-| at ency experiences or achieving | oad bal ance anong avail abl e

i nstances and resources SHOULD be selected as specific inclinations
for further scheduling.
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4.2. Control Pl ane

Servi ce Registration and Admi nistration: Based on the results and
concl usi ons anal yzed by Service Analysis and Operation, the overal
service and included mcro-services MAY be represented and
admi ni stered by corresponding identifications. In this draft,
Service I Ds for micro-services and HFC I Ds for HFC processes and
services are generally defined. Therefore, HFCs and correspondi ng
m cro-services would be displayed and | abeled in the control plane.
Appropriate identifications would facilitate indicating the service
traffic of the workfl ow

( -- ) HFC | D,
———————— \ Service 1(Pre)
Service 1 \ Service 2(Next)

v((C)) cC )
O OTTL . > - )
| Service 2 Service 3
/
/
- /| HFC I D,
(--) [/ Service 2(Pre)
e ( ( ) )v Servi ce 4(Next)
« -- )
Servi ce 4

Figure 4: Service Administration by Identification

Service Discovery and Publication: Depending existing and nmature
control plane protocols and interfaces, distributed services and
capabilities of infrastructures SHOULD be able to be coll ected.

Rel evant schemes include extended | GP, BGP, BGP-LS, RESTful,

Tel enetry. The information | earned in the control plane MAY incl ude:

* Conputing resources related to services of specific instances.
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*  Depl oynment of service instances or possible and schedul ed
resources utilization

*  Network topol ogy and correspondi ng TE capabilities.

Servi ce Routes Cal cul ati on and Generation: Based on the information
collected in Service Discovery and Publication, service routes would
be calculated to determ ne appropriate instances and forwarding
paths. Service Routes Cal cul ati on and Generation SHOULD fol |l ow t he
intentions identified in Service Orchestration and Schedul i ng.
According to Service Registration and Adm nistration, service routes
could be distributed and i ndexed by HFC and service identifications.

Service Inter-connection Configuration: Wthin conventional schenes
for services inter-connection, configurations would be di sposed for
endpoints distributed in nultiple clusters. |Istio, for instance,
replys APlIs including ServiceEntry, Virtual Service and
DestinationRul es to describe inter-connections and rel evant
principles. Considering the framework of HFC proposed in this draft,
service routes would be translated into correspondi ng configurations
issued to clusters for revising APl files.

4.3. Forwardi ng Pl ane

Service ldentification Adnministration: Traffic would be able to be
steered according to identifications distributed fromthe contro

pl ane. Also, the service identifications would inherit and re-
generate fromthe previous ones in the workflow. Proxies, sidecars
or gateways SHOULD be able to adm nister the inheritance and renewal
rel ati onship. Suppose an HFC application includes Service ID1, ID 2
and 1D 3, an identifier of {HFC, Service ID 2} inplies that the
successive function is expected to be Service 1D 3. Correspondingly,
the identifier would be nodified as {HFC, Service ID 3}.

Service Aware Forwardi ng: Service routes entries would be distributed
fromthe control plane and involved entities and devi ces woul d
performtraffic forwarding accordingly. Relevant entries include:

* Service aware forwarding entries for edges routers in which
forwardi ng paths are i ndexed by HFC I Ds and Service | Ds.

* Service identification admnistration entries for sidecars,

proxi es and gateways in which inheritance and correl ati ons woul d
be specified.
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Servi ce provisioning and observability: By inplenmenting and
perform ng OAM or APM schemes, forwarding plane would nonitor the
circunstances and performance of traffic flows. Wth detections of
failures and possi bl e degradations, forwarding plane would be able to
support recovering, enhancing and provisioning for traffic flows.

5. SRv6-based HFC | npl emrent ati on

Based on SRv6, forwarding paths orchestrated for an end-to-end HFC
service including specific inplenentations would be able to be
encoded in an SRH, in order to achieve consistent service

provi sioning across nultiple endpoints deployed in distributed
clusters and even edge cl ouds.

The overall paths would be explicitly indicated in the Segnent List
or be generally displayed. Correspondingly, a strict node and a
| oose node are proposed in this draft.

Service A Ins, Proxy

+-- -+
( )
+- - +
( )
( - =)
( C)---C ) )
(- )
( )
S + R +
I I I
| Appl i cation| o ea - +
| | A R | HFC GW A
| ew | / oo +
| | / |
S + [ e e oo + |
I / \ I
| / + I
I / I I
| / | | oo
| / | | ( )
| | | +- +
|/ I I ( )
|/ I I « -- - )
oo + | e + ()---C ) )
| HFC GW | | | HHC GWB| - - - - - ( -- -- )
E S + | E S + ( )
\ + / R +
\ / / Servi ce B I ns, Proxy
\ / /

Yuan, et al. Expires 17 COctober 2025 [ Page 11]



I nternet-Draft Hybri d- Functi on- Chain (HFC) Franework April 2025

Yuan,

\ / /
\ / /
\ / /
\ <o - + /
\ /
\ I + HFC Service
dommm e oo | HFC GW Qperation Domain
B +
+-|--+
( )
+- - +
( )
(== )
( C)H)---C) )
C = )
( )
e +

Service C Ins, Proxy

Figure 5: HFC Domain and end-to-end Delivery

When a service request accesses a correspondi ng application
gateway, the service is identified as an HFC service agreed and
dealed in a previous contract. Suppose the HFC service is
deconposed into micro-services A, B and C  The HFC service is
naned with an identification, HFC ID. To process and fulfill the
HFC service, the traffic would be steered to an access HFC gat eway
with packets carrying HFC I D and Service ID list. The endpoint
for this HFC service woul d be configured as an SRv6 SID at the
access gateway.

The access gateway identifies the HFC ID and Service ID I|ist
carried in the packet according to the SIDfilled in the
destination field. |Indexed by HFC I D and next Service ID (Initial
Service I1D), an HFC policy would be determ ned. Segnent List of
the HFC policy would be encoded to the packet with an Insert or
Encapsul ation pattern. Under a strict HFC node for instance,
Service SIDs for each HFC gateway and bi nding SIDs for

i nterconnected forwardi ng paths would be included in the Segnent
List. Afterwards, the traffic would be steered to next HFC

gat enay.

Wth above displayed, HFC GWA is the first passing stand. HFC GW

A would identify the next Service IDin the packet and inplenment a
| ocal | ookup according to a Service SID. Therefore, the traffic
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woul d be steered into a | ocal or adjacent edge cluster
Furt hermore, HFC GW A MAY renove the SRHs and record the segnent
list and segnent left in a |local cache.

* \When a flow aining to a target service instance, a service pod for
instance, it would be intercepted by a proxy or sidecar. The
proxy or sidecar records the HFC I D and next Service IDin the
packets and identifies returning traffic accordingly. Based on
the HFC service lists, next service would be determined and its
Service ID would overwite the original one.

* Since the traffic flowreturns to HFC GW A, an origi nal segnent
list and relevant information would be re-attatched according to
the records in the local cache. Afterwards, the traffic would be
steered to next HFC GWsinmilarly.

In the above SRv6 based HFC i npl enentation, several SRv6 Sl Ds MAY be
generally defined in this draft:

* HFC Service SID: correlates with an HFC service forwarding table
i ndexed by HFC I D and next Service ID, aimng to determ ne a
forwardi ng path indicated by segnent |ists.

* HFC Cache SID: correlates with an HFC | ocal forwardi ng table and
| ocal cache table, ainming to record the forwarding information in
the cache and forward the traffic to a | ocal endpoint.

* HFC Inherit SID: correlated with an HFC | ocal cache table, aimng
to determne and re-attach a nmatched original forwardi ng path.

backup path
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Figure 6: HFC Protection

Furt hernore, SRv6 based HFC SHOULD support other features. For

i nstance, backup paths woul d be orchestrated and accordingly
configured at HFC GW. End-to-end service observability woul d be
achi eved by distributed tracing and rel evant schemes. Mre detailed
i mpl ement ati on desi gns woul d be di scussed in future works.

Yuan, et al. Expires 17 COctober 2025 [ Page 14]



I nternet-Draft Hybri d- Functi on- Chain (HFC) Franework April 2025

6. Security Considerations
TBA.
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TBA.
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