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Abst ract

Wth the maturity of cloud native application devel opnent,
appl i cations can be deconposed into finer grained atom c services.
On the other hand, as a distributed conputing paradigm fine grained
m cro-services could be deployed and inplenmented in a distributive
way anong edges to nake conputing, storage and run-tine processing
capabilities as close to users as possible to provide satisfied QE.
Under the circunstances anal yzed, updated framework and architecture
woul d be required and designed, aimng to wisely allocate and
schedul e resources and services in order to provide consistent end-
to-end service provisioning with Distributed Mcro Service

Conmruni cati on (DVBC) .
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1. M cro Service Connection, Communi cation and Col | aborati on

In the context of cloud native, applications are often no | onger
provided in the formof nonolithic services, but are deconposed into
a series of cloud native services deployed in distributed clusters,
with inter-connections and joint provision to the outer side.

Rel evant scenarios was discussed in [|-D.yuan-rtgwg-hfc-franmeworKk]
with the introduction of a Hybrid Function Chain (HFC) franeworKk.
Techni cal considerations and brief designs in the previous work woul d
al so be applicable in a Distributed Mcro Service Comunication
(DVBC) circunstance. Thus, simlar perceptions nentioned are stated
in this draft for further discussion and review
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Exi sting schenes, for which especially applied in cloud and cl uster
infrastructure, traffic lanes, for instance, have energed to be a
typical scenario for DVMSC and been commonly used for environnmenta
isolation and traffic control of the entire request chain of services
for grayscal e publishing scenarios, would be reckoned as a typica

example for DMSC. In fact, assuming Istio and Kubernetes as the
typical infrastructure for C oud Native Services, the creation of
traffic lanes is still executed by various existing network AP

configurations of the cluster. The service routes are always
configured in the cluster and identified endpoints under a service
nane to inplenment various scheduling strategies and performl oad
bal anci ng schenes anong mul tiple optional instances.

Wth another aspect, edge conputing, as a distributed computing
paradi gm the core idea is to make conputing, storage and service
processing as close to the clients and custonmers as possible to
reduce | atency, inprove response speed and enhance data security.
When applications are further deconstructed into atom c services as
anal yzed previously, service inter-connections MAY not only exist in
adj acent clusters deployed in a same edge, but al so happen with

net wor k pat hs connecting renote edge data centers. Thus, incremnental
requi renents woul d be rai sed correspondingly. Relevant use cases and
requirenents are discussed in

[1-D. song-dnsc- pronbl em and-r equi renents] and

[1-D. huang-rt gwg- us- st andal one-si d] .

Therefore, requirenments from devel opment of |T/CT applications,
infrastructure and patterns give rise to the promsing furture of
DMSC. Significant features of both distributed paradi gm and
appl i cation deconstruction also bring updated chal |l enges and
probl ens.

Correspondingly, this draft proposes technical considerations and
primary desi gns about DVSC. Conpared to conventional schenes and
patterns, Distributed Mcro Service Communi cation, Coll aboration and
Association is granted with rmultiple features and connotati ons.
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Utinmate Service or Application

wi th decomposed distributed mcro services or functions
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Figure 1: Distributed Mcro Service Connection and Conmuni cati on
across Milti- edges

* Mcro services would be deployed within various forns, providing
functionality for different applications: Considering the
depl oynent phase, services and application functions can be
depl oyed in one or nultiple clusters in the formof containers, or
depl oyed based on virtual machines. Service instances can be
deployed with nmultiple instances with dynam c inpl enentati on and
rel eased based on a Serverless franework. Based on the run-tine
state, micro services and atomic functions forma diverse set of
external services, and correspondi ngly, often raise various
requirenents for the resources and network capabilities. Conpared
to conventional Service Function Chain (SFC), the service
functions targeted and discussed in DVBC contains functions from
bot h underlay network and application (L7) services.

* Hybrid inter-connections and rel ati ons MAY exi st between service
instances of mcro services: The inter-connection, interaction,
and col | aborati on schenes between upstream and downstream m cro
services are always allocated and inplenented wthin various
forns. For instance, upstream functions MAY propose
unidirectional notifications. Bidirectional requests and
responses MAY al so be observed between upstream function and
single or multiple downstream functions. Miltiple inter-
connection forns MAY be inpl emented sinultaneously in an overal
DVBC process.

* Techniques for hybrid areas and protocal stack |layers are required
for DMBC. For conventional SFC in which Firewalls and Accel erators
MAY be included, service functions are not tended and depl oyed to
term nate data packets. However, for mcro services conposing L7
applications in DVBC scenarios, packets and payl oads are al ways
term nated at endpoints and payl oads woul d be reorgani zed and
regenerated. The provisioning of mcro services inter-connection
requires collaboration anmong multiple techni ques and extends
across TCP/I P stacks.

Based on the considerations above, this draft further analyzes a
possi ble and primary framework and deconstructs it into severa

pl anes with incremental functions and features based on conventiona
network and service mesh techni ques.
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2.

Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy
* DMSC. Distributed Mcro Service Comuni cati on.
* SFC. Service Function Chain.
* (QOE Quality of Experience.

* SLA. Service Level Agreenent.
*  OAM Qperation, Adm nistration and Mi nt enance.
*  APM Application Performnce Managenent.

Di stributed Mcro Service Comruni cation Technical Considerations
Techni cal considerations for DMSC woul d general Iy incl udes

adm ni stration plane, control plane and forwardi ng plane. Based on

conventional framework of network and cloud native practices, several
incremental functions and features are added and depl oyed.
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Fi gure 2: DMSC Techni cal Considerations within Hierarchical Patterns
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4.1. Adm nistration Pl ane

Servi ce Anal ysis and Operation: The increasingly conplex and diverse
applications and services would be granted with different
characteristics and features for outer users. In terns of
orchestration for distributed mcro-services, Service Analysis and
Qperation interprets the external and internal forms of overal
appl i cations and services as correspondi ng deconstructi on patterns.

* Deep learning: The overall deep |earning process would be
deconposed into several successive or rel ated phases and steps,
data pre-processing, nodel training, prediction and estination,
nodel eval uation based on rewards functions, data storage and API
interactions for instance.

* Live Broadcast: Rel evant micro-services MAY include user
aut hentication, live streamadninistration, |live recording, online
paynent and data m gration.

The above deconstructed mcro services have serial, parallel,
unidirectional, and bidirectional relationships, and their

i nterconnection and col | aboration are conprehensively presented as
user and outer oriented applications.

Servi ce Eval uation and Modeling: There are different and vari ous
resource requirements raised by multiple services, including but not
limted to:

* Conputing resources and network capabilities: Conputing-rel ated
services MAY be sensitive to conputing resources, related
i ndi cators include CPU cores, avail able nenories, floating nunmber
calculation. On the other hand, |arge anpbunt of data transni ssion
MAY be inpl ement ed bet ween upstream and downstream servi ces.
Thus, the network connecting them would have to reserve sufficient
bandwi dt h and provide abilities of |ow packet |oss rate.

* Constraints for inter-connection patterns: the inter-connection
patterns between upstream and downstream servi ces and functions
MAY be classified as unidirectional, bidirectional, one-to-one and
one-to-many. Furthernore, due to security concerns for instance,
rel evant services MAY be depl oyed at adjacent endpoints or a sane
edge center geographically.
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1. Unidirectional Notification
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Figure 3: Inter-Connection Patterns between Services and Functions

Service Orchestration and Scheduling: Service adm nistrati on would
custom ze strategies or specific algorithnms dependi ng on
circumstances of infrastructure and required proposals. Providing

| ow-| at ency experiences or achieving | oad bal ance anong avail abl e

i nstances and resources for instance, SHOULD be sel ected as specific
inclinations for further scheduling.

4.2. Control Plane

It woul d be observed in Figure 2 that the conponents and facilities
woul d reuse and enhance the current Service Mesh (Istio for instance)
and network infrastructures. It is also relevantly described in
[1-D. li-dnmsc-architecture], specific devices would possibly include
exi sting Kubernetes and Istio APls, network controllers and enhanced
distributed Service Gateways and Routers. The control plane would be
depl oyed in distributed, centralized or hybrid patterns.

Service Registration and Admi nistration: Based on the results and
concl usi ons anal yzed by Service Analysis and Operation, the overal
service and included mcro services MAY be represented and
admi ni stered by a series of corresponding identifications.
Appropriate identifications would facilitate indicating the service
traffic of the workflow in the process of DVMSC
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Utinmate Service or Application
wi th decomposed distributed mcro services
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Figure 4: Service Administration by Identification

Service Discovery and Publication: Depending on existing and mature
control plane protocols and interfaces, distributed services and
capabilities of infrastructures SHOULD be able to be coll ected.

Rel evant schenes incl ude extended protocols, |1GP, BGP, BGP-LS,
RESTful and Telenmetry for instance. The information |learned in the
control plane MAY include:

* Conputing resources related to services of specific instances.

*  Depl oynment of service instances or possible and schedul ed
resources utilization

*  Network topol ogy information and correspondi ng TE capabilities.
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Servi ce Routes Cal cul ati on and Generation: Based on the information
collected in Service Discovery and Publication, service routes would
be calcul ated to determ ne appropriate instances and forwarding
paths. Service Routes Cal cul ati on and Generation SHOULD foll ow t he
intentions identified in Service Orchestration and Schedul i ng.
According to Service Registration and Administration, service routes
could be distributed and i ndexed by appropriate service

i dentifications.

Service Inter-connection Configuration: Wthin conventional schenes
for services inter-connection, configurations would be di sposed for
each rel evant endpoints distributed in nmultiple clusters. |Istio, for
i nstance, relys APIs including ServiceEntry, Virtual Service and
Destinati onRul es to describe inter-connections and rel evant
principles. Considering the framework di scussed above, service
routes would be translated into correspondi ng configurations issued
to clusters for configuring and revising APl files.

4.3. Forwardi ng Pl ane

Service ldentification Adm nistration: Traffic would be able to be
steered according to identifications distributed fromthe contro

pl ane. Al so, the service identifications which indicate the target
in DMSC woul d inherit and re-generate fromthe previous ones in the
wor kfl ow. Proxies, sidecars or gateways SHOULD be able to adninister
the inheritance and renewal relationship. Suppose an application
includes Service 1, 2 and 3, an identifier of {DWVSC process and

wor kfl ow, Service 2} inplies that the successive function is expected
to be Service 3. Correspondingly, the identifier would be nodified
as {the identical DVSC process and workflow, (Next) Service 3}.

Servi ce Aware Forwardi ng: Service routes entries would be distributed
fromthe control plane and involved entities and devices would
performtraffic forwarding accordingly. Relevant entries include:

* Service aware forwarding entries for edges routers in which
forwardi ng paths are indexed by specific service and DMSC wor kf | ow
and process.

* Service identification adm nistration entries for sidecars,

proxi es and gateways in which inheritance and correlations in
speci fic DMSC wor kfl ows and processes woul d be specified.
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Servi ce provisioning and observability: By inplenmenting and
perform ng OAM or APM schemes, forwarding plane would nonitor the
circunstances and performance of traffic flows in DVBC workfl ows.
Wth detections of failures and possi bl e degradations, forwarding

pl ane woul d be able to support recovering, enhancing and provisioning
for traffic flows.

5. Security Considerations
TBA.

6. Acknow edgenents
TBA.

7. | ANA Consi derations
TBA.
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