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Abst ract

Starting fromthe traffic shapi ng mechani sm one of the core
technol ogi es of network determ nistic assurance, we sumari ze the
characteristics of different traffic scheduling and shapi ng nmet hods
and propose a solution design for IPv6 to carry these traffic
schedul i ng and shapi ng net hods, taking into account deterninistic and
security factors. At the same time, the network scope of practica
applications is beconming larger and | arger, and the denmand for
determnistic network services will no |longer be restricted to LANs,
but will require determnistic forwardi ng beyond LAN boundari es,
extending the determ nistic assurance capability previously provided
in LANs to WANs through network |ayer technol ogi es.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://z-
Endeavor.github.io/Internet-Draft/draft-ietf-traffic-shaping. htm.
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-traffic-shaping/.

Source for this draft and an issue tracker can be found at
https://github. com z- Endeavor/Internet-Draft.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

Time Sensitive Network (TSN) is a network that guarantees the quality
of service for delay-sensitive flows, achieving | ow | atency, |ow
jitter and zero packet |loss. Tine-sensitive streans can be divided
into periodic time-sensitive streans (PTS), such as cyclic contro
instructions in the plant, synchronization information, and non-
periodic/sporadic tine-sensitive streans (STS), such as event alarm

i nformati on.

For periodic tine-sensitive flows, traffic synchronous scheduling
shapi ng mechani sns are generally used, requiring precise nanosecond
cl ock synchronization of network-w de devices. Current mechani sns
studi ed include Time-Triggered Ethernet (TTE), Ti me-Aware Shapi ng
(TAS), Cyclic Queuing and Forwarding (CQF) and Credit-Based Shaping
(CBS)

Schedul i ng and shapi ng nechani sns are two quality of service
assurance mechanisns in the switch. Scheduling refers to queue
schedul i ng, which is generally inplemented at the outgoing port of
the switch and consists of three parts: entering the queue, selecting
the sendi ng queue according to the scheduling algorithm and exiting
the transm ssion; shaping refers to traffic shaping, which prevents
congestion within the switch or at the next hop by linmting the
forwarding rate of the port.

"1 Pv6 Hop-by-Hop Options Processing Procedures" [HoH UPDT] further
specifies the procedures for how | Pv6 Hop-by-Hop options are
processed to nmake their processing even nore practical and increase
their use in the Internet. |In that context, it nakes sense to
consi der Hop-by-Hop Options to transport the information that is
relevant to carry traffic shapi ng mechani sm

Si nce the asynchronous schedul i ng and shapi ng nechani sm cannot
guarantee that the worst delay of the packet neets a certain
threshold, it can only guarantee that the average del ay of the packet
is conparable to the synchronous nethod, and the delay jitter is
relatively large, and the del ay-sensitive streamis prone to packet
loss in the case of network congestion, the current asynchronous
mechanismis not mature, and in order to better elucidate the nature
of the del ay-sensitive network, this docunment of using the
synchronous nmechanismto transmt periodic time-sensitive stream
(PTS) is mainly discussed.

For the traffic shaping mechanism one of the core technol ogi es of
network determnistic assurance, we sumarize the characteristics of
different traffic scheduling and shapi ng nmet hods and propose a
solution design for IPv6 to carry these traffic scheduling and
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4.

shapi ng net hods, taking into account determ nistic and security
factors. At the sane tine, the network scope of practica
applications is becomng larger and | arger, and the demand for
determnistic network services will no |longer be restricted to LANs,
but will require determnistic forwardi ng beyond LAN boundari es,
extending the determ nistic assurance capability previously provided
in LANs to WANs t hrough network |ayer technol ogi es.

Thi s docunent gives a description of the design of the IPv6 carrying
traffic shapi ng nmechani sm and specifies the technical requirenents
and security specifications of the IPv6 carrying traffic shaping
mechanism This docunment applies to deternministic data comunication
of I Pv6 networks that have inplenented traffic synchronous scheduling
shapi ng mechani sm

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Abbrevi ations in This Document

TSN Tinme Sensitive Network PTS Periodic Time-sensitive Streanms TTE
Ti me- Tri ggered Et hernet TAS Ti ne- Aware Shapi ng CQF Cyclic Queui ng and
Forwar di ng CBS Credit-Based Shaping

Net wor k Conmuni cati on System

Based on the premi se of determnistic requirements, this docunent
only considers the design of synchronization schenmes where the

net wor k uses synchroni zati on nechani sns to transmt PTS, while
requiring accurate nanosecond tinme synchroni zati on of devices within
the entire network conmunication scenario.

1. General Model of Network Transm ssion
An applicable tine-sensitive traffic shaping network comruni cation

nmodel is given in Figure 1 and illustrates the network el enments in
it.
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4.2. Network Node Description

It is expected to be deployed in a variety of |IPv6 devices and
situations. Therefore, It is inportant to specify |IPv6 node
requirenents will allow traffic shaping mechanisns to work well and
interoperate over IPv6 in a | arge nunber of situations and

depl oynent s.

4.3. Network Comuni cation Process
Figure 2 gives the conmunication flow of the network system

* Collect the correspondi ng network topol ogy information, traffic
period, traffic size, end-to-end delay jitter requirenent
i nformati on and correspondi ng security requirenents from various
determnistic services, conplete the centralized user
configuration, and send it down to the network controller through
the network user interface (UN).

*  The network controller receives the network determnistic and
security requirenments and cal cul ates the route scheduling contro
information for the traffic according to the corresponding
algorithm If the calculation is successful, the gating list is
automati cally synthesized and sent down through the sout hbound
interface, and then the packet start tine is returned to the
sender; if the calculation fails, the orchestrator is told that
the sender flow is not available for scheduling.

* Centralized collaborative scheduling of switches to achieve
traffic scheduling shaping and conpl ete determninistic transni ssion
by planning routes or dividing tine slots, etc.

5. Definition of Carrying Traffic Shapi ng Mechani sm

Carrying traffic shapi ng nechanismin | Pv6 extension header is in the
formof a field on the extended header that specifies the basic
traffic scheduling shaping protocol interface options for resolving
the semantics of the scheduling shaping nmechanismin the packet,

all owing the network determnismto be transmtted through the

ext ended header as well as for the adaptation of the upper |ayer
protocols and network functions for use. This field information can
be exam ned and processed by each node of the packet transmni ssion
pat h.

The requirenents for the use of scheduling shaping include the
schedul i ng shapi ng technical solution options and the contro

i nformati on necessary of specific solution. The definition fornmat
consists of four fields, including options, flag bits, fill bit
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I ength, and control information. The definition format is shown in
Figure 1. The technical scheme here mainly specifies the synchronous
schedul i ng and shapi ng mechani sm option, and the asynchronous
schedul i ng and shapi ng nmechani sminformation is not transnmtted
through this design.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Options| F| FBL | |
D R e +
I I
~ Control Information (variable |ength) ~
I I
B i s T T i i o S o T Ji I
Figure 1: Definition of Carrying Traffic Shapi ng Mechani sm
wher e
* (Options: 4-bits. Indicating the synchronous traffic scheduling

shapi ng technol ogy scheme used.

* F. 1-bit. Used as a flag bit to record whether the protoco
content has reached its maxi num | ength.

* FBL: 3-bit. The nunber of bits used to record the padding at the
end of the protocol is Oto 7 bits to ensure that the total length
of the definition content is an integer nultiple of 8 bits.

* Control Information: Variable length. Used to carry the network
control information necessary for the use of a specific scheduling
and shapi ng nmechanism in a format and content determ ned by the
speci fic scheduling and shapi ng nechani sm

The F identifiers is a flag bit. The value of this field specifies:

* 0 - the length of the protocol content has not exceeded the
maxi mum val ue and the informati on has been read conpl etely.

* 1 - the length of the protocol content exceeds the nmaxi mum val ue
and needs to be read further.

FBL indicates Fill Bit Length which is for conmpatibility with
subsequent adaptations in the | Pv6 extension header. The actua

Il ength of the control information is obtained by parsing the | ength
of the padding bits to facilitate the reading and processing of the
network control device. The padding nethod is to set all the padding
bits at the end to O.
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6.

6.

The Control Information contains standard control frane format of
each specific scheduling shaping nechanism which is used to ensure
the integrity of the control information to conplete the standard
adaptation to various network devi ces.

Speci fication in Hop-by-Hop Options
1. Format in Hop-by-Hop Option

The definition of carrying traffic shaping nmechanismshall conformto
the relevant specifications in [ RFC8200] for extended headers. The
content in Section 3 should be placed in a Hop-by-Hop opti on header
in the extended header to carry information that will not be inserted
or renoved and that can be exam ned or processed by each node in the
packet transm ssion path until the packet reaches the node identified
in the destination address field of the | Pv6 header(or in the case of
mul ticast, each of a group of nodes).

The definition popul ates one or nore sub-options of the TLV encodi ng
format into the option field of the hop-by-hop option header, where
the TLV encoding format is shown in Figure 2.

L Tk e e e T

| Option Type | Opt Data Len | Option Data

i e s i i T
Figure 2: TLV Encodi ng For mat

wher e
* Option Type: 8-bit identifier of the type of option.

* (Opt Data Len: 8-bit unsigned integer. Length of the Option Data
field of this option, in octets.

* (Option Data: Variable-length field. Option-Type-specific data.
In the definition above, some specific instructions are required:

The Option Type identifiers are internally encoded such that their

hi ghest-order 2 bits specify the action that nust be taken if the
processing | Pv6 node does not recognize the Option Type. Actions are
selected by the controller in the network, refer to [ RFC8200] for
specific action definitions.
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The third-highest-order bit of the Option Type specifies whether or
not the Option Data of that option can change en route to the

packet’ s final destination. The option data is changed during packet
forwarding with traffice shaping information so that this bit needs
to be set to 1.

The loworder 5 bits of the Option Type should not conflict with the
Option Type field already defined by | Pv6.

Option Data is used to carry the definition content of Section 3.

In addition, the length of the protocol defined in Section 3 exceeds

the maxi mum |l ength of an option, the F identifiers should be set to 1
and the protocol will continue to be stored in the next option. The

protocol content in Section 3 is split into at nobst two options.

6.2. Hop-by-Hop processing definition
HBH Processing draft shoul d define the HBH processing.
7. Security Considerations

Security issues with | Pv6 Hop-by-Hop options are well known and have
been docunented in several places, including [RFC6398], [RFC6192],
and [ RFC9098]. Security Considerations in |Pv6 are conposed of a
nunber of different pieces. These are mainly required to provide the
three characteristics of replay protection, integrity and
confidentiality.

7.1. Replay Protection

Repl ay Protection requires ensuring the uniqueness of each |P packet
to ensure that the information cannot be reused in the event that it
is intercepted and copi ed.

* |t should be ensured that access cannot be regained using the sane
packets to prevent attackers fromintercepting deci phered
i nformati on and then inpersonating illegal access.

* A secret key based on al gorithmindependent exchange shoul d be set
at the host side by the custoner and the service provider, and
when each packet is transmtted, a checksumis generated based on
the secret key and the packet, and the checksumis recal cul ated
and conpared at the data receiving side

* Aut hentication data should be included in the transm ssion to

protect the fields that cannot be changed during |IP packet
transm ssi on.
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1.

* The cache data should be cleared and guaranteed to be
unr ecoverabl e.

Integrity

Integrity of data is to prevent data from being tanpered with during
transm ssion and to ensure that the outgoing and inconing data are
i denti cal

*  Two-way authentication nmechanismfor shared data infornmation
conponents shoul d be provided.

* Encrypted transnission channels shoul d be used to prevent data
from bei ng eavesdropped during network transm ssion

* Should have the ability to test the integrity of the data and
provi de the correspondi ng recovery control neasures.

Confidentiality

Confidentiality is used to prevent attackers from accessi ng packet
headers or content, ensuring that information cannot be read during
transm ssion, even if | P packets are intercepted.

* Encryption policy of terninal data shoul d be established to ensure
the confidentiality of sensitive data output and shared at the
term nal

* A cryptographi c checksum shoul d be generated for each packet, and
the receiver should cal cul ate the checksum before opening the
packet; if the packet is tanpered with and the checksum does not
mat ch, the packet is discarded.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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