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Abst r act

Mul ti-Factor Authentication has rapidly becone a driving requirenent
for any internet based technol ogy that requires authentication

While a |l arge nunber of initiatives are active for providing
solutions to this requirenment for Wb Browser based applications that
can generally support real tinme human interaction for providing a
secondary nethod of identification, |egacy protocols such as [| MAP]
have not yet been revised to provide such support despite being a

hi gh-ri sk target for business enail conpronise, possibly as a result
of [IMAP] activity generally expecting to be non-interactive in

nat ure outside of Webmail | ogins.

Thi s docunent defines an extension to the [I MAP] service protoco
called "CLIENTID" that an [I MAP] client can provide an additiona
uni que identification token prior to standard credentials

aut hentication that the server may then apply as an identity
verification nethod in a simlar manner to other Milti-Factor
aut henti cation techniques.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 Novenber 2026
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1.

I nt roducti on

The [I MAP] protocol and its extensions describe nethods whereby a
client may provide identity and/or authentication information to an

| MAP server, traditionally in the formof a [usernane] or an [enail
address] in conbination with a [password] string. Historically, this
was the primary form of security controlling who could access the

| MAP resources. Wile newer forms of communicati on may have nore
compl ex fornms of authentication, and web browser applications have
recei ved heightened attention to nulti-factor authentication, |egacy
emai|l protocols are limted in how they can change, while stil
offering a neans for staged adoption via backwards conpatibility with
all the existing email clients.

The approaches taken for other protocols do not |end thensel ves well
to the [I MAP] protocol, and general usage. |MAP users expect their
client to automatically log in, fetch their nessages, and notify them
of new messages in a non-interactive procedure.

The chal l enges with introduci ng novel nethods of enhanced security
for I MAP without upsetting the non-interactive flow of usage has
limted the ability for I MAP to address the security concerns with
the traditional use of usernane/password conbinations.

A core of the problemis determning the "identity' of the client or
person presenting authentication information in a manner that does
not require active participation on the part of the user. There are
many ways in which a persons authentication credentials can be

obtai ned fraudul ently; for instance accidental exposure in plain text
across insecure or conpronised networks, reuse of the sane
credentials across nultiple services (password reuse) where the theft
or data breach at one service allows access to the rest of the
services tied to that email identifier, or theft of stored
credentials in browsers and password managers.

Exi sting nmethods, such as the use of [IP], [ID], Geolocation and
other tools available in the standard [|I MAP] protocol currently are
subject to limtations and none offer a way to sufficiently identify
the source of the IMAP client with confidence. This has led to an
environment of extreme risk of threat actors accessing | MAP
resources, which can lead to serious financial inmpact and | osses.
Over 14 Billion email credentials have been exposed or stolen, and
wi t hout nethods to identify who or what is presenting authentication
credentials, there is little defense against nalicious or

unaut hori zed use of those credential s.
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Thi s docunent defines an | MAP service extension to provide an
additional identity token which can help represent the | MAP client
with a higher degree of certainty than nornmally available in the
current | MAP standards and protocols when accessing the | MAP server

It should be noted that other proposed alternative nethods of

i nproving the situation, and the resulting threats and risks, such as
[ OAUTH] have been exani ned as alternatives, (see discussion) but did
not satisfy the requirenments that |led to CLIENTID inpl ementati ons.

Using the CLIENTID extension, an | MAP client can provide an
additional identity token to the server called its "client identity".
The client identity can provide unique characteristics about the
client accessing the | MAP service and may be conmbi ned with existing
identification nmechanisns in order to identify the client. An | VAP
server may then apply additional security policies using this
identity such as restricting use of the service to clients presenting
recogni zed client identities or only allow ng use of authorized
identities that match previously established client identities.

The CLIENTID extension is present in any |MAP inpl enentation that
returns "CLIENTID'" as one of the supported capabilities to the
CAPABI LI TY command.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. CLIENTID

2.1. CLIENTID Comrand

Argunments: client identity type
client identity token

Responses: no specific responses for this command

Resul t: K - clientid conpleted, client identity stored
BAD - conmand unknown or arguments invalid
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Note that a valid CLIENTID command will never return the NO result
because heuristics MJST NOT be applied to the CLIENTID argunents at
this stage. Instead the client identity information SHOULD be stored
within the session and passed along to any and all [ SASL]

aut henti cati on nmechani sns.

2.2. CLIENTID Argunents
The CLI ENTI D command takes the follow ng two arguments:

1. client identity type: A string identifying the identity type the
client is providing. It MJST be between 1 and 16 al phanumeric
and dash characters.

2. client identity token: A string identifying the client. It MJST
be between 1 and 128 printable characters.

The | MAP server MJST reject any CLIENTID conmand with badly formatted
argunents. The | MAP server MJST accept the argunents froma valid
CLI ENTI D command and SHOULD store it at the minimumfor the remaining
duration of the | MAP connecti on.

2.3. Advertising the CLIENTID capability
The CLIENTID capability is used to tell the I MAP client that the | MAP
server supports the CLI ENTID extension. However, certain conditions
MJST be net before the | MAP server advertises the CLIENTID
capability.

1. The I MAP server and | MAP client MJUST negotiate encryption via
STARTTLS/ SSL or sone ot her secure nechani sm

2. The I MAP server MJST be in the non-authenticated state.

3. The I MAP server MJST have the CLIENTI D extensi on support enabl ed.
When all the conditions are nmet, the | MAP server MJST advertise the
CLI ENTI D capability in all proceedi ng CAPABILITY commands for as |ong
as all conditions are net.

2.4. Restrictions on the CLIENTID conmmand

Under certain circunstances, the use of the CLIENTID command will be
restricted:

1. Before the CLIENTID capability has been advertised, the | MAP

server MJST reject any issued CLIENTID command and t he | MAP
client MJUST NOT issue the CLIENTID command.
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3.

4.

1.

2. Qutside of the non-authenticated state, the | MAP server MJST
reject any CLIENTID command issued by the I MAP client and the
| MAP client MJUST NOT issue the CLIENTID comrand.

3. Once a valid CLIENTID command has been issued, the | MAP server
MUST reject any further CLIENTID comand i ssued by the | MAP
client and the I MAP client MJUST NOT issue any subsequent CLIENTID
comrands.

For mal Synt ax
The foll owing syntax specification uses the Augnmented Backus- Naur
Form notation as specified in [ABNF]. [IMAP] defines the non-
term nals "capability" and "command- nonaut h".

Except as noted otherwi se, all al phabetic characters are case-
insensitive. The use of upper or |ower case characters to define
token strings is for editorial clarity only. |nplementations MJST
accept these strings in a case-insensitive fashion.

capability =/ " CLI ENTI D"

conmmand- nonauth =/ client-id

client-id "CLIENTID" SP client-id-type SP client-id-token

client-id-type = 1*16 ALPHA/ DIGT / "-"
;7 al phanuneric with dash character

client-id-token = 1*128 VCHAR
;; any printable US-ASCI| character

Di scussi on

Backgr ound
The historical standard of using the user and password comnbi nation as
a means of authentication is no longer effective in this day and age

with recent devel opnents in the world.

1. |ISPs transitioning to Carrier-grade NAT due to | Pv4 address
exhaustion placing multiple devices behind the same | P address.

2. Numerous | arge scal e data breaches exposing billions of user and
password conbi nati ons.

3. Continued propensity for user to use sane sinple passwords across
mul ti pl e accounts and servi ces.
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4. Botnets growing |larger and nore sophisticated due to the
proliferation of |0oT devices.

As a result, brute force attacks against internet services have
becone increasingly effective as nalicious actors have easy access to
billions of email addresses, comonly used passwords and nassive
botnets while the safety practices of users have not inproved.

The traditional methods of defendi ng against these types of attacks
such as tracking the rate of failed password attenpts and
subsequently bl ocking by I P address are no | onger viable wthout
col l ateral damage as thousands of devices could potentially be behind
the sane | P address as nore | SPs adopt the CGAV LSN NAT444 standard,
i.e. blocking an I P address due to the actions of a single malicious
actor bears the risk of blocking legitinmate users.

By introducing CLIENTID as another non-public factor to be used in
tandemwith the user and password conbi nation, authentication becones
much nore resilient against brute force attacks. The emmil addresses
and passwords exposed fromthe data breaches will no | onger be
sufficient to authenticate. Security and mitigation nethods such as
limting the rate in which authentication attenpts can be nade froma
single I P address can be carried out by the CLIENTID identifier
instead of the I P address, reducing the risk of falsely blocking
traffic for clients behind a CGV LSN NAT444 connection. CLIENTID
woul d al so be backwards conpatible with existing authentication

prot ocol s encouragi ng adoption in a viable manner.

4.2. Applying heuristics to CLIENTID

Thi s section discusses the possible heuristics that can be applied to
the information that is presented via the CLIENTID conmand. This

i nformation includes whether a valid CLIENTID command was issued, the
client identity type and the client identity token

1. The I MAP server MAY choose to require that a successful CLIENTID
command be issued or that a particular client identity type be
presented before processing or accepting an authentication
request.

2. The | MAP server MAY reject any authentication request not
preceded with a client identity type that matches ACL's or rules
as defined in the | MAP server

3. An | MAP server MAY reject any authentication request preceded by
a CLIENTID command that contains a client identity type or client
identity token that the server chooses not to accept for any
reason such as by policy.
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4. An | MAP server MAY reject any authentication request preceded by
a CLIENTID command that contains a client identity type or client
identity token that the server has chosen to disable or revoke
use of either tenporarily or permanently.

The | MAP server SHOULD only ever reject an | MAP client based on
CLIENTID information during or after the authentication process/
handler. In the interest of Iimting the anmount of information being
reveal ed, the rejection nmessage SHOULD be as generic as possible and
SHOULD NOT reveal any information on the heuristics.

Even if the client identity type and/or client identity token are not
recogni zed, supported or pernitted by the server and/or the owner of
the authentication credentials, the presented information may stil

be useful for analysis.

4.3. Uility of CLIENTID

Regar dl ess of how frowned upon, users comonly reuse authorization
information (like the usernane and password pair) across nultiple
services. \Wen one service is conmprom sed, malicious actors can al so
gain access to other services where the user also used the sane
credentials. Based on this representative problemalone, the utility
of CLIENTID as an additional |ayer of deternmining the rights to
present such authorization information becones quickly apparent.

The utility of CLIENTID may be seen by considering the foll ow ng:

1. An | MAP server could recognize a device not historically known to
have presented the authentication credentials before.

2. An | MAP server could restrict authentication fromactors not
presenting a valid CLIENTID, or an account hol der that the | MAP
server provides service for could restrict authentication to only
those devices that present valid CLIENTID.

3. An I MAP server could restrict authentication to only devices
whi ch present a CLIENTID containing a client type identifier
whi ch the account hol der or operator of the server deenms to be
permtted. (e.g. Only allow vendor A s devices)

4. An | MAP server could alert an account hol der that an attenpt to
present their authorization credentials canme from an unknown,
unrecogni zed, or different device.

However, this extends beyond just the restriction of authentication

Wiile it mght be argued that this can be served as a special form of
SASL, by inplenmenting this in the | MAP service itself, the | MAP
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service can choose before allowing a connection to be passed to a
SASL inplenentation, allowing it to perform other heuristics, such as
brute force attacks, nore efficiently.

Wiile 'forgery’ and/or the use of randomclient identifier is
possi bl e, such behavior is also nore readily detectable when a device
identifier is presented.

1. The I MAP server, when faced with hundreds of devices behind the
sanme | P address, during an attack can restrict authentication
attenpts to only connections presenting a valid client identifier
t oken.

2. The I MAP server, during an attack, can restrict authentication to
only historically known devi ces.

3. The I MAP server can differentiate between many different devices
behind the same | P, and apply nmaxi mum connections per devi ce,
rat her than maxi mum connections per |IP

4. \Wile a person may present authentication credentials from nmany
di fferent geographical |ocations, e.g. home, office, and travel,
a single device will not in general be able to be in two
geographi cal locations at the sane tinme. The | MAP server will
have new information to apply to threat detection heuristics,
i.e. to treat the use of the same client identifier token from
two | ocations, as a possible brute force or forgery situation

4.4. Use Cases of CLIENTID

Wth CLIENTID the | MAP server has additional information it may use
inits interactions with the client. It may:

1. Restrict use of an authorization tokens to a set of client
identity token identities, thereby offering an added |evel of
security. For exanple the use of authorization credentials may
only be acconpani ed by a specified set of CLIENTID tokens and/or
types for a specific account hol der, or set of account hol ders

2. ldentify that the same CLIENTID token is used to access nultiple
authorized identities, and restrict access to the | MAP servi ce.
For exanple a nmalicious client that has attenpted to gain access
using multiple authorization tokens may be identified through its
unusual behavi or.

3. Retain know edge of CLIENTID tokens previously presented with

specific authorization credentials, and if the token has not been
previously seen, restrict access to the | MAP servi ce.
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4.5.

Require that the I MAP client present a token such as a license
key established outside of the | MAP session in order to make use
of any authorized identity.

Apply different security policies to clients that provide a
CLI ENTI D t oken versus those which do not. For exanple, provide
clients providing such an identity with additional trust.

Ability to rate limt or block based on the presented client-
identifier-token, when nultiple devices use a shared | P address,
wi t hout affecting other devices.

Ability to detect distributed and |ocalized dictionary attacks
and brute force attacks.

Use the client-identifier-token as a third factor to be passed to
aut henti cation nmethods eg. [ SASL]

OGher IMAP Cient ldentifiers

The [I MAP] protocol and its extensions describe nethods whereby an
I MAP client may provide identity information to an | MAP server. Sone
of these identifiers are listed for contrast:

1.

The client connection provides a source |P address associ ated
with the | MAP session. This nmay be acconpani ed by a PTR record
and/ or GeolP information. This information is grow ng
increasingly unreliable as IMAP Cient softwares are increasingly
configured to route traffic through 3rd party networks such as
Virtual Private Networks.

The AUTHENTI CATE and LOG N command allows the client to present a
user and/or password/authentication nechanismfor an | VAP
sessi on.

The I MAP4 [1 D] extension allows the server and client to exchange
identification information for bug reports and usage statistics
purposes. This specification however has linitations for the use
of acting as an additional identification token for security:

The command is valid in any state - non encrypted, authenticated,
or ot her.

Popul ar client side inplenmentations of the [ID extension]

i mpl ement the action after authentication is already conmplete -

for IDto act as a security identifier with authentication would
require a critical change to the specification that coul d cause

conflict with existing inplenentations.
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4.6. Alternative Considerations

Di scussion on why [QAUTH] is not a consideration vs CLIENTID. Sone
critics have suggested that instead of CLIENTID, that the use of

[ QAUTH] shoul d be inproved or considered to address the probl ens
surroundi ng authentication in | egacy protocols. The authors of this
draft considered that carefully, and researched why nore adoption
wasn’t supported by those in the industry.

The main objections stemfromtwo new perceived problens that [ QAUTH]
is seen to create. One is the requirenent of an [ QAUTH] service,
separate fromthe client -> server used in traditional protocols,
which is perceived to be conplicated, and introduces another
potential point of failure in the process. Email operators, even

| arge ones such as | SPs and Tel cos are reluctant to build out and

mai ntain [ CAUTH] servi ces.

The alternative, eg using 3rd party [QAUTH] services is also seen to
be a concern, due to adding extra risks to a stable environnent,

whi ch may not be under their control, as well as concern over privacy
probl ems when using 3rd party services for sonething like

aut hentication. Concern also that the main providers of [QAUTH]
services currently performdata collection as part of their business
nmodel , and the use of those services for [QAUTH woul d share customner
behavi or inappropriately.

CLIENTID is seen to be easier to inplenent at the client and server
| evel, nore transparent, and less of a risk of sharing custoner
behavi or outside of the client->server relationship. CLIENTID
support is also seen to require | ess change in custoner behavior
conmpared to | egacy usage, allows for easier transition to a nore
secure environnent transparently.

4.7. Future Considerations

In the future there may be a denmand for being able to provide

mul tiple CLIENTID conmands with different client identity types. For
instance, it may be desirable for a device to identify itself, both
with a hardware device identifier, and a software identifier. W
believe this to be out of scope, and can be accommbdated with a
special client-identifier-token which encapsul ates both.

In future, there may be a demand to fornalize the nmethods to describe
how t he CLI ENTI D command shoul d be handl ed for any given client
identity type. W believe this to currently be out of scope, but
have created a successful inplenentation in which a server associ ates
a set of flags to describe how it should behave:
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1. Handled but treat as not presented (ignored, no persistence)
2. Store in SMIP session but treat as not presented (for debug)
3. Store in the SMIP session, so it is available to System | og
4. Store in the SMIP session, so it is available to User |og
5. Use for authentication
6. Use for alert when authentication fails
7. Use for alert when authentication succeeds
8. Unused

5. dient ldentity Types

Thi s docunent does not specify any CLIENTID identity type that MJST
be supported. The client identity type is neant to be defined by the
client inplementation that is designed to access the | MAP server and
protocol. For instance, many | MAP client software inplenentations

al ready create a distinct Universally Unique Identifer [UU D] for
each account. Some commercial email clients have a |icense key.

Sone physical devices that need to interact with | MAP ni ght have a
uni que hardware ID. Wile there is no pre-defined list of client
identity type defined by this RFC, and all | MAP servers should be
prepared to accept any formof client identity type that conforns to
the definition, it is suggested that | MAP client devel opers carefully
consi der the name of the client identity type. For exanple, rather
that using a client identity type of UU D, consider the advantages of
making it nore distinct, e.g. "<product_short_code>UU D'. This way
the I MAP server can better record histories, e.g. the difference

bet ween say a Thunderbird generated unique id, and a Mutt generated
uni que i d.

Sone exanples of identity type night be UU D, LICENSE, DEVICE ID
and/or COKIE. It is expected that the nost comon types m ght be
related to distinct UU D, LICENSEKEY, or HARDWAREI D.

An | MAP server SHOULD NOT reject an unidentified CLIENTID type,
except for specific policy use cases.

It is envisioned that in the future it will be useful to propose a
set of standardized client-identity-type to help with validation, or
to allow the | MAP server to apply ACL rules on expected types, this
woul d be an extension to this RFC
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6
6
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1.UU D

UUIDis a cormon practice to represent either a individual user,
har dware device or software installation associated with a
specific individual. The support of UU D enables existing UU D

i npl ementations to be used to sem -uniquely identify a device
associated with an individual. A definition of the format should
be considered. Oherw se non-standard UUI D night be a separate
type specific to the software inplementation, for instance TBI RD
Uul D.

2. LI CENSE

An I MAP client may find it useful to identify the |icense key of
software it is using. Such licenses are typically crafted such
that they are unique and useful to identify a software
installation. This is nore normally suited for a software
designed for a single-user. \While LICENSE could be standard type
again, it mght nore nore hel pful to specify a vendor specific
type such as BBLI CENSEKEY

3.DEVICE_ID

1.

Many hardware devices are designed to be used by a single

i ndi vidual and al ready have an associ ated hardware device id.
Wil e a standard type m ght be defined, it also mght be nore
hel pful to use a vendor specific type, such as ATOM DEVI CEl D.

4. COXKI E

Wil e not guaranteed to be consistent many web applications are
designed to access |IMAP directly and may need to have a semi -

uni que identifier available as part of the web based transaction
It is assuned that COOKI E enconpasses the group of web based

t okens known to persist fromsession to session. A specific web
based application can provide sufficient information in the actua
client-identifier-token to differenti ate between applications and
or websites, and are convenient as they can be related to very
specific domains, and are universally available to web application
desi gners

As a reminder, an | MAP server SHOULD NOT retain and/or store the
CLIENTID i nfornati on WTH authentication credentials or
aut hentication systens directly, but the I MAP service MAY associate

the CLIENTID with a specific account holder, e.g. to create a history

file of known CLIENTID tokens associated or permtted to access or
present authentication credentials for that account hol der

Exanpl es

UUID as Cient ldentity
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6

6

6. 4.

2

3.

DORPONLDONDODDOO

DORDROANDODDNOO

The |

[ connection established over a plaintext connection]
a001 CAPABI LI TY

* CAPABI LI TY | MAP4revl STARTTLS AUTH=GSSAPI LOGd NDI SABLED
a001 OK CAPABI LI TY conpl et ed

a002 STARTTLS

a002 OK STARTTLS conpl et ed

LS negoti ation, further conmands are under [TLS] | ayer>
a003 CAPABI LI TY

* CAPABI LITY | MAP4revl AUTH=GSSAPI AUTH=PLAI N CLI ENTI D
a003 OK CAPABI LI TY conpl et ed

a004 CLI ENTI D UU D 23bf 83be- aad7- 46aa- 9e0f - 39191ccf 402f
a004 OK CLI ENTI D conpl et ed

a005 LOG N j oe password

a005 OK LOGA N conpl et ed

Mal f or med CLI ENTI D Conmmand

[ connection established over a plaintext connection]
a001 CAPABI LI TY

* CAPABI LI TY | MAP4revl STARTTLS AUTH=GSSAPI LOG NDI SABLED
a001 OK CAPABI LI TY conpl et ed

a002 STARTTLS

a002 OK STARTTLS conpl et ed

LS negoti ation, further conmands are under [TLS] | ayer>
a003 CAPABI LI TY

* CAPABI LI TY | MAP4revl AUTH=GSSAPI AUTH=PLAI N CLI ENTI D
a003 OK CAPABI LI TY conpl et ed

a004 CLI ENTID UU D

a004 BAD Error in | MAP conmand recei ved by server

MAP server rejects the CLIENTID command as it is not well formed

due to there being only a single paranmeter provided.

a

WONLOO

The |

ient ldentity without TLS/ SSL Session

[ connection established over a plaintext connection]

a001 CAPABI LI TY

* CAPABI LI TY | MAP4revl STARTTLS AUTH=GSSAPI LOG NDI SABLED
a001 OK CAPABI LI TY conpl et ed

a002 CLI ENTI D UU D 23bf 83be- aad7- 46aa- 9e0f - 39191ccf 402f
a002 BAD Unknown | MAP comand received by server

MAP server rejects use of the CLIENTID comand as the CLIENTID

capability had not been advertised because no encryption was
negoti ated between the | MAP server and | MAP client.

d

ient ldentity Leading to Rejection
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[ connection established over a plaintext connection]
a001 CAPABI LI TY

* CAPABI LI TY | MAP4revl STARTTLS AUTH=GSSAPI LOGd NDI SABLED
a001 OK CAPABI LI TY conpl et ed

a002 STARTTLS

: a002 OK STARTTLS conpl et ed

TLS negoti ation, further comrands are under [TLS] |ayer>
a003 CAPABI LI TY

* CAPABI LITY | MAP4revl AUTH=GSSAPI AUTH=PLAI N CLI ENTI D
a003 OK CAPABI LI TY conpl et ed

a004 CLI ENTI D UU D 23bf 83be- aad7- 46aa- 9e0f - 39191ccf 402f
a004 OK CLI ENTI D conpl et ed

a005 LOG N j oe password

a005 BAD Failed to authenticate

ANOOQLWWOO

WOLOLWO

The | MAP server rejects use of the systemduring the LOG@ N command
after deciding that the provided client identity does not establish
sufficient privileges. Note that the error nessage that's returned
to the client is very generic and does not reveal any information
about CLIENTID and/or the existence of "joe' and/or the validity of
t he password.

7. |1 ANA Consi derations

The 1ANA is requested to add CLIENTID to the "I MAP 4 Capabilities”
registry, http://ww.iana.org/assignnents/imp4-capabilities.

8. Security Considerations

As this extension provides an additional neans of communicating
information froma client to a server, it is clear that there is
additional information divulged to the server. This may have privacy
consi derati ons depending on the client identity type or its contents.
For exanple, it may reveal a MAC address of the device used to
conmuni cate with a server that would not previously have been
revealed. Wile it has been useful to use identifier such as emil
address for authentication, it is easy for these authentication
tokens to be shared and/or reused and/or be publicly available for

ot her purposes. An |IMAP server and/or its operators SHOULD NOT share
any CLIENTID information presented with a third party as it my
represent or be linked to an individual and SHOULD never be shared in
associ ation with authentication tokens.

In essence, this provides a transparent method of multi-factor

aut hentication requiring no nodification to the | MAP resource of the
client, where the traditional username and password al ong with any
one of the unique identifiers can be used to identify a device you
"own’. However, great care should be taken by the client when
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deciding on the unique identifier to use and sel ect one that cannot
be easily discovered. For exanple, one could use the MAC address but
such an identifier may be elenmentary to di scover and be forged by
anot her device. Wile any conprom se of a device MAY reveal the
unique identifier, that problemis beyond the scope of the problem
that this RFC is designed to solve. Consider using a different

uni que identifier for each service to avoid having a conprom sed
service expose identifiers that can then be used to access another
servi ce.

Al so, while this service extension requires that the identity
information only be transmtted over an encrypted channel to reduce
the risk of eavesdropping, it does not specify any policies or
practices required in the establishment of such a channel, and so it
is the responsibility of the client and the server to determ ne that
the conmuni cati on nmedi um neets their requirenents.

An exampl e of service specific device identifiers can be seen in the
i mpl ementation of CLIENTID in the Thunderbird email client.

9. Ref er ences
9.1. Normmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ ABNF] Crocker, D. and P. Overell, "Augrmented BNF for Syntax
Speci fications: ABNF', RFC 5234, January 2008,
<https://www. rfc-editor.org/rfc/rfc5234>.

[ 1 MAP] Mel ni kov, A. and B. Leiba, "INTERNET MESSAGE ACCESS
PROTOCOL - VERSION 4rev2", RFC 9051, August 2021,
<https://www. rfc-editor.org/rfc/rfc9051>.

[ CAUTH] Hardt, D., "The OQAuth 2.0 Authorization Framework",
RFC 6749, Cctober 2012,
<https://www. rfc-editor.org/rfc/rfc6749>.

[ SASL] Mel ni kov, A. and K. Zeilenga, "Sinple Authentication and

Security Layer (SASL)", RFC 4422, June 2006,
<https://ww. rfc-editor.org/rfc/rfc4422>.

Yu & Johnson Expi res 27 Novenber 2026 [ Page 16]



I nternet-Draft IMAP Client ldentity May 2026

[ TLS] Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8846, August 2018,
<https://www. rfc-editor.org/rfc/rfc8846>.

Appendi x A, Appendix A CLIENTID Product Support

Since publishing the IMAP Client ldentity RFC draft, nultiple email
server and client vendors have inplemented CLI ENTID support into
their products, e.g. Mil Enable, MagicMiil, SaneBox, BlueMil,

enCl i ent, and Thunder bird.

G ven the current usage and adoption of CLIENTID in the public
domain, this RFC should be considered for a Standards track.

Contri butors

M chael Peddenors
Li nuxMagi ¢

Aut hors’ Addr esses

Deion Yu (editor)

Li nuxMagi ¢

#405 - 860 Honer St.

Vancouver British Col unbia V6B 2Wb
Canada

Enai | : dei ony@ i nuxmagi c. com

Shaun Johnson (editor)

Li nuxMagi c

#405 - 860 Honer St.

Vancouver British Col unmbia V6B 2W
Canada

Emai | : shaun@ i nuxmagi c. com

Yu & Johnson Expi res 27 Novenber 2026 [ Page 17]



