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Abst r act

Al agents may need stable identifiers that are i ndependent fromtheir
current network locations. |In agent deploynents, an Agent identifier
may be associated with I Pv6 |ocators, |Pv6 prefixes, Agent Gateways,
public key references, policy references, lifecycle state, and

revocation status. Applications, gateways, controllers, and
operators need a trusted way to query this registration data.

Thi s docunent defines an RDAP profile for querying Agent identifier

registration data. The profile reuses the Registration Data Access

Prot ocol (RDAP) query nodel and JSON response format, and defines an
RDAP obj ect class and extension nenbers for Agent identifiers, |Pv6

| ocat or bindings, Agent Gateway bindings, and rel ated operati onal

nmet adat a.

Thi s docunent does not define a new agent discovery protocol, a new
agent interaction protocol, or a new authentication mechanism It
defines a registration data access profile that can be used by agent
depl oynents and by other agent-related systens that need trusted
Agent identifier netadata.

Status of This Meno
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 21 Novenber 2026
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Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here
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I nt roducti on

Al agents are increasingly expected to interact across platfornmns,
organi zations, clouds, edge environnents, and adm nistrative domains.
A stable Agent identifier can help identify an agent independently
fromthe agent’'s current network | ocation. However, a relying party
may still need to know which entity is responsible for the Agent
identifier, whether the identifier is active, which IPv6 | ocators or
Agent Gateways are authorized to represent the agent, and whether a
bi ndi ng has expired or been revoked.

The conpani on | Pv6 networking considerations draft di scusses what
net wor ki ng i nformati on may be needed after agent discovery, including
Agent-1D to I Pv6 | ocator or Agent Gateway binding. This docunent
expl ores one possible way to provide stable registration data for
Agent identifiers using RDAP.

RDAP provi des a RESTful query nodel and JSON responses for

regi stration data [ RFC7480] [ RFC9082] [ RFC9083]. Reusing RDAP all ows
agent deploynents to use an existing registration data access node
rat her than defining a new query protocol

Scope and Non- Goal s
Thi s docunent specifies:
* an RDAP object class for Agent identifiers;
* query paths for Agent identifier |ookup;

* JSON nenbers for Agent lifecycle state and responsible entity
ref erences;

* JSON nmenbers for |1 Pv6 | ocator and Agent Gateway bi ndi ngs;

*  JSON nenbers for policy, certificate, validity, and revocation
met adat a;

* security and privacy considerations for exposing Agent
regi stration data.

Thi s docunent does not specify:
* a new Agent identifier syntax;
* a new agent discovery or collaboration protocol;

* a new authentication, authorization, or attestati on protocol;
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* a nmandatory global registry for all Agent identifiers;

* real-time presence, health, |oad, capability ranking, or endpoint
sel ection;

* a replacenent for RDAP dommin, nameserver, entity, autnum or I|IP
net wor k obj ects.

Ter mi nol ogy

Agent :
A software entity that can perceive context, reason, plan, invoke
tool s, comrunicate with other agents, and performtasks on behal f
of a user, organization, or system

Agent ldentifier:
A stable identifier used to identify an agent independently from
its current network | ocation

Agent Networ ki ng Consi der ati ons:
Consi derations related to the use of |IP networking nechanisns to
support agent comuni cation after discovery.

Agent Gat eway:
A network or application gateway that represents one or nore
agents and provides controll ed access, address mapping, policy
enforcement, protocol adaptation, or telemetry collection

Agent Bi ndi ng:
An associ ation between an Agent identifier and one or nore |Pv6
| ocators, |1Pv6 prefixes, or Agent Gateways

Agent RDAP (bj ect :
An RDAP obj ect representing registration data for an Agent
identifier.

RDAP Extension ldentifier

RDAP responses that use the extensions defined in this document MJST
include the extension identifier "agent identifier_rdap"” in the
"rdapConf or mance" array.

"rdapConf or mance": [
"rdap_| evel _0",
"agent _identifier_rdap"
]
}
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The extension identifier is used provisionally in this version.
Future versions may request | ANA registration if this approach
receives comunity interest.

Query Path

This profile defines the foll owi ng RDAP query path for exact Agent
i dentifier |ookup:

[ agent/{agentldentifier}
The "agentldentifier" path conmponent is the Agent identifier being
queried. The value MJST be percent-encoded when required by URI

synt ax.

Servers MAY al so support search paths in a future version. This
docunent defines only exact | ookup.

Agent RDAP bj ect

An Agent RDAP Object is an RDAP response object that describes an

Agent identifier and related registration data. It reuses conmmon
RDAP nenbers such as "objectd assNane", "handle", "entities",
"events", "links", "notices", and "remarks" as defined by RDAP.

The "object d assName" nenber for an Agent RDAP (bject MJST be
"agent".

The foll owi ng agent-specific nenbers are defined:

agentldentifier:
The stable Agent identifier represented by this object.

agent St at us:
The lifecycle state of the Agent identifier or binding. Exanple
val ues include "active", "inactive", "suspended", "revoked", and
"expired".

responsi bl eEntity:
An RDAP entity handle, URI, or opaque reference identifying the
entity responsible for the Agent identifier.

agent Domai ns:

An array of administrative or operational domains associated with
the Agent identifier.
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i pv6Locat or s:
An array of |1Pv6 | ocator objects associated with the Agent
identifier.

agent Gat eways:
An array of Agent Gateway objects authorized to represent the
Agent identifier.

certificateRefs:
An array of certificate, key, or trust docunment references.

pol i cyRefs:
An array of policy references associated with the Agent identifier
or bi ndi ng.

revocationSt at us:
I nformati on about revocation state and revocati on checki ng
endpoi nts.

| Pv6 Locator Object

An | Pv6 Locator Object describes an | Pv6 address or prefix through
whi ch an agent instance, service, or gateway can be reached

The foll owi ng nenbers are defi ned:

| ocator:
An | Pv6 address or prefix.

| ocat or Type:
The type of locator. Exanple values include "instance",
"service", "gateway", and "prefix".

priority:
An integer used to express selection priority. Lower val ues
i ndi cate hi gher preference.

wei ght :
An integer used for weighted sel ection anong | ocators of equa
priority.

regi on:
A depl oynent region, availability zone, site, or other operationa
| ocation | abel

val i dFrom
The tinme fromwhich this locator binding is valid.
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val idUntil:
The tine after which this locator binding is no | onger valid.
st at us:
The status of the locator binding. Exanple values include
"active", "inactive", "revoked", and "expired".

Agent Gateway Obj ect

An Agent Gateway (hject describes a gateway that is authorized to
represent one or nore Agent identifiers.

The foll owi ng nenbers are defi ned:

gat ewayl dentifier:
A stable identifier for the Agent Gateway.

gat ewaylLocat or:
An | Pv6 address, |1Pv6 prefix, URI, or other locator used to reach
t he gat eway.

repr esent edAgent s:
An array of Agent identifier references or patterns represented by
t he gat eway.

aut hori zati onRef:
A reference to authorization data showi ng that the gateway may
represent the Agent identifier

pol i cyRefs:
An array of policy references enforced by or associated with the
gat eway.

st at us:
The status of the gateway binding.

Exanpl e Response

The foll owi ng exanpl e shows an Agent RDAP (Cbject for an agent that is
reachabl e t hrough an Agent Gat eway.

{
"rdapConf or mance": [
"rdap_| evel _0",
"agent _i dentifier_rdap"

]

,bjectG assNane": "agent",
"handl e": " AGENT- EXAMPLE- 0001",
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"agentldentifier": "agent:warehouse. exanpl e. cn: agv- 001",
"agent St atus": "active",
"responsi bl eEntity": "CN C EXAVMPLE- ENTI TY",
"agent Dormai ns": |
"war ehouse. exanpl e. cn"

1,
"i pv6Locators": |
{
"l ocator": "2001: db8: 100: 20:: 1",
"l ocat or Type": "gateway",
"priority": 100,
"wei ght": 100,
"region": "warehouse-site-a",
"val i dFront': "2026-05-20T00: 00: 00Z",
"validuUntil": "2026-11-20T00: 00: 00Z",
"status": "active"
}
1,
"agent Gat eways": [
{
"gatewayl dentifier”: "warehouse-gateway-001",
"gat ewaylLocator": "2001: db8: 100: 20:: 1",
"represent edAgents": |
"agent : war ehouse. exanpl e. cn: agv- 001"
1,
"aut hori zati onRef": "https://exanpl e. net/agent/aut hz/ war ehouse- gw 001",
"policyRefs": [
"pol i cy: war ehouse-di spat ch"
1,
"status": "active"
}
]

",ertificateFEfs": [
"https://exanpl e. net/agent/certs/agv-001"
]

",olicyREfs": [
"pol i cy: war ehouse-di spat ch"

"revocationStatus": {
"status": "notRevoked",
"revocationCheck": "https://exanpl e.net/agent/status/agv-001"

3

"events": |

"event Action": "registration",
"event Date": "2026-05-20T00: 00: 00Z"

H
{
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"event Action": "last changed",
"event Date": "2026-05-20T00: 00: 00Z"
}
1.
"l'inks": [

"val ue": "https://rdap. exanpl e. net/agent/agent ¥8Awar ehouse. exanpl e. cn¥3Aagv- 001"

"rel": "self",
"href": "https://rdap. exanpl e. net/ agent/ agent ¥8Awar ehouse. exanpl e. cn%3Aagv- 001",
"type": "application/rdap+j son"

Use with Agent Networking

An agent networking inplenentation can use this RDAP profile to
verify Agent-1D binding data before selecting an | Pv6 | ocator, Agent
Gateway, or network policy. For exanple, an Agent Gateway can query
the Agent RDAP (bject to determ ne whether it is authorized to
represent a target Agent-ID. A controller can query the sane object
to select a locator or policy for a given comunication, such as an
SRv6 policy in a controlled donain.

This RDAP profile is not a real-time reachability protocol. It
provides registration data. Inplenmentations that require live
reachability, health, or load information should conbine this profile
wi th ot her nechani sns such as Agent registries, service discovery
systens, controllers, telenmetry, or application-layer health checks.
Online/offline state, live load, health, capability ranking, and
endpoi nt sel ection are out of scope for this profile.

Conf ormance and Error Handling

Servers inplementing this profile MJST foll ow RDAP transport and
response requirements. RDAP error responses, including status codes,
notices, and remarks, are used as defined by RDAP.

If the requested Agent identifier does not exist, the server SHOULD
return an RDAP not-found response. |If the Agent identifier exists
but the client is not authorized to view the requested data, the
server SHOULD return an appropriate authorization error or a redacted
response according to local policy.

A server MAY return different field sets to different clients based
on aut hentication, authorization, |ocal policy, and privacy
requirenents. Cdients MIUST NOT assune that absence of a field neans
absence of the correspondi ng registration data.
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Rel ati onship to Audit and Accountability

Agent identifier registration data can be useful to audit and
accountability systens. For exanple, an audit record nmay contain an
Agent identifier and |later need to deternine the responsible entity,
lifecycle state, revocation state, authorized Agent Gateway, or
associated | Pv6 locator for that identifier.

This profile can provide stable registration data that audit systens
may reference. |t does not define audit records, distributed audit
|l og fornmats, audit context propagation, attestation evidence,
transparency | ogs, or non-repudi ati on nmechani sns.

Security Considerations

Agent registration data can influence routing, gateway sel ection,
access control, and policy enforcenment. Servers providi ng Agent RDAP
oj ects MJST aut henti cate update operati ons and MJST ensure that an
Agent identifier cannot be bound to an unauthorized |Pv6 | ocator or
Agent Gat eway.

RDAP clients MJUST use HTTPS as specified by RDAP over HTTP. Cients
MUST val idate the server identity according to the applicable TLS
val idation rules

Agent Gateway authorization data is security-sensitive. A gateway
MJUST NOT be treated as authorized to represent an Agent identifier

sol ely because it appears in an unauthenticated or stale response.

I mpl enent ati ons SHOULD check validity periods, revocation status, and
policy references before relying on gateway binding infornation.

Repl ay and stal e-data attacks are possible if old registration data
is accepted after a binding has changed or been revoked. Servers
SHOULD i ncl ude update events and validity intervals. dients SHOULD
apply local freshness policies and re-query when cached data is

stal e.

This profile does not define how Agent identifiers are created,
del egated, or cryptographically controlled. Deploynents MJST define
the authority nodel used to issue and nanage Agent identifiers.

Privacy Considerations

Agent RDAP (bj ects may reveal information about organizations,
internal depl oynents, gateways, network |ocations, operationa

regi ons, policy names, and rel ationshi ps between domains. Servers
SHOULD mi ni m ze di scl osed data and apply access control where
appropri at e.
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Sone Agent identifiers nmay be pseudonynous or scoped to a donain.
Servers SHOULD avoi d exposi ng unnecessary personally identifiable
i nformati on, user data, pronpts, task descriptions, or sensitive
application payload informati on in Agent RDAP (bjects.

Publ i c RDAP responses and aut henti cated RDAP responses may have
different disclosure levels. Deploynments SHOULD define which fields
are public and which require authorization.

I ANA Consi derations
This initial version does not request any | ANA action.

Future versions may request registration of an RDAP extension
identifier if this approach receives community interest.
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