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Abstract

Thi s docunment introduces the use case for Source Address Validation
(SAV) applied in intra-domain and inter-domain tel ecomunication
networks. |t describes the typical routing inplenments and possible
i mprovenents for SAV in the use cases.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Source Address Validation in Intra-domain and |Inter-donmain

Net wor ks ( SAVNET) use cases provides the typical applications at

tel econmuni cation field. Considering the network topol ogy and
technol ogy used in these applications have big difference, the
possi bl e i nprovenent schenma for Source Address Validation (SAV) nmay
have different considerations.

Thi s docunent specifically identifies the SAV use case for

t el econmuni cati on networ ks and provi des possi ble SAV validation

| ocati on but does not suggests any specific design for SAV
architecture and protocol. The SAVNET architecture introduced at
[1-D.ietf-savnet-inter-domain-architecture] and
[1-D.ietf-savnet-intra-domain-architecture].

Thi s docunent serves the purpose of hel ping those | earni ng SAVNET
applications and understand the possible influence brought by SAVNET
to tel ecomruni cati on scenari os and provi des necessary consi derations
for SAV sol ution design.
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2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Mdbile Transport Network
3.1. Description

A tel ecomnetwork refers to the network conposed of user term nal
equi prent, transm ssion equi prent, switches and tel ecom operators
room The communi cati on devices and equi pment interconnect to
provi de high flexible and dedi cated services to users. The telecom
network in this docunent is nmainly related to 5G transport network,
6G transport network, etc.

3.2. Implenentation

The followi ng figure shows a typical 5G Transport network
architecture.

/ \ / \ / \
tommmo-- + _ \ _ \ _ \ Fommmo- +
| User | / Access \ / Aggrega \ / Core \ | 5G Mobi | e|
| System +---+ Network +----+ Network +---+ Network +---+ System |
e + \_ ! \_ ! \_ ! e +
\_ / \_ / \_ /

o |

Optionl | | POETH | MPLS/ SRv6 |

R R REEEEEEEEEE |

Option2 | | POETH MPLS/ SRv6 |

............................................ |

Option3 | |PoL2VPN | MPLS/ SRv6 |

L RIS EEEEEEEEE |

Optiond | | POL2VPN | MPLS/ SRv6 |

Figure 1: An exanple for nobile transport network Scenario
Fromthe inplenentation in NG (R)AN network there are optional

connection |inks between CSG and Edge Node (between Access Network
and Aggregation Network) which use |IP or Ethernet technology. The
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nmore conmon depl oynment is to use MPLS/ SRv6 as overlay technol ogy to
carry data packets. The LTE or 5Gtraffic will be transported
through either a L3VPN or an L2VPN or EVPN over MPLS or SRv6 with or
wi t hout segnent routing.

Pl ease noted the scope of SAVNET is the validation of |Pv4 and | PV6
addresses. The validation of |abel packets with MPLS depl oynments in
Mobil e Transport Network is out of the scope of the SAVNET. Wen the
transport network is an SRv6 network, it may use | GP or BGP protoco
extensions to support the necessary SAV information transport.

3.2.1. Possible inprovenents for SAV

As described and anal yzed at the previous section, there is no need
for SAVNET in MPLS/ VPN network. The only location for SAVNET is in
Access Network but SAVI function MAY be required and enough for
source address validation

However, in the case of an AS cross-domain network for the

communi cati on between different Service Providers, the raw | Pv4/ | Pv6
traffic is transported through EBGP technol ogy so in order to reduce
source address spoofing attack EBGP protocol SHOULD support SAVNET
feature to validate the traffic accessed fromother external AS
donmi ns.

3.3. Milti-hom ng Scenario

The followi ng figure shows an exanple for multi-homng scenario in
mobi | e transport network. When network access users are dual - honed
to aggregation network devices, assunme that the network access users
have two prefixes, P1 and P2, which are advertised to the aggregation
devices. Due to the asymmetric configuration of routing priorities,
depl oying strict uRPF on the aggregation devices may |ead to fal se

bl ocki ng, while | oose uRPF may result in fal se passing. The existing
technol ogi es cannot solve this problem and the optim zed SAVNET
technol ogy needs to be adopt ed.
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T +
---|  Aggrega |---
/ | Net wor k | \
Dest P NH / A + \ DestP | NH
————— | ---- I nt3/ \Iint4  ------]----
P2 |Int3 +----- + o + P1 |Int4
P1L |Intl | ERL | | ER2 | P2 |Int2
+----- + B S, +
I nt 1\ /1nt2
P1\ /[ P2
\ R + /
\' | Access | /
--] Network |[---
o m e e e - +
(P1, P2)

Figure 2: An exanple for multi-hom ng network Scenario

Casel: Users from Access Network advertise P1 to ERL and P2 to ER2.
On both ER1 and ER2, the routing priority of the user-side for the
same prefix is higher than that of the network-side. The FIB on ERL
and ER2 are showed bel ow

For ER1: Prefix Pl, outgoing interface: Intl; Prefix P2, outgoing
interface: Int3.

For ER2: Prefix P2, outgoing interface: Int2; Prefix Pl, outgoing
interface: Int4.

Case2: Users from Access Network advertise both P1 and P2 to ERl1 and
ER2. The routing priority settings are as foll ows:

On ER1, the routing priority of the user-side for Pl is higher than
that of the network-side, while the routing priority of the user-side
for P2 is |lower than that of the network-side

On ER2, the routing priority of the user-side for P2 is higher than
that of the network-side, while the routing priority of the user-side
for P1L is |lower than that of the network-side. The FIB on ERL and
ER2 are showed bel ow

For ER1: Prefix P1, the outgoing interface is Intl;, Prefix P2, the
outgoing interface is Int3.

For ER2: Prefix P2, the outgoing interface is Int2; Prefix Pl, the
outgoing interface is Int4.
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Case3: Users from Access Network advertise the sub-prefix of Pl and
the parent prefix of P1+P2 to ER1, and advertise the sub-prefix of P2
and the parent prefix of P1+P2 to ER2. On both ERl and ER2, the
routing priority of the user-side for the same prefix is higher than
that of the network-side. The FIB on ERL and ER2 are showed bel ow

For ER1: Prefix Pl, outgoing interface: Intl; Prefix P2, outgoing
interface: Int3; Parent prefix, outgoing interface: Intl.

For ER2: Prefix P2, outgoing interface: Int2; Prefix Pl, outgoing
interface: Int4; Parent prefix, outgoing interface: Int2.

3.3.1. Possible inprovenents for SAV

In the dual -hom ng scenario described in Section 3.3.1, there may be
traffic with the source address of P1 flowing in through the Int2
interface of the ER2 device. |If strict uRPF is deployed, there will
be problens of inproper filtering. |If |oose uRPF is deployed, there
will be problens of inproper passing. Optinized SAVNET rules are
required to achieve nore accurate source address filtering.

4. Fixed Transport Network

4.1. Description
A Fixed Transport Network refers to the network consists of optical
transport, which physically connects all the fixed network nodes, may
i nvol ve residential gateway, optical equipnment, switch/router and
broadband network gateway. The typical fixed transport network nmay
across the wireline and wirel ess access, netro and backbone |IP
net wor ks.

4.2. I mplenentation

The followi ng figure shows a typical Fixed Transport Network
architecture.
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Figure 3: An exanple for fixed transport network Scenario

Fromthe network |evels perspective, it divides into residential
Access Network (AN), Metro Area Network (MAN) and Backbone Network

(BN).

Fromthe inplenentation in AN network there are optical connection
i nks between fixed user and broadband network gateway (BNG nodes
which use |P or Ethernet technology. The BNG attached AAA server
all ocates ipv4/ipve address to fixed users the access traffic from
user to fixed network will be validated at BNG

The MAN network usually inplenments IGP (i.e., I1SIS, OSPF) routes to
achi eve the path connection between network nodes. Meanwhile the
service traffic uses MPLS/ VPN with/wi thout segnment routing technol ogy
as traffic overlay.

The BN network usually inplements BGP (i.e., eBGP) to achieve inter-
domai n networ k path connection.
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4.3. Possible inmprovenents for SAV

It’s assunmed that the nost feasible way for packets validation is at
the location closest to the traffic for filtering invalid address or
mtigating source address spoofing. As described at the previous
section, the traffic directed fromuser to network server the BNGis
considered as a suitable validation entity. And for the reverse
traffic directed from DC/ contents server to user the nost feasible
way to validate external spoofing traffic is at the location of edge
routers of BN network. |f there is no SAV function inplenmented at
edge routers of BN network, it’'s expected to inplenent SAV function
at MAN net wor k nodes.

Wth the selection of the SAV validation entity and the use of SAV
function to the network nodes at Fixed Transport Network, the
incomng traffic fromuser and the external traffic from DC content
server can be validated effectively. 1t may use | GP or BGP protoco
extension to support necessary SAV information transport.

For the SAV function used at BNG there is an optional way to achieve
source validation function:

For the upstreamtraffic (fromuser to server)

1. After receiving a packet from a broadband user, the BNG applies
the SAV function to determ ne whether the source address of the
packet belongs to the legitimte user and the inbound port.

2. |If yes, packets are forwarded according to the specified rules.

3. If no, packets are discarded or redirected according to the
speci fied rul es.

For the downstreamtraffic (fromserver to user)

1. BNG advertises the source route prefix of broadband users to the
upstreamrouters and receives the reachable route fromthe
upstreamrouter. The network topol ogy is reachable.

2. After receiving the traffic fromthe server, the BNG applies the
SAV function to check whether the source address of the packet is
valid and whether it nmatches the expected i nbound port.

3. If yes, packets are forwarded according to the specified rules.

4. 1f no, packets are discarded or redirected according to the
speci fied rul es.
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5.

5.

5

The SAV policy may be different to upstream and downstreamtraffic.
For exanple, the upstreamtraffic is mainly fromvalid users the SAV
function is suggested to use allowistt filtering policy like ACL;
while the downstreamtraffic frominternet or DC servers the SAV
policy may apply allowistt and blocklist filtering policy.

The detailed SAV policy and function is out of the scope of this
docunent. There is an optical way described at
[1-D.cheng-savnet-intra-donmai n-sav-igp].

Data Center Network
1. Description

A data center network consists of routers, switches, firewalls,
storage systens and servers to provide reliable network connectivity
and secured data transport to satisfy applications or business
demands. The network conponents require underlay infrastructure to
support the data center hardware and software inplenentation. Driven
by the scale of computing, the traditional network has scal ed up and
to satisfy large-scale requirements network virtualization is
incorporated to data center to optim ze network infrastructure. And
networ k topol ogy for data center has evolved fromthe traditiona
access-aggregati on-core to the C os-based spine-|eaf network
architecture.

2. Inplenmentation

The followi ng figure shows an exanple for data center network
t opol ogy.
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Figure 4: An exanple for fixed transport network

Data center network depl oys as underlay or overlay network nodel for
specific service requirenents. Underlay networks typically use

Et hernet switching, VLAN, routing (e.g., OSPF, I1SIS, BGP) to generate
Equal - Cost Multi-Path (ECWP) routs between network nodes at the same
Il evel to inprove network reliability and reduce network congestion
The packet encapsul ation may performat |ayer 2 or layer 3. Overlay
net wor ks may configure BGP EVPN service over VXLAN or GRE tunnels
over | GP or BGP routing connections. RFC7938 introduces a nethod to
support routing in large-scale data centers using BG. RIFT protoco
(see draft-ietf-rift-rift) is designed for spine-leaf C os networks
and naturally support |arge-scale data center networKks.

5.3. Possible Inprovenents for SAV

The data center security is very critical for network storage,
managenment and data processing to protect applications, data and
users. Applying security controls to data center to protect it from
threats that could conpromise integrity, confidentiality,

aut hentication and availability of data or applications. The threats
of spoofing traffic with invalid source address for one specific
interface is in the scope of the docunent, other threats are out of

Yue, et al. Expi res 4 Septenber 2025 [ Page 10]



Internet-Draft SAVNET Use Cases March 2025

t he scope.

If network nodes in the DC comruni cate with each other at |ayer 2,
then the packet transport using MAC | earning and MAC address spoofing
is usually done when attacker is on the inside of the network. The
MAC address spoofing nmitigation is out of the scope. |If network
nodes communi cate with each other at layer 3, the IP address spoofing
attacks are usually from outside of the network. The incom ng
interface of Leaf or Spine nodes requires to deploy SAV nethods to
filtering spoofing traffic. The ToF nodes MAY require depl oy SAV-
simlar nmethods to filtering the invalid traffic from other DCs.

To mitigate I P source address spoofing attacks, the physical/virtua
switches and routers in data center networks SHOULD have spoofi ng
traffic filtering functions, such as ACL, uRPF-like, and SAVNET
mechani sns. The routing protocols such as | GP, BGP and Rl FT need
extensions to support SAVNET policies for filtering invalid route
prefixes and nmake right decisions for packets processing.

6. Security Considerations
TBD.
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