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Abst r act

Thi s docunent defines a Tinmestanp TLV that carries a tinestanp
describing one of multiple possible events related to the BW
message. It also defines a Sequence Number TLV which carries the
sequence nunber of the BMP nessage for the current BMP session.
Finally, this docunent defines a Flags TLV that replaces the Fl ags
field of the Per-Peer Header, allowing nore flags to be allocated in
BWP.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 4 January 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines three new BMP Version 4 [I-D.ietf-growbnp-tlv]
TLVs to enhance the metadata exported by the BMP station

BMP [ RFC7854] defines a Tinestanp field in the Per-Peer header. This
Timestanp field contains the tinme of reception of a route [ RFC7854],
the tine the route was installed in the local-rib [ RFC9069] or the
time the routes were advertised to a peer [RFC8671]. As this
information is sonetimes unavailable in some inplenmentations, sone of

them abuse this field by filling it with the tine of export of the
messages, msguiding collectors and operators which assune the val ue
is correct.

In this docunment, we deprecate the Tinestanp field of the Per-Peer
Header and define a Tinmestanp TLV that can carry nultiple types of
Timestanps. This allows inplenentations of BMP to export all the
ti mestanps avail able while being explicit about the their neaning.
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Using a TLV for the tinmestanp field also allows exporting the
timestanp of the Adj-Rib-1n in the Local-RI B route nonitoring
messages. This renmpoves the need to export entire RIBs just for the
pur pose of obtaining route reception tinestanps.

Currently, the Tinestanp field is also optional, which nmeans it m ght
be zero-filled. Wen it is the case, timnestanp-based ordering of BW
messages cannot work. In this docurment, we also define a Sequence
Nunmber TLV that carries for each nessage its sequence nunber. This
al | ows ordering of BMP nessages, even when no tinestanps are
avai | abl e.

Finally, the Flags field of the Per-Peer Header is close to running
out of bits to allocate for Adj-In and Adj-CQut. W thus nove these
flags to an extensible TLV that will allow for bits to be allocated
nmore freely. To do that, we allocate the rightnost bit of the Per-
Peer Header Flags. This bit indicates that the flags in the TLV MJST
be used in place of the ones in the Per-Peer Header

1.1. Requirenents Language

The key words *"MJST"*, *"MJST NOT"*, *"REQUI RED'*, *"SHALL"*,
*"SHALL NOT"*, *"SHOULD'*, *"SHOULD NOT"*, *"RECOWVVENDED'*, *"NOT
RECOMVENDED" *, *" MAY"*, and *"OPTIONAL"* in this docunment are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals, as shown here.

2. Tinmestanmp TLV

In this section, we describe the optional Tinestanp TLV. This BWv4
TLV [I-D.ietf-growbmp-tlv] carries one of nultiple types of
Ti mestamp for a BMP message.

A TLV type "Timestanp TLV' needs to be reserved fromthe BVP Route
Monitoring TLVs registry. The value of the type field of this TLVis
TBDL1.

The value of the TLV is the "Timestanp Type" code, defined in
Table 1, followed by the tinestanp val ues expressed in seconds and
m croseconds since mdnight (zero hour), January 1, 1970 (UTC).

The encoding of the tinestanp is identical to existing BWP docunents
[ RFC7854], [RFC8671], and [ RFC9069], except that the tinestanp MJST
NOT be set to zero to indicate unavailability. The "Tinmestanp TLV'
is optional, a tinestanp MUST NOT be included if it is not avail able.
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The value of the Length field is 9 bytes (1 byte for the "Ti nmestanp
Type" field plus the length of the "Ti mestanp” fields which are 4
bytes each). The "Index" field is, as described by
[I-D.ietf-growbm-tlv], not included in the |ength.

The TLV structure is illustrated in Figure 1.
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type (2 octets) | Length (2 octets) |
I S i o T s S S S e s s T
| g I ndex (2 octets) | Timestnp Type | ~

B T I e R i i i T S S e e I e ik oI I S S e S S
~ Ti mest anp (seconds) | ~
el i I e i it T e e e e i i T o S e e S e T R R
~ Ti mestanp (m croseconds) ~
e T e R S e e s i oI T e S S I S e

Figure 1: Timestanp TLV

The Section 2.1 defines the list of currently defined Ti nestanp
Types.

2.1. Timestanp Types
The Table 1 defines the list of timestanp types that can be carried

in the "Timestanp TLV'. Each tinmestanp type is described in the
section associated with its nane and code in the table.

[ oo oo el e o)
| Code | Name | Section |
[S ooy ool et o}
| O0x00 | Trigger Tine | Section 2.1.1 |
oo oo oo e o e e oo +
| Ox01 | Message Export Tine | Section 2.1.2 |
+oo oo i S +
| Ox02 | Adj-In Tine | Section 2.1.3 |
S oo e e e maao oo o mea o +
| 0x03 | Local-RIB Tine | Section 2.1.4

oo oo oo e o e e oo +
| Ox04 | Adj-Qut Tine | Section 2.1.5 |
+oo oo i S +

Table 1
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2.1.1. Trigger Tinmestanp
The Trigger Tinestanp is the tinmestanp of the event which triggered
BMP to report the event. This mght be a received nessage, a
BGPpeering or a BMP session goi ng down or up, etc.

2.1.2. Export Timestanp

The Export Timestanp is the tine at which BVMP generates the BWP
nessage.

2.1.3. Adj-In Tine

The Adj-In Time is the time at which the route has been installed in
the Adj-RIB-1n, as per [RFC7854].

2.1.4. Local-RIB Tine

The Local-RIB Tine is the tinme at which the route has been installed
in the Local -RIB, as per [RFC9069].

2.1.5. Adj-Out Tine

The Adj-Qut Tine is the tinme at which the route has been installed in
the Adj-RI B-CQut, as per [RFC8671].

3.  Sequence Nunmber TLV

In this section, we describe the Sequence Nunber TLV. This TLV
carries the sequence nunber of a nmessage in a BMP session

Ordering of BMP nessages based on tinestanp beconmes conplicated when
ti mestanps have conflicting meanings or when they are sinply

unavail able. A Sequence Nunmber on a per BMP session basis allows the
operator to easily and uniquely identify BMP nessages on a BMWP

sessi on.

A TLV type "Sequence Number TLV' needs to be reserved fromthe BW
Route Monitoring TLVs registry. The value of the type field of this
TLV is TBD2.

The value of the TLV is the sequence nunber of the BMP nessage in the
BMP session, starting at 0, and encoded on 8 bytes.

The value of the Length field is 8. The "Index" field is, as
described by [I-D.ietf-growbnmp-tlv], not included in the |ength.

The TLV structure is illustrated in Figure 2
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type (2 octets) | Length (2 octets) |
e T i e S e i i aih it SI S S
| 4 I ndex (2 octets) | ~
e e e e o +
~ Sequence Number (8 octets) ~
+ B il s S S S S I S i
~ I

i S S R W SR S
Figure 2: Sequence Nunmber TLV
4. Flags TLV

In this section, we describe the Flags TLV. This TLV carries the
Flags field usually present in the Per-Peer Header, while extending
the length of the field. This allows for a |larger range of flags to
be allocated in the future.

A TLV type "Flags TLV' needs to be reserved fromthe BMP Route
Monitoring TLVs registry. The value of the type field of this TLV is
TBD3.

The value of the TLV is a sequence of bytes of variable size. The
m ni num si ze of the sequence is one, to fit at |east the already
existing flags. The first byte of the sequence carries all flags
defined previous to this docunent, that is Flags V, L, A, O and F.
Newly allocated bits will be carried in the follow ng byte of the
sequence.

The val ue of the "Length" field is the nunber of bytes in the
sequence. The "Index" field is, as described by
[I-D.ietf-growbm-tlv], not included in the |ength.

The "I ndex" field is set to O to indicate the global scope of the
TLV.

The TLV structure is illustrated in Figure 3.
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type (2 octets) | Length (2 octets) |
el i I e i it T e e e e i i T o S e e S e T R R
| g I ndex (2 octets) | Fl ags (Vari abl e) ~

T T S S s SHp e Sup S i SR T eI
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Figure 3: Flags TLV

VWhen this TLV is included in a BVWP nessage, the rightnost bit (X
Fl ag) of the Per-Peer Header Flags MJST be set to 1 to indicate that
the flags to consider are carried in this TLV.

5. | ANA Consi derati ons

Thi s docunent requests that | ANA assigns the foll owi ng new paraneters
to the "BMP Route Monitoring TLVsS" [I-D.ietf-growbmp-tlv] registry:

* Type = TBD1: Tinmestanp TLV type. This TLV carries a tinestanp
along with a code identifying which type of event it qualifies.

*  Type = TBD2: Sequence Number TLV type. This TLV carries a
sequence nunber for a BMP Message

* Type = TBD3: Flags TLV type. This TLV carries a sequence of bytes
representing the Per-Peer Header Flags for a BMP Message.

Thi s docunent requests that | ANA assigns the foll owi ng new paraneters
to the "BMP Peer Flags for Peer Types 0 through 2" registry and to
the "BMP Peer Flags for Loc-RI B Instance Peer Type 3" registry: *
Flag = "7": X Flag (Extended Flags). Set if the Flags are carried in
the Flags TLV instead of the Per-Peer Header

Thi s docunent al so requests the definition of a "BMP Tinmestanp Types"
regi stry which contains type codes for the different kinds of

ti mestanps carried by the Tinmestanp TLV and exported by BMP version 4
or nore.

The registration policy for this registry is *Expert Review as
defined in [ RFC8126] .

The registry is seeded as foll ows:

* Type = 0x00: Trigger Tinme. Set to Ox00 if the tinestanp
corresponds to the event that triggered BMP to report the route or
state, such as receiving a nessage or a session transition

*  Type = 0x01: Message Export Time. Set to OxO1l if the tinmestanp
corresponds to the time when the BMP nessage was generated for
export.

* Type = 0x02: Adj-In Tinme. Set to Ox02 if the tinestanp
corresponds to when the route was installed in the Adj-RIB-In, as
per <xref target="RFC7854"/>.

*  Type = 0x03: Local-RIB Time. Set to 0x03 if the tinmestanp
corresponds to when the route was installed in the Local -RI B, as
per <xref target="RFC9069"/>.
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*  Type = 0x04: Adj-Qut Tine. Set to 0x04 if the tinestanp
corresponds to when the route was installed in the Adj-R B-Qut, as
per <xref target="RFC3671"/>.

6. Security Considerations

Thi s docunent does not introduce new security considerations.
7. Acknow edgenent s
8. Informative References

[1-D.ietf-grow bnp-tlv]
Lucente, P. and Y. GQu, "BMP v4: TLV Support for BGP
Moni toring Prtoocol (BMP) Route Monitoring and Peer Down
Messages", Work in Progress, Internet-Draft, draft-ietf-
grow bnp-tlv-16, 24 February 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-grow
brmp-tlv-16>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC7854] Scudder, J., Ed., Fernando, R, and S. Stuart, "BGP
Moni toring Protocol (BWMP)", RFC 7854,
DO 10.17487/ RFC7854, June 2016,
<https://www. rfc-editor.org/info/rfc7854>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "Quidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DA 10.17487/ RFC8126, June 2017,
<https://ww.rfc-editor.org/info/rfc8126>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8671] Evens, T., Bayraktar, S., Lucente, P., M, P., and S
Zhuang, "Support for Adj-RIB-Qut in the BGP Monitoring
Protocol (BMP)", RFC 8671, DA 10.17487/ RFC8671, Novemnber
2019, <https://ww.rfc-editor.org/info/rfc8671>.

[ RFC9069] Evens, T., Bayraktar, S., Bhardwaj, M, and P. Lucente,
"Support for Local RIB in the BGP Monitoring Protocol
(BMP)", RFC 9069, DA 10.17487/ RFC9069, February 2022,
<https://www. rfc-editor.org/info/rfc9069>.

Younsi & Francois Expires 4 January 2026 [ Page 8]



I nternet-Draft BMP SNTS July 2025

Aut hors’ Addresses

Maxence Younsi

| NSA- Lyon

France

Emai | : maxence. younsi @ nsa-1yon. fr

Pi erre Francois

| NSA- Lyon

France

Emai |l : pierre.francois@nsa-lyon.fr

Younsi & Francois Expires 4 January 2026 [ Page 9]



