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Abst ract

This docunment profiles the Metadata Query Protocol for use with SAM
net adat a.

Thi s docunent is a product of the Research and Educati on Federations
(REFEDS) Wor ki ng Group process.

Editorial Note (To be renmoved by RFC Editor before publication)

Di scussion of this draft takes place on the MDX mailing |ist
(mix@ists.iay.org.uk), which is accessed from[MX list].

XML versions, |latest edits and the issues |list for this docunment are
avail abl e from [ nd-query].

The changes in this draft are summari zed i n Appendi x A. 24.
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 24 January 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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I ntroduction

Thi s docunent profiles the Metadata Query Protoco
[1-D.young-nd-query] for use with SAML nmetadata [ SAML2Met a] .

The Research and Educati on Federations group ([ REFEDS]) is the voice
that articulates the nutual needs of research and education identity
federations worldwide. It ains to represent the requirenments of
research and education in the ever-growi ng space of access and

i dentity managenent.

Fromtime to tinme REFEDS will w sh to publish a docunent in the
Internet RFC series. Such docunents will be published as part of the
RFC | ndependent Submi ssion Stream [ RFC4844]; however the REFEDS
wor ki ng group sign-off process will have been followed for these
docunents, as described in the REFEDS Participant’s Agreenent

[ REFEDS. agr eenent | .

Thi s docunent is a product of the REFEDS Wor ki ng Group process

1. Notation and Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent nakes use of the Augmented BNF net al anguage defined in
[ STD68] .

Request Profile

.1. Content Type

Requests compliant with this profile MJST include the follow ng HTTP
header to indicate that the netadata returned shoul d be SAM. net adat a
(see Appendi x A of [SAM.2Meta]):
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Accept: appli cation/sani net adat a+xm
2.2. ldentifiers
2.2.1. Unique ldentifier

Each entity known to the responder MJST be associated with the unique
identifier of the entity, corresponding to the entitylD attribute of
the entity’'s EntityDescriptor elenment in SAML netadata

2.2.2. Transforned ldentifier

SAML 2.0 [SAM.2Core] includes profiles based on the transfer of an
"artifact" containing the unique identifier of a SAML entity
transforned by nmeans of the SHA-1 [ RFC3174] hash al gorithm (see

[ SAML2Bi nd] sections 3.6 and 3.6.4).

In order to support use cases in which clients may be in possession
of only such a transformed representation of a SAML entity’s uni que
identifier without any way to establish the original entity
identifier, a responder conpliant with this profile MJST associ ate
each entity with an identifier matching the shalid production in the
foll owi ng ABNF grammar, and treat such an identifier as equivalent to
the correspondi ng untransforned identifier

SHA1 = %73 %68 61 %31 ; | ower case "shal"
DAT = o%30-39

HEXDOGT = DOA@ T | %61-66 ; |ower case a-f

shalid = "{" SHA1L "}" shalhex

shalhex = 40*HEXDIGA T

In the above, the shalhex conponent encodes the 20-octet (160-bit)
bi nary SHA-1 hash value as a sequence of 40 | ower case hexadeci nal
digits.

For exanple, the identifier

http://exanpl e. org/ service

transfornmed by nmeans of SHA-1 hashing woul d becone

{shal}11d72e8cf 351eb6c75c721e838f 469677ab41bdb
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Responder inpl ementati ons MAY detect mal formed SHA-1 transforned
identifiers (for exanple where the string of characters follow ng the
"}" contains characters other than hexadecinmal digits, or is other
than exactly 40 characters in length) and return an HTTP status code
of 400 ("bad request"). Alternatively, inplenentations MAY process
these as normal identifiers and return an HTTP status code of 404
("not found") if appropriate.

2.2.3. Additional ldentifiers

Entities MAY al so be associated with any nunber of additiona
responder-defined identifiers namng arbitrary groups of entities.

3. Response Profile

3.1. Response Cardinality
A request may return information for any nunber of entities,
i ncludi ng none. Responses conpliant with this profile MJST use the
appropriate representati on descri bed bel ow dependi ng on the number of
EntityDescriptor el enments returned

3.1.1. No Entity Descriptors Returned

A response which returns no EntityDescriptor el enents MJST be
represented by an HITP status code of 404 ("not found").

3.1.2. One Entity Descriptor Returned
A response which returns a single EntityDescriptor el enment MJST use
that elenent as its docunent el enent. The responder MJST NOT reke
use of a EntitiesDescriptor elenent in this situation (see
[ SAML2Met a] section 2.3).

Such a response MJST include the following HTTP header to indicate
that the nmetadata returned is SAM. net adat a:

Cont ent - Type: appli cati on/sanl net adat a+xm

3.1.3. Mre Than One Entity Descriptor Returned
A response which returns nore than one EntityDescriptor el ement MJST
consi st of a document element which is an EntitiesDescriptor el enent,
containing the returned EntityDescriptor elenments as children

Responses MUST NOT contain nested EntitiesDescriptor el ements.

Such a response MJST include the following HTTP header to indicate
that the nmetadata returned is SAM. net adat a:
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Cont ent - Type: appli cation/sanl net adat a+xm
Security Considerations
Integrity

As SAM. netadata contains information necessary for the secure
operation of interacting services it is strongly RECOVWENDED t hat a
mechani smfor integrity checking is provided to clients.

It is RECOVWENDED that the integrity checking nechani sm provided by a
responder is a digital signature enbedded in the returned netadata
docunent, as defined by [ SAM.2Meta] section 3.

Such digital signatures

*  SHOULD use an RSA keypair whose nbdulus is no | ess than 2048 bits
in | ength.

* MJST NOT use the SHA-1 cryptographic hash al gorithmas a digest
al gorithm

*  MJST NOT use the MD5 cryptographic hash al gorithmas a digest
al gorithm

* SHOULD ot herwi se follow current cryptographic best practices in
al gorithm sel ecti on.

Use of SHA-1 in Transforned Identifiers

This profile mandates the availability of an identifier synonym
mechani sm based on the SHA-1 cryptographic hash algorithm Although
SHA-1 is now regarded as weak enough to exclude it fromuse in new
cryptographic systens, its use in this profile is necessary for ful
support of the SAM. 2.0 standard.

The use of SHA-1 in section 3.6.4 of [SAML2Bind], and its resulting
use in this protocol, would be vulnerable to an attack in which

met adata was introduced into a system by an attacker capable of
creating an entity identifier with the same SHA-1 hash as that of an
existing entity's identifier.

Such an identifier is known as a _second preimage_ of the original,

and SHA-1's resistance to discovery of it is referred to as SHA-1's
_second- prei mage resi stance_.
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As denmonstrated by the the [ SHAttered] and [ Shanbl es] attacks, the
SHA-1 algorithmis known to have weak collision resistance. However,
at the tine of witing no attacks are known on SHA-1's second-

prei mage resistance; a result in this area would be required to
provide the basis of an attack based on duplicating the SHA-1 hash of
an existing identifier. As aresult, the use of SHA-1 in SAM. and in
this protocol is not believed to introduce a security concern.

I mpl enent ati ons may guard agai nst the possibility of a future
practical attack on the second-prei mage resi stance of SHA-1 by
treating two entities whose entityl D val ues have the sane SHA-1
equi val ent as an indicator of nmalicious intent on the part of the
owner of one of the entities.

5. | ANA Consi derations
Thi s document has no actions for | ANA

6. Acknow edgenents

The editor would lIike to acknow edge the foll ow ng individuals for
their contributions to this docunent:

Scott Cantor (The OChio State University)
Lei f Johansson ( SUNET)
Joe St Sauver (University of Oregon)
Tom Scavo (I nternet?2)
7. References
7.1. Normative References
[1-D. young-nd- query]
Young, |.A, Ed., "Metadata Query Protocol", Wrk in
Progress, Internet-Draft, draft-young-nd-query-22, January
2025, <https://datatracker.ietf.org/doc/htm/draft-young-
nd- quer y- 22>,
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

Young Expires 24 January 2026 [ Page 7]



I nternet-Draft SAML Profile for MDQ Protocol July 2025

[ RFC3174] Eastlake 3rd, D. and P. Jones, "US Secure Hash Algorithm1
(SHA1)", RFC 3174, DO 10.17487/ RFC3174, Septenber 2001,
<https://www.rfc-editor.org/info/rfc3174>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ SAML2Bi nd]
Cantor, S., Hrsch, F., Kenp, J., Philpott, R, and E
Mal er, "Bindings for the Security Assertion Mrkup
Language (SAM.) V2.0", OASIS Standard sam - bi ndi ngs-
2.0-0s, March 2005.

[ SAML2Met a]
Cantor, S., Mreh, J., Philpott, R, and E. Maler,
"Metadata for the Security Assertion Markup Language
(SAML) V2.0", QASIS Standard sani - nmet adat a- 2. 0-os, March
2005, <http://docs. oasi s-open.org/security/sam/v2.0/sam -
met adat a- 2. 0- os. pdf >.

[ STD68] Crocker, D., Ed. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234,
DA 10. 17487/ RFC5234, January 2008,
<https://ww.rfc-editor.org/info/rfc5234>.

7.2. Informative References

[ md- query] Young, |.A, Ed., "nd-query Project”,
<https://github. conliay/ nd- query>.

[MDX. list] Young, |I.A, Ed., "MDX Mailing List",
<http://lists.iay.org.uk/listinfo.cgi/nmdx-iay.org.uk>.

[ REFEDS] Research and Educati on Federations, "REFEDS Hone Page"
<http://ww.refeds. org/>.

[ REFEDS. agr eenent ]
Research and Educati on Federations, "REFEDS Participant’s
Agr eenent ",
<https://refeds. org/about/about agreenent. htni >.

[ RFC4844] Daigle, L., Ed. and | AB, "The RFC Series and RFC Editor",

RFC 4844, DA 10. 17487/ RFC4A844, July 2007,
<https://www.rfc-editor.org/info/rfc4844>.

Young Expires 24 January 2026 [ Page 8]



I nternet-Draft SAML Profile for MDQ Protocol July 2025

[ SAML2Cor €]
Cantor, S., Kenmp, J., Philpott, R, and E. Mler,
"Assertions and Protocol for the OASIS Security Assertion
Mar kup Language (SAM.) V2.0", QASIS Standard sanl-core-
2.0-0s, March 2005, <http://docs. oasis-
open. org/security/sam /v2.0/sam -core-2. 0-0s. pdf >

[ Shanmbl es] "SHA-1 is a Shanbl es", January 2020,
<https://sha-nbl es. gi t hub.i o>

[ SHAt t er ed]
"SHAt t ered", February 2017, <https://shattered.io>

Appendi x A.  Change Log (to be renoved by RFC Editor before publication)
A. 1. draft-young-nd-query-sam -00
Initial version.
A. 2. Since draft-young-nd-query-sani -00
Added REFEDS RFC stream boil erpl ate.
A. 3. Since draft-young-nd-query-sam -01
Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
Rework Section 2.2 to nmake the role of transforned identifiers
clearer. This changes the semantics slightly (rmalforned transforned
identifiers may now result in a 404 return rather than 400) but this
gives inplementers nore latitude in the way that they handl e the
feature.
A. 4. Since draft-young-nd-query-san -02
Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.5. Since draft-young-nd-query-sani -03
Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].

Added an Editorial Note to help direct readers back to the
di scussi on.

A. 6. Since draft-young-nd-query-sam -04

Fix reference to the Metadata Query Protocol [I-D.young-nd-query].
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A. 7. Since draft-young-nd-query-sani -05

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.8. Since draft-young-nd-query-sani -06

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.9. Since draft-young-nd-query-san -07

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.10. Since draft-young-nd-query-sam - 08

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].

Moder ni se nornative | anguage to include [ RFC8174].

I mproved references to RFCs.
A.11. Since draft-young-nd-query-sam -09

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.12. Since draft-young-nd-query-sam -10

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].

Repl ace citations in the abstract with strai ght textual nentions, as
required by the ID-NITS checkli st.

A.13. Since draft-young-nd-query-sam-11
Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
Strengthen Section 4.1 so that SHA-1 now MJUST NOT be used in the
context of digital signatures. This brings the section in line with
current best practice recommendations, particularly in light of the

[ SHAtt ered] and [ Shanbl es] attacks.

Revi sed Section 4.2 on the use of SHA-1 in transforned identifiers
to:

* Make clear that this is a SAM.-|evel issue, not one introduced by
the query protocol.

* Reference the attacks denonstrating SHA-1's weak collision
resi st ance.

Young Expires 24 January 2026 [ Page 10]



I nternet-Draft SAML Profile for MDQ Protocol July 2025
* ldentify second-preimage resistance as the potential source of the
attack we’d be concerned about for the query protocol

* Note that SHA-1's second-prei mage resistance is at present
unconproni sed

A.14. Since draft-young-nd-query-sam -12

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.15. Since draft-young-nd-query-sam -13

Bunp reference to the Metadata Query Protocol [I1-D.young-nd-query].
A.16. Since draft-young-nd-query-sam -14

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.17. Since draft-young-nd-query-sam -15

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.18. Since draft-young-nd-query-sam -16

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.19. Since draft-young-nd-query-sam-17

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.20. Since draft-young-nd-query-sam -18

Formatting changes to allow rendering with xm 2rfc version 3.

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.21. Since draft-young-nd-query-sam -19

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.22. Since draft-young-nd-query-sam -20

Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
A.23. Since draft-young-nd-query-sam -21

Added an abbrev to the title elenent to satisfy a recommendation from
xm 2rfc.
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Bunp reference to the Metadata Query Protocol [I1-D.young-nd-query].
M nor typographical corrections in change | og.
A. 24. Since draft-young-nd-query-sam -22
Bunp reference to the Metadata Query Protocol [I-D.young-nd-query].
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