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Abst ract

Modern security architectures assune that trust established at login
can safely extend to all subsequent actions within a session. This
assunption is fundanentally flawed. Sessions preserve the nmenory of
aut hentication but not the certainty of authority. Post-Session
Executi on Assurance (PSEA) is an architectural security nodel that
addresses this gap by requiring cryptographic proof of real human
presence, device trust, and execution authority at the exact noment a
sensitive action is approved — independent of prior authentication or
session state. This paper defines the PSEA nodel, its core
principles, its distinction fromexisting security paradigns, and its
inmplications for regulated and mission-critical systens.
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1. The Broken Assunption of Sessions

For decades, session-based security has operated on a single
foundati onal assunption: that a successful authentication event at
login time can be trusted to represent the user’s identity and
authority for the duration of the session. This assunption was

r easonabl e when systens were sinple, sessions were short, and
interactions were linear. This docunent is published as an
Informational Internet-Draft and does not define a standard.

It is no |longer reasonabl e.
Modern systens operate in environments where actions occur |long after

the initial authentication event. Context drifts continuously —
devi ces change hands, network environnents shift, and authorization
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states evolve. Sessions persist across these changes without re-
eval uati ng whether the conditions that justified the original trust
decision still hold.

The problemis structural. Sessions are designed to reduce friction
by avoi di ng repeated authentication. In doing so, they create an
inmplicit trust wi ndow during which any actor — human or automated —
operating within that session inherits the authority of the origina
authenticator. This inheritance is unconditional. |t does not
account for elapsed tine, changes in device posture, delegation of
access, or environnental degradation

In practice, this neans that a session authenticated by a legitimte
user at 9:00 AMcarries identical authority at 3:00 PM even if the
devi ce has been conprom sed, the user has stepped away, or an

aut onat ed process has assuned control of the session. The session
does not know. It was not designed to know.

This is not a vulnerability in any particular inmplementation. It is
a structural flaw in the session nodel itself.

2. The Authority Gap

Aut henti cation and execution authority are fundanmentally different
concepts, though they are routinely conflated in security
architecture

Aut hentication answers the question: "Did this entity present valid
credentials at sone point in tinme?" It establishes identity at the
monent of login. It does not, and cannot, establish who is
performng a specific action at a later point in tine.

Execution authority answers a different question: "lIs the authorized
human — present, verified, and operating froma trusted device —
approving this specific action right now?"

The gap between these two questions is where risk materializes. In
banki ng, a fraudulent wire transfer is executed not at |ogin, but

m nutes or hours later, within a valid session. 1In healthcare, an
unaut hori zed prescription is signed within a session that was
legitimately established. |n governnent systens, classified actions
are approved by sessions that nay have been del egated, replayed, or
hi jacked after the original authentication

In each case, the authentication was valid. The session was valid.

But the authority to execute the specific action at that specific
moment was never verifi ed.
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This gap — between authentication and execution authority — is the
central problemthat existing security nodels fail to address.
Multi-factor authentication strengthens the |ogin boundary. Session
managenment extends or restricts session duration. Continuous

aut henti cation nonitors behavioral signals over tinme. None of these
mechani sns provi de cryptographic proof that a specific human is
authorizing a specific action at the monment it is executed.

The authority gap is not theoretical. It is the operational reality
of every systemthat relies on sessions to authorize sensitive
actions.

3. Definition of Post-Session Execution Assurance

| Post-Session Execution Assurance (PSEA) is an architectura

| security nodel that requires cryptographic proof of real human
| presence, device trust, and execution authority at the exact

| rnonent a sensitive action is approved — independent of prior

| authentication or session state.

This definition establishes PSEA as a nodel concerned exclusively

with the nonent of execution. It does not replace authentication,
sessi on managenent, or access control. It addresses the specific
probl em of verifying authority when an action is approved — a problem

that existing nodels | eave unresol ved.

The term "post-session” does not inply that sessions are absent. It
nmeans that the assurance provi ded by PSEA operates independently of
session state. Wiether a session is active, expired, or absent, the
execution assurance requirement renmains the sane: cryptographic proof
of human presence, device trust, and authority at the nonment of
action.

4. Core Principles of PSEA

The PSEA nodel is built on five core principles. Each addresses a
specific dimension of the authority gap

4.1. Execution-Tinme Proof
Authority rmust be validated at the nonent an action is executed, not
at any prior point. A proof generated at login tine, or at any tine

before the action, does not satisfy this requirement. The tenporal
bi ndi ng between proof and action is non-negotiable.
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4. 2. Human Presence Assurance

The nodel requires verification that a real human being is present
and actively approving the action. This is distinct fromidentity
recall, where a systeminfers human presence froma prior

aut hentication event. Presence nust be denonstrated, not assuned.

4. 3. Devi ce- Bound Tr ust

Executi on approval mnust be bound to a specific, trusted device state.
The device fromwhich the approval originates nust be verified as
part of the assurance chain. An approval that cannot be tied to a
known, trusted device does not neet the PSEA requirenent.

4. 4. Cryptographic Proof

Trust is established through cryptographic nmechani sns, not inferred
from sessi on tokens, cookies, or bearer credentials. The proof nust
be independently verifiable and resistant to replay, forgery, and
del egati on.

4.5. Connectivity |Independence

PSEA is designed to function in environnents with internittent,
degraded, or absent network connectivity. The nodel does not depend
on real -time comruni cation with a central authority for the
generation of execution proof. Verification may be deferred, but the
proof itself nmust be generated at execution tine regardl ess of
connectivity state.

5. What PSEA Is Not

Clarity about the boundaries of PSEA is essential to prevent
conflation with existing security paradi gns.

PSEA is not Miulti-Factor Authentication. M-A strengthens the |ogin
boundary by requiring multiple credential types. |t does not address
authority at execution tine. Once MFA is completed, the resulting
session carries the sane inherited trust as any other session

PSEA is not Continuous Authentication. Continuous authentication
moni tors behavioral or bionmetric signals throughout a session to

detect anonmlies. It is a nmonitoring and risk-scoring nmechanism It
does not require proof of authority at the nonent of a specific
action.
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PSEA i s not Session Hardening. Session hardening techniques — short
ti meouts, token rotation, binding to | P addresses — reduce the w ndow
of exposure. They do not verify who is executing an action wthin
that w ndow.

PSEA is not Risk-Based Authentication. R sk-based systens eval uate
contextual signals to adjust authentication requirenents dynam cally.
They operate at or near the | ogin boundary. They do not provide
execution-time proof.

PSEA is not a rebranding of Zero Trust. Zero Trust architectures
reduce inplicit trust between system conponents and enforce
verification at network and application boundaries. PSEA addresses a
different problem the absence of verified authority at the point of
action execution, which persists even within Zero Trust environnments.

Each of these paradi gns addresses a legitinate security concern
None of them solve the specific problemthat PSEA defines: the
absence of cryptographic, human-verified, device-bound proof of
authority at execution tine.

6. Inplications for Regulated and Mssion-Critical Systens

The authority gap has acute consequences in regul ated and m ssi on-
critical environments where the cost of unauthorized execution is
severe

6.1. Banking and Financial Services

Fi nanci al systens process high-value transactions within

aut henti cated sessions. Fraud, insider nisuse, and session
comprom se result in unauthorized transactions that are technically
valid fromthe session’s perspective. Regulatory franeworks
increasingly require proof that specific individuals authorized
specific transactions. PSEA provides the architectural basis for
such proof.

6.2. CGovernnent and Def ense

Government systens handl e cl assified operations, policy decisions,
and infrastructure controls. Delegation of authority, shared

wor kst ati ons, and | ong-duration sessions create conditions where
session-based trust is insufficient. PSEA addresses the requirenent
for verifiable human authority over specific actions in these

envi ronment s.
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6.3. Heal thcare

Heal t hcare systens aut horize prescriptions, access to patient
records, and clinical decisions. Shared termnals, shift-based
wor kf | ows, and energency access create scenari os where the

aut henti cated user may not be the person executing the action. PSEA
provi des a mechani sm for binding execution authority to a verified
human at the point of action.

6.4. Critical Infrastructure

I ndustrial control systenms, energy grids, and transportation networks
require human authorization for sensitive operational changes. These
environments frequently operate in degraded connectivity conditions.
PSEA' s connectivity-independent design addresses the need for
execution-time authority verification even when centralized systens
are unreachabl e.

7. Relationship to Inplenmentations

PSEA is an architectural nodel, not a product specification. It
defines what nust be proven at execution tine w thout prescribing how
the proof is generated, transmtted, or verified.

I mpl enent ati ons of PSEA may vary in their choice of bionetric
nmodal i ties, cryptographic schenes, device attestati on nechani sns, and
verification architectures. The nodel is intentionally agnostic to
these choi ces, provided the core principles are satisfied.

Yuthent is one inplenmentation of the PSEA nodel, designed for

regul ated and mission-critical environments. It is not the only
possi bl e i npl ementati on. The PSEA nodel exists independently of any
speci fic product or vendor

Organi zati ons adopting PSEA nay inplenent it through existing
infrastructure, custom devel opnent, or third-party solutions. The
requirenent is adherence to the nodel’s principles, not adoption of a
speci fic technol ogy.

8. Concl usi on

The security architecture of nodern systens contains a structural gap
bet ween aut hentication and execution. Sessions bridge this gap with
inherited trust — a mechanismthat was adequate for sinpler systens
but is fundanentally insufficient for environments where authority
nmust be verified at the noment of action
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9.

9.

1.

Post - Sessi on Executi on Assurance defines the requirenent that this
gap be closed. It is not a feature, not a product category, and not
a rebranding of existing security paradignms. It is an architectura
correction: a formal recognition that authority is tenporal, context-
dependent, and nust be proven — not assunmed — at the nonent it is
exer ci sed.

The absence of execution-tine authority verification is not a
theoretical concern. It is the operational reality that enables
fraud, insider msuse, and unauthorized actions across banki ng,
heal t hcare, governnent, and critical infrastructure. PSEA provides
the conceptual and architectural foundation for addressing this
reality.
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