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Abst r act

Thi s docunent defines encoding rules for representing YANG nodel ed
configuration data, state data, paranmeters of Renote Procedure Call
(RPC) operations or actions, and notifications defined using XM.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Network Mdeling
Working Goup mailing list, which is archived at
https://mailarchive.ietf.org/arch/ browse/netnod. To subscri be:
https://ww.ietf.org/ mailman/listinfo/netnod

Thi s docunent is devel oped on GtHub at https://github. con net nod-wgy/
yang-xm ). |If you wish to contribute, please consider opening a pull
request (PR). See the README file for details.

See https://netnod-wg. github.io/yang-xm for a dashboard of the
docunent’ s st at us.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 16 Septenber 2026.
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1. Introduction

Thi s docunent defines encoding rules for representing YANG
[1-D.yn-net nod-yang2] nodel ed configuration data, state data,
paraneters of Renote Procedure Call (RPC) operations or actions, and
notifications defined using the Extensible Markup Language (XM.)

[ XM] .

2. Term nol ogy and Notati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The following terns are defined in [|-D.yn-netnod-yang2]:

action
anydat a
anyxn

augnent
cont ai ner
dat a node
data tree
identity
instance identifier
| eaf

| eaf-1i st
|ist

nmodul e

RPC operati on
subnodul e

EBE S R R T

The following terns are defined in [ RFC6241]:

configuration data
notification
* state data

3. Properties of the XML Encodi ng
Thi s docunent defines XML encoding for YANG data trees and their
subtrees. It is always assumed that there nay be one or nore top-

| evel elenents in XM.-encoded configuration data and state data. RPC
operations and notifications contain a single top-level elenent.
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I nstances of YANG data nodes (leafs, containers, leaf-lists, lists,
anydat a nodes, and anyxm nodes) are encoded as XM el enents having
the nanme of the YANG data node. Section 4) defines how the nane is
qualified with a nanespace, and the follow ng sections deal with the
val ue part. The encoding rules are identical for all types of data
trees, i.e., configuration data, state data, paranmeters of RPC
operations, actions, and notifications.

Wth the exception of "anydata" encoding (Section 5.5), all rules in
this docunment are also applicable to YANG 1.0 [ RFC6020] .

Wth the exception of anyxml and schena-|ess anydata nodes, it is
possible to map an XM.-encoded data tree to other encodings, such as
the JSON encodi ng as defined in [ RFC7951], and vice versa. However,
such conversions require the YANG data nodel to be avail abl e.

4. Nanes and Nanespaces

An XML el ement nane is always identical to the identifier of the
correspondi ng YANG data node.

Al'l XM el enents encodi ng YANG data are nanespace qualified. The XM
default nanmespace is never used in YANG encoded dat a.

The nanespace of an XML elenment is either inherited fromits ancestor
or set using the "xmns" attribute in the el enent.

The "xm ns" attribute nay either set the XM. default nanmespace or
define a prefix for the nanespace. Note that the same XM. nmay be
encoded differently by different inplenentations. For instance, the
following two XML docunents are the sane.

Docunment 1:

<foo xm ns="https://exanpl e.com foo"/>

Docunent 2:

<ny-prefix:foo xmns: my-prefix="https://exanple.com foo"/>

The "namespace" statenent of a nodul e determi nes the namespace of all
data node nanmes defined in that nodule. |If a data node is defined in
a subnodul e, then the nanmespace of the main nmodul e is used.
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A nanmespace MJST be set for all top-level XML el enents and then al so
whenever the namespaces of the data node and its parent node are
different.
For exanple, consider the followi ng YANG nodul e:
modul e exanpl e- f oonod {

nanespace "https://exanpl e.con f oonod"”;

prefix "foonod";

contai ner top {

| eaf foo {
type uint8;

If the data nodel consists only of this nodule, then the following is
val id XM.- encoded confi guration data:

<top xm ns="https://exanpl e. com f oonod" >

<f 00>54</ f 00>
</top>

Note that the top-level elenent sets the default nanespace which
"foo" leaf inherits its parent container "top"

Now, assume that the container "top" is augnmented from another
modul e, "exanpl e- bar nod"
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modul e exanpl e- barnod {
nanespace "https://exanpl e. com bar nod”;
prefix "barnod";

i mport exanpl e-foonod {
prefix "foonod";
}

augnent "/foonod:top" {
| eaf bar {
type bool ean;
}
}
}

Valid XM.- encoded configuration data containing both | eafs may then
|l ook |ike this:

<top xm ns="https://exanpl e. com f oonod" >

<f 00>54</f 00>

<bar xm ns="https://exanpl e. conl bar nod" >t r ue</ bar >
</top>

The "bar" leaf’'s el ement sets a new default nanespace because its
parent is defined in a different nodule.
Explicit namespace prefixes are sonetinmes needed when encodi ng val ues
of the "identityref" and "instance-identifier" types. See
Section 6.8 and Section 6.11 for details.
To inprove readability of XM., a client or server that generates XM
or XPath that uses prefixes SHOULD use the prefix defined by the
modul e as the XM. nanespace prefix, unless there is a conflict.

5. Encodi ng of YANG Dat a Node I nstances

5.1. The "leaf" Data Node
A leaf node is encoded as an XM. elenment. The elenent’s |ocal nane

is the leaf’s identifier, and its nanespace is the nodule’ s XM
nanespace (see Section 4).
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The value of the leaf node is encoded to XML according to the type
(see Section 6 for type encoding rules) and is sent as character data
in the el enment.

Exanmpl e: For the |l eaf node definition

| eaf foo {
type uint8;

the following is a valid XM-encoded instance:

<f 00>123</ f oo>

5.2. The "contai ner" Data Node

A container node is encoded as an XM. el enent. The elenent’s |oca
nane is the container’s identifier, and its nanespace is the nodule’s
XML nanespace (see Section 4).

The container’s child nodes are encoded as subel ements to the
container element. |If the container defines RPC or action input or
out put paraneters, these subelenents are encoded in the sane order as
they are defined within the "container" statenent. O herw se, the
subel enents are encoded in any order

Any whitespace between the subelenents to the container is
insignificant, i.e., an inplenmentation MAY insert whitespace
characters between subel enents.

If a non-presence container does not have any child nodes, the
container may or nay not be present in the XML encodi ng.

Exanpl e: For the container definition
cont ai ner bar {

| eaf foo {
type uint8;

the following is valid XM.-encoded instance data:

Wat sen Expires 16 Septenber 2026 [ Page 7]



I nternet-Draft XM. Encodi ng of YANG Dat a March 2026

<bar >
<f 00>123</ f oo>
</ bar >

5.3. The "leaf-list" Data Node

A leaf-list node is encoded as a series of XML el enents. Each
element’s local nanme is the leaf-list’s identifier, and its namespace
is the nbdul e s XM. nanespace (see Section 4). There is no XM

el ement surrounding the leaf-list as a whole.

The val ue of each leaf-list entry is encoded to XM. according to the
type and is sent as character data in the el enent (see Section 6 for
type encodi ng rul es).

The XML el enents representing leaf-list entries MJUST appear in the
order specified by the user if the leaf-list is "ordered-by user";
otherw se, the order is inplenentation dependent. The XM el enments
representing leaf-list entries MAY be interleaved with elements for
siblings of the leaf-list, unless the leaf-list defines RPC or action
i nput or output paraneters.

Exanpl e: For the leaf-list definition

leaf-list foo {
type uint8;

the following is a valid XM-encoded instance:

<f 00>123</ f 00>
<f 00>0</ f 00>

5.4. The "list" Data Node

A list is encoded as a series of XM el enents, one for each entry in
the list. Each elenment’s local name is the list’s identifier, and
its namespace is the nodul e’s XM. nanmespace (see Section 4). There
is no XM el ement surrounding the Iist as a whole.

The list’s key nodes are encoded as subel enments to the list’s

identifier element, in the same order as they are defined within the
"key" statenent.
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The rest of the list’s child nodes are encoded as subelenents to the

list element, after the keys. |If the list defines RPC or action
i nput or output paraneters, the subelenents are encoded in the same
order as they are defined within the "list" statement. G herwi se,

t he subel ements are encoded in any order

Any whitespace between the subelenments to the list entry is
insignificant, i.e., an inplementation MAY insert whitespace
characters between subel enents.

The XML el enents representing list entries MJUST appear in the order
specified by the user if the list is "ordered-by user"; otherw se,
the order is inplenmentati on dependent. The XM el enents representing
list entries MAY be interleaved with elenments for siblings of the
list, unless the list defines RPC or action input or output
paraneters

Exanmpl e: For the list definition

list bar {
key foo;
| eaf foo {
type uint8;

| eaf baz {
type string;

the following is a valid XM-encoded instance:

<bar >
<f 00>123</ f 00>
<baz>zi g</ baz>
</ bar >
<bar >
<f 00>456</ f oo>
<baz>zag</ baz>
</ bar >
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5.5. The "anydata" Data Node

An anydata node is encoded as an XM. el enent. The element’s |oca
nane is the anydata's identifier, and its namespace is the nodule’'s
XM. nanespace (see Section 4). The value of the anydata node is a
set of nodes, which are encoded as XM. subel enents to the anydata
el ement .

The anydata data node serves as a container for an arbitrary set of
nodes that otherw se appear as nornmal YANG nodel ed data. A data
nodel for anydata content may or nay not be known at runtinme. |In the
| atter case, converting XM.-encoded instances to other encodings,
such as JSON [ RFC7951] may be i npossi bl e.

Note that any XML prefixes used in the encoding are local to each
i nstance encoding. This neans that the sanme XM. nay be encoded
differently by different inplenentations.

Exanpl e: For the anydata definition

anydat a dat a;

the following is a valid XM-encoded instance:

<dat a>
<notification xm ns="urn:ietf:paramnms: xm :ns: netnod: notification">
<event Ti me>2014-07- 29T13: 43: 01Z</ event Ti me>
<event xml ns="https://exanpl e. com exanpl e-event" >
<event - cl ass>faul t </ event - cl ass>
<reporting-entity>
<car d>Et her net 0</ car d>
</reporting-entity>
<severity>maj or</severity>
</ event >
</notification>
</ dat a>

5.6. The "anyxnl" Data Node

An anyxml node is encoded the sane as an anydata node. Please see
Section 5.5 for how the anydata node is encoded.
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5.7. Metadata bjects

Apart frominstances of YANG data nodes, XM el enments MAY contain XM
attributes for special purposes, such as encodi ng netadata [ RFC7952].
The exact syntax and semantics of such nenbers are outside the scope

of this docunent.

6. Representing YANG Data Types in XM Val ues
The type of the XM. value in an instance of the leaf or |eaf-Ilist
data node depends on the type of that data node, as specified in the
fol |l owi ng subsecti ons.

Al of the exanples in this section use a YANG "leaf-list" solely as
means to illustrate nultiple variations of the type.

6.1. Nuneric Types
Al numeric types (int8, intl6, int32, uint8, uintl6, uint32, int64,
ui nt 64, and decinmal 64) are represented as a text value conform ng the
to lexical representation for the type described in Section 9.2.1 of
[1-D.yn-netnod-yang2] and Section 9.3.1 of [I-D.yn-netnod-yang2]
Exanmpl e: For the "int1l6" type

leaf-list foo {
type intl6;

the following is a valid XM-encoded instance:

<f 00>4711</f 00> <l-- positive decimal value -->

<f 00>-123</f 00> <l-- negative decimal value -->

<f 00>0xf 00f </ foo> <!-- positive hexadeci nmal value -->
<f 00>- Oxf </ f 00> <!-- negative hexadeci nal value -->
<f 00>052</ f 00> <l-- positive octal value -->

<f 00>- 052</f 00> <!-- negative octal value -->

6.2. The "string" Type
A "string" value is represented as character data conformng the to
| exi cal representation for the type described in Section 9.4.1 of
[1-D.yn-net nod-yang2] .

Exanmpl e: For the "string" type
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6

6

leaf-list foo {
type string;
}

the following is a valid XM-encoded instance:

<f 00>Thi
<f 00>Thi

72}

string is all on one line.</foo>
string is:

- on nore than one |ine.

- contains tab characters.

(72]

</ foo>

3. The "bool ean" Type

A "bool ean" value is represented as the corresponding literal nane
"true" or "false".

Exanpl e: For the "bool ean" type

leaf-list foo {
type bool ean;

the following is a valid XM.-encoded instance:

<f oo>t r ue</ f oo>
<f oo>f al se</foo>

4. The "enuneration" Type

An "enuneration" value is represented as character data conform ng
the to lexical representation for the type described in Section 9.6.1
of [I-D.yn-netnod-yang2].

Exanmpl e: For the "enuneration" type

leaf-list foo {
type enuneration {
enum one;
enum t wo;
enum t hr ee;
}
}
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the following is a valid XM-encoded instance:
<f oo>one</ f 00>
<f oo>t wo</ f 00>
<f oo>t hr ee</ f 00>
6.5. The "bits" Type
A "bits" value is represented as character data conformng the to
| exi cal representation for the type described in Section 9.7.2 of
[1-D. yn-net nod-yang2] .
Exanmpl e: For the "bits" type

leaf-list foo {

type bits {
bit zero;
bit one;
bit two;
}

the following is a valid XM-encoded instance:
<f oo>zer o</ f 00>
<f oo>zero one</foo>
<f oo>zero one two</foo>
6.6. The "binary" Type
A "binary" value is represented as character data conformng the to
| exi cal representation for the type described in Section 9.8.2 of
[1-D. yn-net nod-yang2] .
Exanpl e: For the "binary" type

leaf-list foo {
type binary;

the following is a valid XM.-encoded i nstance:
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<f 00>SGVsb@&BgQmi Cg==</foo> <!-- Hello Bob -->
<f 00>SGVshBgQMpY2UK</foo> <!I-- Hello Alice -->

6.7. The "leafref" Type

A "leafref" value is represented as character data conforming the to
| exi cal representation for the type described in Section 9.9.4 of
[1-D.yn-net nod-yang2] .

Exanmpl e: For the "leafref" type

leaf-list status {
type leafref {
path "/ ny-leaf”; /] assume current value is "up"

}
}
leaf-list ifname {
type leafref {
path "/ny-list/key"; [/ assume current key values are
} // "eth0", "ethl", and "eth2"
}
leaf-1ist color {
type leafref {

path "/ny-leaf-list"; [// assume current values are
/1 "red", "green", and "blue"

the following is valid XM.-encoded instance data:
<st at us>up</ st at us>

<i f name>et hO</i f name>

<i f name>et hl</i f name>

<i f name>et h2</i f nane>

<col or >red</ col or >

<col or >gr een</ col or >
<col or >bl ue</ col or >
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6.8. The "identityref" Type

A "identityref" value is represented as character data containing the
nanespace qualified nane of the referenced identity. As defined in

[ XML- NAMES], nanespaces are either explicitly qualified using a
prefix, or inplicitly qualified using the default namespace for the
XM. el ement that containing the identityref val ue.

Exampl e: For the "identityref" type
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modul e exanpl e-crypto {
yang-version 1.1;
nanespace "urn:exanpl e: crypto”;
prefix ec;

identity symetric-key-alg {
description
"Base identity used to identify symetric-key crypto
algorithms.";

}

identity blowfish {
base synmetric-key-al g;
description
"ldentity used to identify the "blowfish’ algorithm?";
}
}

modul e exanpl e-ny-crypto {
yang-version 1.1;
nanespace "urn:exanpl e: nmy-crypto”;
prefix ent;

i mport exanpl e-crypto {
prefix ec;
}

identity aes {
base ec:synmetric-key-al g;
description
"ldentity used to identify the "aes’ algorithm";

}

leaf-list foo {
type identityref {
base ec:symetric-key-al g;
}
}
}

the following is a valid XM-encoded instance:

<f oo xm ns: ec="urn: exanpl e: crypt 0" >ec: bl owfi sh</foo>
<f oo xm ns: x="urn: exanpl e: crypt 0" >x: bl owfi sh</foo>
<foo xm ns:enc="urn: exanpl e: ny-crypt 0" >ent: aes</f oo>
<f oo>aes</f 00>
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In the above exanpl e:

* The first elenent uses the prefix fromthe inported nodul e, per
best practi ce.

* The second el enent uses a local prefix, as is allowed.

* The third el enent uses the prefix fromthe | ocal nodul e, per best
practice but, as before, a local prefix is allowed.

* The fourth el enent uses the default namespace, assunming it is
"urn: exanpl e: ny-crypt o".

6.9. The "enpty" Type
An "enpty" value is represented as an enpty XM el enent.
Exanmpl e: For the "enpty" type

| eaf foo {
type enpty;

the following is a valid XM-encoded instance:

<f oo/ >

6.10. The "union" Type

A "union" value is represented as character data conformng the to
| exi cal representation for the type described in Section 9.12.2 of
[1-D.yn-net nod-yang2] .

Exanpl e: For the "union" type

leaf-list foo {
type union {
type int32;
type enuneration {
enum "unbounded";
}
}
}

the following is a valid XM-encoded instance:

Wat sen Expires 16 Septenber 2026 [ Page 17]



I nternet-Draft XM. Encodi ng of YANG Dat a March 2026

<f 00>16</ f 00>
<f 00>32</ f 00>
<f 00>64</ f 00>
<f oo>unbounded</ f oo>

6.11. The "instance-identifier" Type
A "instance-identifier"” value is represented as character data. Al
node nanes in an instance-identifier value MJST be qualified with
explicit nanespace prefixes, and these prefixes MIST be declared in
the XML nanespace scope in the instance-identifier’'s XM el enent.
Any prefixes used in the encoding are |l ocal to each instance
encoding. This nmeans that the same instance-identifier may be
encoded differently by different inplenentations.
Exanpl e: For the "instance-identifier" type

leaf-list foo {
type instance-identifier;

the following is a valid XM-encoded instance:
<f 00>/ ex: syst em ex: servi ces/ ex: ssh</foo>
<f 00>/ ex: syst em ex: servi ces/ ex: ssh/ ex: port</foo>
<f 00>/ ex: syst em ex: user[ ex: name="fred ] </foo>
<f 00>/ ex: syst em ex: user[ex: name="fred ]/ ex:type</foo>
<f 00>/ ex: system ex: server[ex:ip="192.0.2.1" ][ ex: port="80"]</foo>
<f 00>/ ex: syst em ex: servi ce[ ex: name="f o0’ ] [ ex: enabl ed=""] </ f 00>
<f 00>/ ex: syst em ex: servi ces/ ex: ssh/ ex: ci pher[.="bl owfi sh-cbc’]</foo>
<f 00>/ ex: st at s/ ex: port[ 3] </foo>
7. 1 ANA Consi derations
FI XVE
8. Security Considerations
FI XMVE
9. References

9.1. Normmtive References
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