Net wor k Wor ki ng G oup
I nternet-Draft

R Bush
Arrcus & Internet Initiative Japan

I ntended status: Standards Track R Housl ey

Expires: 4 August 2026

Abst ract

Vigil Security

R Austein

Arrcus

S. Hares

Hi ckory Hill Consulting
K. Patel

Arrcus

31 January 2026

Layer-3 Nei ghbor Di scovery
draft-ynbk-1svr-13nd-00

Data Centers where the topol ogy is BGP-based need to discover
nei ghbor | P addressing, |P Layer-3 BGP neighbors, etc. This Layer-3
Nei ghbor Di scovery protocol identifies BGP nei ghbor candi dates.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft

is submtted in full conformance with the

provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering

Task Force (I ETF).

Note that other groups may al so distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are
and nay be updat ed,

draft docunents valid for a maxi num of six nonths
repl aced, or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 August 2026.
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1. I nt roduction

The Massive Data Center (MDC) environment presents unusua
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25
25
25
26
27

probl ens

of scale, e.g. O10,000) forwarding devices, while its honpgeneity

presents opportunities for sinple approaches. Layer-3 Discovery and
Li veness (L3DL), [I-D.ietf-1svr-13dl], provides neighbor discovery at
Layer-2. This document (set) provides a simlar solution at Layer-3,

attenpting to be as simlar as reasonable to L3DL.

Sone gui ding principles when dealing with datacenters with tens of

t housands of devices are

* Predictable Reliability,

* Security: Authorization and Integrity nore than Confidentiality,

and

* Massive Scal ability

Layer-3 Nei ghbor Di scovery (L3ND) provides brutally sinple nechanisns

for neighboring devices to

* Discover each other’s | P Addresses,

* Discover mutually supported | ayer-3 encapsul ations, e.g.

| Pv6/ [ MPLS,

| Pv4/

* Discover Layer-3 |P and/or MPLS addressing of interfaces of the

encapsul ati ons,

* Provide authenticity, integrity, and verification of protoco

nmessages, and

* Accommpdat e scal i ng needed for EVPN etc.

Bush, et al. Expi res 4 August 2026
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L3ND is intended for use within single I P subnets (IP over Ethernet
or other point-to-point or nulti-point IP link) in order to exchange
the data needed to bootstrap BGP-based peering, EVPN, etc.;
especially in a datacenter Cos [Clos] environnent. Once IP
connectivity has been | everaged to di scover |ayer-3 addressability
and forwardi ng capabilities, normal | P forwarding and routing can

t ake over.

L3ND m ght be nore widely applicable to a range of routing and
simlar protocols which need Layer-3 nei ghbor discovery.

2. Term nol ogy

Even though it concentrates on the inter-device |layer, this docunent
relies heavily on routing term nology. The following attenpts to
clarify the use of sonme possibly confusing terns:

d os: A hierarchic subset of a crossbar switch topol ogy comonly
used in data centers [C os].

Dat agram The L3ND content of a single Layer-3 UDP Datagram

Encapsul ation: Address Fanily Indicator and Subsequent Address
Fam |y Indicator (AFI/SAFI). |.e. classes of Layer-2.5
and Layer-3 addresses such as |Pv4, |Pv6, MLS.

Li nk or Logical Link: A logical connection between two interfaces on
two different devices. E. g. two VLANs between the sane
two ports are two |inks.

VDC: Massi ve Data Center, commonly conposed of thousands of Top
of Rack Switches (TORs).

MT U Maxi mum Transmi ssion Unit, the size in octets of the
| argest packet that can be sent on a nedium see [ RFC1122]
1.3.3.

PDU: Protocol Data Unit, an L3ND application | ayer message.

Sessi on: An established, via exchange of OPEN PDUs, session between

two L3ND capable IP interfaces on a link.
TOR Switch: Top O Rack switch, aggregates the servers in a rack and

connects to aggregation |layers of the Clos tree, AKA the
Cl os spine.

Bush, et al. Expi res 4 August 2026 [ Page 4]
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3.

Backgr ound

L3ND is primarily designed for a Cos type datacenter scale and
t opol ogy, but can accommopdate richer topol ogi es which contain
potential cycles.

While L3ND is designed for the MDC, there are no inherent reasons it
could not run on a WAN. The authentication and authorizati on needed
to run safely on a WAN need to be considered, and the appropriate

| evel of security options chosen

The nunber of addresses of one Encapsul ation type on an interface
link may be quite large given a TOR switch with tens of servers, each
server having a few hundred mcro-services, resulting in an

i nordi nate number of addresses. And highly automated nicro-service
m gration can cause serious address prefix disaggregation, resulting
in interfaces with thousands of disaggregated prefixes.

To nmeet such scaling needs, the L3ND protocol is session oriented and
uses increnmental announcenent and withdrawal with session restart, a
la BGP ([ RFC4271]).

Inter-Link Protocol Overview

A devi ce broadcasts a Layer-3 Milticast UDP datagram (HELLO
containing the port nunber that is willing to serve a TLS or raw TCP
connection to support the data exchange of the rest of the protoco
in areliable and preferably authenticated manner

Anot her device on the link then establishes a TLS or raw TCP session
in which inter-device PDUs are used to exchange device and | ogi ca
link identities and layer-2.5 (MPLS) and 3 identifiers (not

payl oads), e.g. nore | P Addresses, |oopback addresses, port
identities, and Encapsul ati ons.

To assure di scovery of new devices coming up on a multi-link
t opol ogy, devices on such a topology, and only on a nulti-Ilink
topol ogy, send periodic HELLOs forever, see Section 12.1

G ven the TLS/ TCP session, OPEN PDUs (Section 8) are exchanged, the
Encapsul ati ons (Section 10) configured on an end point nmay be
announced and nodified. Note that these are only the encapsul ation
and addresses configured on the announcing interface; though a

devi ce’ s | oopback and overlay interface(s) may al so be announced.
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4.1. L3ND Ladder Di agram

The HELLO, Section 6, is a primng nessage sent on all |ogical |inks
configured for L3AND. It is a snmall L3ND Multicast UDP PDU with the
sinmpl e goal of advertising a TLS/ TCP service avail able on an
advertised port on the sending IP interface.

The HELLO PDU is either IPv4 or | Pv6, which selects the AFl to be
used for the rest of the session(s) between end-points. Two
endpoi nts MAY establish a link for each AFI.

An interface on the link receiving the HELLO PDU attenpts to
establish a TLS or raw TCP, as specified by the HELLO, session to the
source | P address of the HELLO on the port advertised in the HELLO

The OPEN, Section 8 PDUs, used to exchange details about the L3ND
session, and the ACK/ERROR PDU, are mandatory; other PDUs are
optional; though at |east one encapsul ati on SHOULD be agreed at sone
poi nt .

Li ke Multi-Protocol BGP, [RFCA760], an L3ND session running over one
AFl MAY carry encapsul ations etc. of different AFIls,

A L3DL extension, [|-D.ynbk-Isvr-13nd-ul pc], describes the next upper
| ayer L3DL protocol to exchange BGP paraneter information.

The following is a | adder-style di agram of the L3ND protocol

exchanges:

| HELLO | Logical Link Peer discovery
R e R REEEEEEEEE >

| TCP OPEN | Mandatory

| < |

I I

| | _

| OPEN | I'Ds, security, etc.

R S EEEERTREEE >

I ACK I

| < |

I I

| OPEN | Mandatory

| < |

I ACK I

R TR EREE >

I I

| Interface | Pv4 Addresses | Interface | Pv4 Addresses
R LR T T >| Optional
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I ACK I

| Sorrrnne s |

| Interface | Pv4 Addresses |

| <o |

I ACK I

| o >|

I I

| Interface | Pv6 Addresses | Interface | Pv6 Addresses
I R T T >| Optional

| ACK

| Sonernne s |

| Interface | Pv6 Addresses |

| <o |

I ACK I
| >|

I I

| Interface MPLSv4 Label s | Interface MPLSv4 Label s
R T R >| Optional

| ACK

ST |

| Interface MPLSv4 Label s | Interface MPLSv4 Label s
I LR T T | Optiona

I ACK I
| >|

| |

| Interface MPLSv6 Label s | Interface MPLSv6 Label s
R e T >| Optiona

I ACK I
T |

| Interface MPLSv6 Label s | I'nterface MPLSv6 Label s
R | Optional

| ACK |
oo >

5. TLV PDUs
The basic L3ND application |layer PDUis a typical TLV (Type Length

Value) PDU. As it is transported over TCP, integrity is assured.
When it is transported over TLS, authenticity is also provided.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version =0 | PDU Type | Payl oad Length ~
R e s T o T S R El ok i R e e S S e o o s
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+ -
~ Payl oad ... ~
B i s T T i i o S o T Ji I

The fields of the basic L3ND header are as foll ows:

Version: An integer differentiating versions of the L3ND protocol
Currently only Version 0 MAY BE specified.

PDU Type: An integer differentiating PDU payl oad types. See
Section 16. 3.

Payl oad Length: Total nunber of octets in the Payload field.
Payl oad: The application |ayer content of the L3ND PDU
6. HELLO

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version =0 | PDU Type = 0 | Payl oad Length = 4 |
i i i T i I S i e s o o i i
| | Transport | Fl ags |
R et e s i o e s i i
| Por t |

B il s S S S S I S i

The Payl oad Length is 4 to cover the Transport, Flags, and Port
fields.

The 1 Pv4 UDP packets are sent to the IPv4 link local nulticast
address (TBDl) and the |1 Pv6 UDP packets are sent to an |IPv6 |ink
Local mnulticast address (TBD2). See Section 12.1 for why nulticast
i s used.

The HELLO PDU solicits a unicast TLS/ TCP sessi on open request of the
same AFl from other devices on the |ink

Bush, et al. Expi res 4 August 2026 [ Page 8]
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When a HELLO is received froma source | P address with which there is
no established TLS/ TCP L3ND session, if the receiver has the higher
of the two I P addresses, it SHOULD respond by sending a TLS/ TCP
client open request, using the same AFl, to the source |P address of
the HELLO to establish an L3ND TLS/ TCP sessi on

Al L3ND PDUs ot her than HELLO are sent via TLS/ TCP, as the server’s
destination | P address is known after the HELLO

When an interface is turned up on a device, it SHOULD i ssue a HELLO
if it is configured to participate in L3ND sessions and repeat HELLGs
at a configured interval, with a default of 60 seconds.

If the configured nulticast destination address is one that is
propagated by switches, the HELLO SHOULD be repeated at a confi gured
interval, with a default of 60 seconds. This allows discovery by new
devi ces which conme up on the mesh. In this multi-link scenario, the
operator should be aware of the trade-off between tinmer tuning and
network noi se and adjust the inter-HELLO tiner accordingly.

By default, GISM [RFC5082], SHOULD be enabled to test that a

recei ved HELLO MUST be on the local link; thus | eaving no mddle on
which a nonkey in the mddle mght stand. |t MAY be disabled by
configuration. GISM check failures SHOULD be | ogged, though with
rate limting to keep from overwhel mi ng | ogs.

If nmore than one device responds, one adjacency is forned for each
uni que source | P address. L3ND treats each adjacency as a separate
| ogi cal 1ink.

To aneliorate possible | oad spikes during bootstrap or event

recovery, there SHOULD be a jittered del ay between receipt of a HELLO
and TLS/ TCP open. The default delay range SHOULD be zero to five
seconds, and MJST be confi gurable.

If a HELLO is received froman |IP Address with which there is an
establ i shed session for that AFl, the HELLO SHOULD be dropped.

A device with a TLS/TCP |istener SHOULD | og or otherw se report
repeated failed i nbound attenpts.

6.1. Transport
The Transport signals the type of transport security for the session
The actual transport options are actually pre-configured in the

devi ces by provisioning, as nbst require certificates etc. It is
best to think of this field as in-band signaling to conformthe

Bush, et al. Expi res 4 August 2026 [ Page 9]
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correctness of the pre-configurations. Any disagreenents MJST BE
considered to indicate an error condition and brought to the
attention of the operator.

The Transport field is an enuneration with the foll ow ng val ues:
0: Raw TCP: TLS is not used
1: TLS TOFU. TLS using a self-signed server certificate.

2: TLS CA-Nol P: TLS using a CA-Based server certificate, with no IP
addr ess ext ensi on.

3: TLS CA WthlP: TLS using a CA-Based server certificate, with the
server’s | P address in the subject alternative name extension (see
[ RFC5280] Section 4.2.1.6).

4-255: Reserved.

If server certificates are to be used, they may be locally generated
and then signed by a CA or generated by the CA and | oaded. See
[ RFC8635] .

6.2. Flags

Though the Working Group scope for this protocol is within a data
center, an issue was raised that, on an internet echange with route
server(s), it would attenpt to formadjacencies with all nenbers of
the exchange. Hence a Flag field is provided to indicate that a
devi ce does not intend to field a TLS/ TCP server on the announci ng
interface, but does seek one or nore from peers.

Currently, only one Flags field is defined
Bit 0: dient Only This interface does not provide a TLS/ TCP server
Bits 1-7: Reserved

6.3. Port
The Port is the two octet TCP Port Nunber (default is TBD3) on which
the HELLO sender SHOULD have a waiting TLS/ TCP (as specified in
Fl ags) server listening unless the Client Only Flag is set. Though

the |1 ANA assigned wel | -known port SHOULD be used, this field allows
configuration of alternate ports

Bush, et al. Expi res 4 August 2026 [ Page 10]
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7.

TCP Set - Up

As it is assuned that the configured depl oynent of a data center
woul d have conpati bl e paraneters on all devices, any di sagreenent
over TLS/ TCP or trust anchors MJST be logged; with rate Iimting of
t he | oggi ng.

By default, GISM [RFC5082], SHOULD be enabled to ensure that a SYN
received in response to a HELLO is on the local link. 1t MAY be

di sabl ed by configuration. GISM check failures SHOULD be | ogged;
though with rate linmting to keep from overwhel m ng | ogs.

If the receiver of a HELLO agrees with the sender’s choice of TLS/ TCP
and aut hentication, both sides have agreed on an AFl for the
transport and on each other’s IP address in that AFl. This is
sufficient to open a TCP session between them which will allow for
reliable transport of very large data PDUs whil e obviating the need
to invent conplex transports.

The L3ND peer with the higher | P address MJST act as the TLS/ TCP
client and open the transport session (send SYN) toward the peer with
the | ower |P address.

The server, the sender of the HELLO fromthe | ower |P address,
listens on the advertised port for the TLS/ TCP session open. The
recei ver of the acceptable HELLO the TLS/ TCP client, initiates a TLS
or raw TCP session toward the sender of the HELLO the TLS/ TCP
server, preferably TLS, as advertised. |If TLS, the server has chosen
and signaled either a self-signed certificate or one configured from
the operational CA trusted by both parties, as negotiated in the
HELLO exchange.

Once the TLS/ TCP session is established, if its interface is
configured as point to point, the client side SHOULD stop |istening
on any port for which it has sent a HELLO.  The server, if configured
as a point to point interface SHOULD stop sendi ng HELLGs.

If the TLS/ TCP open fails, then this SHOULD be | ogged and the parties
MJST go back to the initial state and try HELLO.  Loggi ng SHOULD be
rate limted.

Should an interface with an established TLS/ TCP session be
reconfigured changing the TLS/ TCP paraneters, the TLS/ TCP session
shoul d be closed or torn down and both parties should return to the
HELLO st ate.
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Shoul d the TLS/ TCP session term nate for any reason, the devices
SHOULD restart/resume HELLGCs. When the new TLS/ TCP session is
started, if possible the OPEN PDU SHOULD try to resume the | ost

| ogi cal session by using the same nonce and resum ng fromthe | ast
Serial Number.

Once the TLS/ TCP sessi on has been established, the two devices
exchange L3ND PDUs, starting with OPENSs.

8. OPEN

Each device has learned the other’s IP Address fromthe HELLO
exchange, see Section 6 and established a TLS/ TCP session over a
particul ar AFI.

The first PDU each sends MUST be an OPEN, and the other side MJST
respond with an ACK PDU

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version =0 | PDU Type =1 | Payl oad Length
R e s T e e S e in i i e e e e R e
~ | Session I D
R T o T e e i i ol ST S TR S e T e S e el st TR S R R S
~ | Serial Number
i T s T i T S S I S i (T S S S e S
~ | At t r Count |
R e s T o e T e I e i o T i NI S e R S
~ Attribute List
R T o T e e i i ol ST S TR S e T e S e el st TR S R R S

+ 1+ 0+ 0+ 0+

The four octet Payload Length is the nunber of octets in all fields
of the PDU fromthe Session ID through the Serial Nunber.

The four octet Session IDis a nonce which uniquely identifies a
session. It enables detection of a duplicate OPEN PDU. |t SHOULD be

either a random nunber or a high resolution timestanp. It is needed
to prevent session closure due to a repeated OPEN caused by a race or
a dropped or delayed ACK. It can be used to resune a dropped | ogica
sessi on.

The one octet AttrCount is the nunber of attributes in the Attribute
List. A node may send zero or nore attributes.

Attributes are single octets the semantics of which are operator-
defined, e.g.: spine, |eaf, backbone, route reflector, arabica,
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Attribute syntax and semantics are |l ocal to an operator or
dat acenter; hence there is no global registry. Nodes exchange their
attributes only in the OPEN PDU

Unlike L3DL [I-D.ietf-lIsvr-13dl], there are no verifiable keys in the
PDUs. |f the operator wants authentication, integrity,
confidentiality, then TLS MJST have been requested by the HELLO and
agreed by the TLS session open.

The Serial Nunber is a nonotonically increasing four octet val ue
representing the sender’'s state at the tine of sending the |ast PDU

It may be a non-negative integer, a tinmestanp, etc. |If increnmenting
the Serial Nunmber would cause it to be zero, it should be increnented
agai n.

On session restart (new OPEN, sanme Session ID), a receiver MAY send
the | ast received Serial Nunmber to tell the sender to only send data
with a Serial Nunber greater (in the [ RFC1982] sense), or send a
Serial Nunmber of zero to request all data.

This allows a sender of an OPEN to tell the receiver that the sender
would Iike to resune a | ogical session and that the receiver of the
OPEN PDU only needs to send data starting with the PDU with the

| owest Serial Nunmber greater (in the [RFCL982] sense) than the one
sent in the OPEN. If the sender is not trying to resune a dropped
session, the Serial Nunber MJUST be zero.

If the receiver of an OPEN PDU with a non-zero Serial Nunber can not
resune fromthe requested point, it should return an ACK with an
Error Code of 5, Session May Not Be Continued, EType of 1. The
sender of the failing OPEN PDU SHOULD respond with an OPEN PDU with a
Serial Nunber of zero.

If a sender of OPEN does not receive an ACK of the OPEN PDU in a
configurable tinme (default 5 seconds), then they SHOULD cl ose or
otherwise termnate the TLS/ TCP session and restart fromthe HELLO
st at e.

If an OPEN arrives at L3ND speaker A fromB with which A believes it
al ready has an L3ND session (i.e. OPENs have al ready been exchanged),
and the Serial Nunber in B's OPEN PDU is non-zero, speaker A SHOULD
establish a new sendi ng session by sending an OPEN with the Seria
Nunber being the same as that of A's last sent and ACKed PDU. A MJST
resune sendi hg encapsul ati ons etc. subsequent to the requested
Sequence Nunber. And B MJST retain all previously discovered
encapsul ati on and other data received from A
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If an OPEN arrives at L3ND speaker A fromB with which A believes it
al ready has an L3ND session (i.e. OPENs have al ready been exchanged),
and the Serial Nunber in Bs OPENis zero, then the A MIST assune
that B's internal state has been reset. Al Previously discovered
encapsul ati on data MJUST BE di scarded; and A MJST respond with a new
OPEN PDU with a Serial Nunber of zero.

TCP KeepAlives should be configured and tuned to neet | ocal
operational needs. Sone defaults and recomendati ons are needed
here.

9. ACK

The ACK PDU acknow edges recei pt of a PDU and reports any error
conditi on which m ght have been raised.

0 1 2 3
012345678901234567890123456789¢01

T e L o o o e i i s it NN R SR S B S
| Version =0 | PDU Type = 3 | Payl oad Length = 6 ~
B i s T T i i o S o T Ji I
~ | ACKed PDU | EType |
i s T S S T i T S e E e
| Error Code | Error Hint |
+

e T S S A T S e S T e S

The ACK PDU acknow edges recei pt of an OPEN, Encapsul ation, Vendor
PDU, etc. and is used to return error codes if any.

The one octet ACKed PDU is the PDU Type of the PDU being
acknow edged, e.g., OPEN, one of the Encapsul ations, etc.

If there was an error processing the received PDU, then the one octet
EType is non-zero. |f the EType is zero, Error Code and Error Hint
MUST al so be zero.

A non-zero EType is the receiver’'s way of telling the PDU s sender
that the receiver had problens processing the PDU. The Error Code
and Error Hnt will tell the sender nore detail about the error.

The deci mal val ue of EType gives a strong hint how the receiver
sendi ng the ACK believes things should proceed:

O - No Error, Error Code and Error Hi nt MJUST be zero
1 - Warning, sonething not too serious happened, continue

2 - Session should not be continued, try to restart

Bush, et al. Expi res 4 August 2026 [ Page 14]



I nternet-Draft Layer-3 Nei ghbor Di scovery January 2026

9

10.

Bu

3 - Restart is hopeless, call the operator
4-15 - Reserved

The two octet Error Code, noting protocol failures, are listed in
Section 16.5. Soneone stuck in the 1990s might think the catenation
of EType and Error Code as an echo of Oxlzzz, 0x2zzz, etc. They

m ght be right; or not.

The two octet Error Hint, is arbitrary additional data the sender of
the error PDU thinks will help the recipient or the debugger with the
particul ar error.

1. Ret ransm ssi on

If a PDU sender expects an ACK, e.g. for an OPEN, an Encapsul ation, a
Vendor PDU, etc., and does not receive the ACK for a configurable
time (default five seconds) the TLS/ TCP session should be cl osed or
dropped, and both sides revert to HELLO state.

The Encapsul ati ons

Once the devices know each other’s | P Addresses, and have established
a TLS/ TCP session and have successfully exchanged OPENs, the L3ND
session is considered established, and the devices SHOULD exchange
Layer-3 interface encapsul ati ons, Layer-3 addresses, and Layer-2.5

| abel s.

Encapsul ation data for any AFI/SAFI nmay be exchanged over a TLS/ TCP
session irrespective of the AFI/SAFI of the session transport.

The Encapsul ation types the peers exchange nmay be | Pv4
(Section 10.3), IPv6 (Section 10.4), MPLS | Pv4 (Section 10.6), MPLS
I Pv6 (Section 10.7), and/or possibly others not defined here.

The sender of an Encapsul ati on PDU MUST NOT assune that the receiver
i s capabl e of the sane Encapsul ation Type. An ACK (Section 9) with
EType of 0 merely acknow edges receipt. Only if both peers have sent
the sanme Encapsul ation Type is it safe for Layer-3 protocols to
assune that they are conpatible for that Encapsul ation Type

A receiver of an encapsul ation m ght recogni ze an addressing
conflict, such as both ends of the link trying to use the sane
address. In this case, the receiver MJST respond with an error
(Error Code 2, Logical Link Addressing Conflict) ACK. As there may
be ot her usabl e addresses or encapsul ations, this error mght |og and
continue, letting an upper |ayer topol ogy buil der deal w th what

wor ks.
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10.

Further, to consider a logical |ink of a Encapsulation Type to
formally be established so that it may be used by other protocols,
the addressing for the type nust be compatible, e.g. on the sane IP
subnet .

1. The Encapsul ati on PDU Skel et on
The header for all encapsulation PDUs is as follows:
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Version =0 | PDU Type | Payl oad Length
i T s T i T S S I S i (T S S S e S
~ | Count

e o e i s S o i NI SR SRR
~ | Serial Number

e T o i e i i i E S SR N N SR SR o
~ | Encapsul ation List...

i T s T i T S S I S i (T S S S e S

+ U+ 0+ 10+

An Encapsul ati on PDU descri bes zero or nore addresses of the
encapsul ation type.

The three octet Count is the number of Encapsulations in the
Encapsul ati on List.

The Serial Nunber is a nonotonically increasing four octet val ue
representing the sender’'s state in tinme. It may be an integer, a
timestanp, etc. On session restart (new OPEN), a receiver MAY send
the | ast received Serial Nunber to request the sender to only send
newer dat a.

If a sender has nultiple links on the same interface, separate state:
data, ACKs, etc. nust be kept for each peer session.

Over tinme, multiple Encapsul ation PDUs may be sent for an interface
in a session as configuration changes.

The Receiver MJST acknow edge t he Encapsul ati on PDU with an ACK PDU
(Section 9) with the Type field being that of the Type of the
Encapsul ati on PDU bei ng announced, see Section 9.
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If the Sender does not receive an ACK in a configurable interva
(default five seconds), they SHOULD retransmit. After a user

confi gurabl e nunber of failures (default three), the L3ND session
shoul d be consi dered dead, TLS/ TCP torn down, and the HELLO process
SHOULD be restarted.

If the link is broken below layer-3, retransm ssion MAY BE retried if
data have not changed in the interimand the TLS/ TCP session is stil
al i ve.

Shoul d an Encapsul ation in the Encapsul ation List be syntactically
invalid, e.g. an out of bounds prefix length, the entire
Encapsul ati on PDU MUST be dropped and the sending party notified by
an ACK PDU with an EType of 1 and an Error Code of 3, Encapsul ation
Error.

2. Encapsul ai on Fl ags

The one octet Encapsulation Flags field is a sequence of one bit
fields as foll ows:

0 1 2 3 4 7
Fom ek Fom ek Fom ek Fom ek Fom ek +
| Ann/Wth | Primary | Under/COver | Loopback | Reserved
T T T T T +

Each encapsul ation in an Encapsul ati on PDU of Type T may announce new
and/ or withdraw old encapsul ations of Type T. It indicates this with
the Ann/ Wth Encapsul ation Flag, Announce == 1, Wthdraw ==

Announci ng an encapsul ati on whi ch already exists SHOULD rai se an
Announce/ Wt hdraw Error (see Section 16.5); the EType SHOULD be 2
suggesting a session restart (see Section 9) so all encapsul ations
will be resent.

If an interface on a link has multiple addresses for an encapsul ation
type, one and only one address MAY be marked as primary (Primary Fl ag
== 1) for that Encapsul ation Type.

An Encapsul ation interface address in an Encapsul ati on PDU MAY be
mar ked as a | oopback, in which case the Loopback bit is set.

Loopback addresses are generally not seen directly on an externa
interface. One or nore | oopback addresses MAY be exposed by
configuration on one or nore L3ND speaki ng external interfaces, e.qg.
for i BGP peering. They SHOULD be nmarked as such, Loopback Flag == 1.
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10.

Each Encapsul ation interface address in an Encapsul ation PDU is that
of the direct 'underlay interface (Under/Over == 1), or an 'overlay’
address (Under/Over == 0), likely that of a VMor container guest
bridged or configured on to the interface already having an underl ay
addr ess.

3. | Pv4 Encapsul ation

The 1 Pv4 Encapsul ati on describes a device's ability to exchange |Pv4
packets on one or nore subnets. It does so by stating the
interface’s addresses and the correspondi ng prefix | engths.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version =0 | PDU Type = 4 | Payl oad Length ~
T T i S S i A S
~ | Count ~
T T T S S T e S S e it S S S it U S S
~ | Serial Number ~
B i s T T i i o S o T Ji I

~ | Encaps Flags | | Pv4 Address ~
i e T S S R i i S aih ik i I S S S S S
~ | PrefixLen | nore ... ~

e T S S e i Sup S SUp S S T i T S S

The three octet Count is the sumof the nunber of |Pv4 Encapsul ations
bei ng announced and/ or wi t hdrawn.

4. 1Pv6 Encapsul ation
The 1 Pv6 Encapsul ation describes a link’s ability to exchange |Pv6

packets on one or nore subnets. It does so by stating the
interface’s addresses and the correspondi ng prefix | engths.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version =0 | PDU Type =5 | Payl oad Length

R e s T e e S e in i i e e e e R e

~ | Count

R T o T e e i i ol ST S TR S e T e S e el st TR S R R S
~ | Serial Number

i T s T i T S S I S i (T S S S e S
~ | Encaps Flags |

e i i o R S S el ol N

| Pv6 Prefix
S i o o i R S SR S S
| PrefixLen | nore ...
B T o e o o o e e R

+ 1+ 0+ 0+ 0+ 0+ 0+ 0+

+ 0+ 0+ 0+

The three octet Count is the sumof the nunber of |Pv6 Encapsul ations
bei ng announced and/ or wi t hdrawn.

10.5. MPLS Label List

As an MPLS enabled interface nmay have a | abel stack, see [RFC3032], a
variable length list of labels is needed. These are the |abels the
sender will accept for the prefix to which the list is attached.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Label Count | Label | Exp |9
el i I e i it T e e e e i i T o S e e S e T R R
~ Label | Exp |9 nore ... ~
R i T I e T S S e S TR S T e i I S e S e e e e o o

A one octet Label Count of zero is an inplicit withdraw of all |abels
for that prefix on that interface.

The bottom of the stack flag, S, MJST be set on one and only one

| abel. Should this not be the case, the receiver of the erroneous
PDU MUST respond with an ACK PDU of EType 1 and Error Code 1, MPLS
Error.
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10.

6. MPLS | Pv4 Encapsul ati on

The MPLS | Pv4 Encapsul ation describes a logical link’s ability to
exchange | abel ed |1 Pv4 packets on one or nore subnets. It does so by
stating the interface’s addresses the correspondi ng prefix |engths,
and the corresponding | abels which will be accepted for each address.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Version =0 | PDU Type = 6 | Payl oad Length
R T T T i T e i i S e S e e S e s o ST I S R S S
~ | Count
i T S T i s sl ol S S S Y
~ | Serial Number
e s S S T i i o S S T i
~ | Encaps Flags | MPLS Label List
R T T T i T e i i S e S e e S e s o ST I S R S S
| | Pv4 Address
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| PrefixLen | nmore ... ~
B T S i T s i i e e SEI S

+ U+ 0+ 1+

The three octet Count is the sum of the nunber of MPLSv4
Encapsul ati on bei ng announced and/ or wi t hdrawn.

7. MPLS I Pv6 Encapsul ation

The MPLS | Pv6 Encapsul ation describes a logical link's ability to

exchange | abel ed |1 Pv6 packets on one or nore subnets. It does so by
stating the interface’s addresses, the correspondi ng prefix |engths,
and the corresponding | abels which will be accepted for each address.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version =0 | PDU Type =7 | Payl oad Length

R e s T e e S e in i i e e e e R e
~ | Count

R T o T e e i i ol ST S TR S e T e S e el st TR S R R S
~ | Serial Number

i T s T i T S S I S i (T S S S e S
~ | Encaps Flags | MPLS Label Li st

R e s T e e S e in i i e e e e R e

+ U+ 0+

| Pv6 Address

+ 0+ 0+ 0+

+
+
+
R et e s i o e s i i
| Prefix Len | more ... ~
B i s T T i i o S o T Ji I
The three octet Count is the sum of the nunber of MPLSv6

Encapsul ati ons bei ng announced and/or wi thdrawn.

11. VENDOR - Vendor Extensions

0 1 2 3
01234567890123456789012345678901
i I s I i i S SR S S S
| Version =0 | PDU Type = 255] Payl oad Length

i T S T i s sl ol S S S Y
~ | Serial Number

e s S S T i i o S S T i
~ | Ent erpri se Nunber
I S T S T Sl S i i S s
~ | Ent Type | Enterprise Data ...
i T S T i s sl ol S S S Y

+ 0+ 0+ 0+

Vendors or enterprises may define TLVs beyond the scope of L3ND
standards. This is done using a Private Enterprise Nunber [I|ANA-PEN|
foll owed by Enterprise Data in a format defined for that three octet
Enterpri se Nunber and one octet Ent Type.

Ent Type allows a Vendor PDU to be sub-typed in the event that the
vendor/enterprise needs nultiple PDU types.
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12.

12.

13.

14.

As with Encapsul ati on PDUs, a receiver of a Vendor PDU MJST respond
with an ACK PDU, possibly signhalling an error. Simlarly, a Vendor
PDU MUST only be sent over an open session

Di scussi on
This section explores sone trade-offs taken and sone consi derati ons.
1. HELLO Discussion

A device may send | P packets over a Layer-3 interface which transnmits
data over a single Layer-2 interface or nultiple Layer-2 interfaces.
Packets sourced by one Layer-3 IP interface over multiple Layer-2
shoul d consider that a Layer-3 interface with multiple Layer-2
interfaces could have many devi ces which m ght cone at various tines,
therefore the configured HELLO PDU retransmt time SHOULD be set to a
non-zero val ue, and periodic HELLGs should continue. Packets
transmtted on a single Layer-2 interface on a point-to-point (p2p)
connection, MAY set the configuration value to zero, so when a TLS/
TCP session is up, HELLGs are no | onger desirable.

A device with multiple Layer-2 interfaces, traditionally called a
switch, may be used to forward packets fromnultiple devices to one
Layer-3 interface, |, on an L3ND speaking device. Interface | could
di scover a peer J across the switch. Later, a prospective peer K
could come up across the switch. If | was not still sending and
listening for HELLOs, the potential peering with K could not be

di scovered. Therefore, on multi-link interfaces, L3ND MUST conti nue
to send HELLOs as long as they are turned up

VLANs/ SVI s/ Sub-i nt erf aces

One can think of the protocol as an instance (i.e. state machine)
whi ch runs on each logical Iink of a device.

As the upper routing |ayer must view VLAN topol ogi es as separate
graphs, L3ND treats VLAN ports as separate |inks.

As Sub-Interfaces each have their own layer-3 identities, they act as
separate interfaces, formng their own I|inks.

I mpl ement ati on Consi der ati ons

An i nmpl enentati on SHOULD provide the ability to configure each
| ogi cal interface as L3ND speaki ng or not.

Bush, et al. Expi res 4 August 2026 [ Page 22]



I nternet-Draft Layer-3 Nei ghbor Di scovery January 2026

15.

16.

An i nmpl enentati on SHOULD provide the ability to distribute one or
nmor e | oopback addresses or interfaces into L3ND on an external L3ND
speaki ng interface.

An i npl enentati on SHOULD provide the ability to distribute one or
nmore overlay and/ or underlay addresses or interfaces into L3ND on an
external L3ND speaking interface

An i nmpl enentati on SHOULD provide the ability to configure one of the
addresses of an encapsul ation as primary on an L3ND speaki ng
interface. |If there is only one address for a particul ar

encapsul ation, the inplenmentation MAY nmark it as primary by default.

An i nmpl enentati on MAY al |l ow optional configuration which updates the
| ocal forwarding table with overlay and underlay data both | earned
fromL3ND peers and configured |ocally.

Security Considerations
For TLS, versions greater than 1.1 MJST be used.

The protocol as is MJUST NOT be used outside a datacenter or simlarly
cl osed environnent wi thout using TLS encapsul ation which is based on
a configured CA trust anchor.

Many datacenter operators have a strange belief that physical walls
and firewalls provide sufficient security. This is not credible.

Al'l DC protocols need to be exam ned for exposure and attack surface.
In the case of L3ND, authentication and integrity as provided by TLS
validated to a configured shared CA trust anchor is strongly
RECOMVENDED.

It is generally unwi se to assunme that on the wire Layer-3 is secure.
Strange/ unaut hori zed devices may plug into a port. Ms-wiring is
very common in datacenter installations. A poisoned |aptop m ght be
plugged into a device's port, formnalicious sessions, etc. to
divert, intercept, or drop traffic.

Simlarly, malicious nodes/devices could m s-announce addressi ng.

If OPEN PDUs are not over validated TLS, an attacker could forge an
OPEN for an existing session and cause the session to be reset.

| ANA Consi der ati ons
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16.

16.

16.

1. Link Local Layer-3 Addresses

I ANA is requested to assignment one address (TBDl) for L3DL-L3-LL
fromthe I Pv4d Milticast Address Space Registry fromthe Local Network
Control Block (224.0.0.0 - 224.0.0.255 (224.0.0/24)).

I ANA is requested to assign one address (TBD2) for L3DL-L3-LL from
the 1Pv6 Multicast Address Space Registry in the the IPv6 Link-Loca
Scope Multicast address (TBD: 2).

2. Ports for TLS/ TCP

Thi s docunent requests the | ANA to assign a well-known TCP Port
Nunber (TBD3) to the Layer-3 Nei ghbor Di scovery Protocol for the
foll owi ng, see Section 7:

| 3nd- server
3. PDU Types

Thi s docunent requests the | ANA create a registry for L3ND PDU Type,
which may range fromO to 255. The nane of the registry should be
L3ND- PDU- Type. The policy for adding to the registry is RFC Required
per [ RFC5226], either standards track or experinmental. The initia
entries should be the foll ow ng:

PDU
Code PDU Nane
0 HELLO
1 reserved
2 OPEN
3 ACK
4 | Pv4 Announcenent
5 | Pv6 Announcenent
6 MPLS | Pv4 Announcenent
7 MPLS | Pv6 Announcenent
8- 254 Reserved
255 Vendor

4. Flag Bits

Thi s docunent requests the | ANA create a registry for L3ND PL Fl ag
Bits, which may range fromO to 7. The nane of the registry should
be L3ND-PL-Fl ag-Bits. The policy for adding to the registry is RFC
Required per [RFC5226], either standards track or experinental. The
initial entries should be the foll ow ng:
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17.

18.

18.

Bi t Bit Nare
0 Announce/ Wt hdraw (ann == 0)
1 Primary
2 Under | ay/ Overl ay (under == 0)
3 Loopback
4-7 Reserved

5. Error Codes

Thi s docunent requests the | ANA create a registry for L3ND Error
Codes, a 16 bit integer. The name of the registry should be L3ND
Error-Codes. The policy for adding to the registry is RFC Required
per [ RFC5226], either standards track or experimental. The initial
entries should be the foll ow ng:

Error
Code Error Nane

0 No Error

1 MPLS Error

2 Logi cal Link Addressing Conflict
3 Encapsul ation Error

4 Announce/ Wt hdraw Err or

5 Session May Not Be Conti nued
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