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Abst ract

The Renote Authentication Dial-l1n User Server (RADIUS) Protocol can
use the User Datagram Protocol (UDP) and the Transport Control
Protocol (TCP) as its underlying transport layer. But it pernmits TCP
to be used as a transport protocol for RADIUS only when a transport

| ayer such as TLS or |Psec provides confidentiality and security.

QUI C i nherently supports encryption (using TLS 1.3), which could
provide a higher |evel of security. And QU C supports multiple
streans over a single connection, enhancing throughput and
efficiency. This docunent defines RADI US over the QUI C transport
protocol, naned RADI USoQUI C.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 8 May 2026.
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . .
2. Term nol ogy and EEfInItIOﬂS .
3 Connecti on Managenent
Connecti on EstabllshnEnt
Connection Term nation . .
2.1. QUIC Connection Ternlnatlon Process o
2.2. RADI USoQUI C Consi derations for Connection
Term nation . . e e e e
4. Stream Mappi ng and Usage .
1. Bidirectional Streanrbetmeen G |ent and Server
4.1.1. Milti-Stream Use Case .
5.  Endpoi nt Authentication
6. Operational Considerations
Configuration Parameters
Packet For mat
QUI C Port e e e e e
Managenent | nformati on Base (M B)
Detecting Live Servers e e e
Mal f or med Packets and Uhknown G |ents e X 0]
Limtations of the ID Field . . . . . . . . . . . . . . . 10
. EAP Sessions . . . . . . . . . . . . . . . . . . . ... 10
IANA Considerations . . . . . . . . . . . . . . . . .. ... 1
Security Considerations . . . . . . . . . . . . . . ... .. 11
Ref erences . . e A
9 1. Normative References e A
9.2. Informative References . . . . . . . . . . . . . . . . . 12
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 13

SO0 W
N kWb R Wwh ke
COOONNNNOOU UBDMAMDN

©oN

1. Introduction

RADI US (Renpte Authentication Dial-In User Service) is a networking
protocol that provides centralized authentication, authorization, and
accounting for users who connect and use a network service. It is
typically used in environments such as Internet service providers
(I'SPs), corporate networks, and other places where secure access
managenent is required
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The RADI US protocol was originally defined in [ RFC2865] as using the
User Datagram Protocol (UDP) for the underlying transport |ayer.
Since UDP has some limtations (such as unreliable transport, packet
fragnentation, connectionless transport, and | ack of congestion
control), the TCP transport is reconmended to be used [ RFC6613] when
anot her nmethod such as | Psec [ RFC4301] or RADIUS/ TLS [ RFC6614] is
used to provide additional confidentiality and security of RADIUS in
i nter-server conmuni cations scenari os, such as inter-domain

communi cati on bet ween proxi es.

QUIC i s devel oped based on the UDP protocol and ains to address
certain limtations of TCP. Conpared with the traditional TCP/ UDP
protocol used by RADIUS, QU C provides the foll owi ng enhancenents:

* Inproved Security. QU C inherently supports encryption (using TLS
1.3), which could provide a higher level of security for RAD US
conmuni cati ons conpared to the standard RADI US protocol that
relies heavily on IPsec or TLS over TCP for encryption. This can
also greatly sinplify security-related configurations.

* Enhanced Performance. QU C reduces connection establishnment tine
with its zero-round-trip setup for repeat connections, potentially
speedi ng up the authentication process significantly.

* Reliability and Robustness. QU C s congestion control, |oss
recovery, and reduced | atency features could make RADI US
communi cations nmore reliable, especially over |ess-stable network
connecti ons.

* Connection Mgration. The ability of QU C to handl e connection
m grations seam essly coul d enhance RADI US network nobility
between client (running on Network Access Server) and server,
allowing client to change networks wi thout disrupting
aut henti cati on sessi ons.

* Miltiplexing. QU C s support for multiple streans over a single
connection could enable nmultiple RAD US transactions to be
processed sinultaneously, enhancing throughput and efficiency.
This can alleviate the congestion problem of |arge-scale
aut henti cati on nmessages and provide users with faster
aut henti cation services and hi gher authentication success rate via
fewer connections. |ndependent streans can al so prevent Head- of -
Li ne (HoL) bl ocking between different RADI US transacti on messages.
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Therefore, for inter-server conmunication scenarios that require
secure connections and reliable data transmission, QUC is a
competitive transport protocol for the nmessage transm ssion nmechani sm
of RADIUS Protocol. This docunent specifies howto use QU C as the
transport protocol for RADIUS Protocol, nanmed RADI USoQUI C.

2. Term nology and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

In this docunment, the terms "client" and "server"” are used to refer
to the two ends of the QU C connection. The client actively
initiates the QU C connection. The ternms "RADIUS client" and "RADI US
server" are used to refer to the two ends of the RADI US Protocol
session. GCenerally, an "RADIUS client" provides an access service
for a user to a network, meanwhile a "RADI US server" provides one or
more of authentication, authorization, and/or accounting (AAA)
services to a Network Access Server (NAS). 1In addition, A RAD US
Proxy acts as a RADI US server to the NAS, and a RADIUS client to the
RADI US server.

* (Cient: The endpoint that initiates a QU C connection, the RAD US
client or RADI US proxy.

* Server: The endpoint that accepts a QU C connection, the RADI US
server or RADI US proxy.

3. Connection Managenent

3.1. Connection Establishnent
QUI C connection establishnment is described in [RFC9000]. During
est abl i shing connection, RAD USoQUI C support is indicated by
sel ecting the Application-Layer Protocol Negotiation (ALPN) [RFC7301]
token as listed in the  ANA Section 7 in the TLS handshake.
The RADIUS Cient or Proxy as client should be the initiator of the
QUI C connection to the RADI US Server neanwhile the RADI US Server or
Proxy as server acts as a connection acceptor.

3.2. Connection Term nation
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3.2.1. QU C Connection Term nation Process

The typical QUI C connection term nation process is described in
[ RFC9000] .

3.2.2. RADIUSoQUI C Consi derations for Connection Term nation

When an RADI US session is inplenmented based on a QU C connection, the
idle tinmeout should be disabled or the QU C max_idle_tinmeout should
be set appropriately in order to keep the QU C connection persistent
even if the RADI US session is idle.

If the QU C connection is broken or closed, retransmi ssions over new
connections are perm ssible. RAD US request packets that have not
yet received a response MAY be transmitted by a RADIUS client over a
new QUI C connection. Since this procedure involves using a new
source port, the ID of the packet MAY change. |f the ID changes, any
security attributes such as Message- Aut henticator MJST be
recal cul at ed.

If a QU C connection is broken or closed, any cached RADI US response
packets ([ RFC5080], Section 2.2.2) associated with that connection
MUST be di scarded. A RADIUS server SHOULD stop the processing of any
requests associated with that QU C connection. No response to these
requests can be sent over the QU C connection, so any further
processing is pointless. This requirenent applies not only to RADI US
servers, but also to proxies. Wen a client’s connection to a proxy
server is closed, there may be responses froma hone server that were
supposed to be sent by the proxy back over that connection to the
client. Since the client connection is closed, those responses from
the hone server to the proxy server SHOULD be silently discarded by

t he proxy.

RADI US clients using QU C MUST mark a connection DOM i f the network
stack indicates that the connection is no longer active. |If the
network stack indicates that the connection is still active, clients
MUST NOT decide that it is down until the application-layer watchdog
al gorithm has nmarked it DOM ([ RFC3539], Appendix A). RADIUS clients
usi ng QUI C MIUST NOT decide that a RADI US server is unresponsive unti
all QU C connections to it have been marked DOWN

A client should proactively close connections or mark a server as
DOM due to an admini strative decision
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4.

4.

St ream Mappi hg and Usage

QUI C [ RFC9000] wuses nultiple simultaneous streams to carry data in
one direction. QU C Streans provide a |ightweight, ordered byte-
stream abstraction to an application. Streans can be unidirectiona
or bidirectional meanwhile streans can be initiated by either the
client or the server. Unidirectional streans carry data in one
direction: fromthe initiator of the streamto its peer.

Bi directional streams allow for data to be sent in both directions.

QUIC uses StreamID to identify the stream The |east significant
bit (0x1) of the streamID identifies the initiator of the stream
(client with the bit set to 0). The second | east significant bit
(0x2) of the stream I D distingui shes between bidirectional streans
(with the bit set to 0) and unidirectional streanms [ RFC9000].

RADI US packets include request packets and response packets. RADI US
request packet is a packet originated by a RADIUS client to a RAD US
server. For exanple, Access-Request, Accounting-Request, CoA-
Request, or Disconnect-Request. RADIUS response packet is a packet
sent by a RADIUS server to a RADIUS client, in response to a RADI US
request packet. For exanple, Access-Accept, Access-Reject, Access-
Chal | enge, Accounti ng- Response, or CoA-ACK [ RFC6613].

1. Bidirectional Stream between Cient and Server

If RADI US request packets are carried via transport protocol from
RADI US client to RADIUS server, RADI US response packet are needed to
be sent from RADI US server to RADIUS client in response to the RADI US
request packets. Therefore, the RADI US connection shoul d be

bi directional between Cient and Server

Based on the above description, The RADI US request nessages are
initiated by the dient and the replies are needed fromthe Server
So the RADI US nessages MAY be mapped i nto one bidirectional stream
whose streamtype is Ox0 according to section 2.1 of [RFC9000].

To enhance transm ssion performance during | arge-scal e processing of
aut henti cati on, accounting, and authorization requests, RAD US
messages can be transmitted over nmultiple configurable bidirectiona
streans.
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4.

6.

6.

When using nultiple streanms, all nessages bel onging to the sane

RADI US transaction nmust remain within a single streamto naintain
protocol integrity. A RAD US transaction refers to a conplete
protocol interaction process, including all nmessage exchanges between
the client (such as NAS) and the server (such as RADI US server) from
the request to the final response. RADIUS transactions can be
divided into authentication transactions, accounting transactions,
and dynam c authorization transactions.

1.1. Milti-Stream Use Case

As described above, there are three types of RADI US transacti ons;
therefore, the client can create three QU C bidirectional streans to
carry these three RADIUS transactions, as shown in Figure 1. Stream
0 is used for authentication, stream1 for accounting, and stream 2
for authorization transactions.

Cient Server
R i + Stream 0O R i +
| Authentication Request |<------------- >| Aut hentication Response |
o e e e e e e e e oo o - + o e e e e e e oo +
R AR EEEE LR + Stream 1 R R E LR R +
| Accounti ng Request | <----mmmema- - >| Accounti ng Response |
YT + T +
R i + Stream 2 R i +
| Authorization Request |<------------- >| Aut horizati on Response |
o e e e e e e e e oo o - + o e e e e e e oo +

Figure 1. Miltiple Stream Use Case
Endpoi nt Aut henti cati on

RADI USoQUI C uses QUI C whi ch uses TLS version 1.3 or greater.
Therefore, the TLS handshake process can be used for RADI USoQUI C
endpoi nt authentication. A third-party authentication nmechani sm can
al so be applied for RAD USoQUI C endpoi nt authentication, such as a
TLS client certificate.

Oper ational Considerations
1. Configuration Paraneters
The decision to use RADI USoQUI C i nstead of the TCP-based/ UDP-based
mechani smis an operational decision, and an inplementation MJST

provi de a configuration mechanismto enable RAD USoQUI C on t he RADI US
sessi on.
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A configuration option SHOULD be provided to enable the use of
multiple streams, and the nunber of streans al so SHOULD be
confi gurabl e.

As QUCis areliable transport, if there is no response to a RADI US
packet over one QU C connection, inplenentations MJUST NOT retransmt
that packet over a different QUI C connection to the same destination
| P address and port, while the first connection is in the OKAY state
([ RFC3539], Appendix A).

6.2. Packet Format

RADI USoQUI C MUST strictly preserve all specifications of [ RFC2865],
[ RFC2866], and [ RFC5176], including packet format, attribute
encodi ng, and security conputations (authenticators, dynam c or
encrypted attributes).

The use of QUIC transport does not change the cal cul ati on of
security-related fields (such as the Response-Authenticator) in

RADI US [ RFC2865] or RADI US Dynam c Aut horization [ RFC5176] .

Cal cul ati on of attributes such as User-Password [ RFC2865] or Message-
Aut henti cator [ RFC3579] al so does not change. In addition, Cients
and servers MJST be able to store and nanage secrets based on the key
descri bed at the section 5 of [RFCO001].

The changes required to inplement this specification primarily affect
the RADI US conponents responsi ble for sending and receiving network
packets.

6.3. QUIC Port

The default destination port for RAD USoQUI C is UDP/ TBD (assigned by
I ANA), which handl es authentication, accounting, and dynam c

aut hori zation without port differentiation. Source ports may be
arbitrarily chosen.

RADI US over UDP or TCP [ RFC2865] [RFC6613] uses distinct ports for
aut henti cation, accounting, and dynam c authorization. In contrast,
RADI USoQUI C utilizes a single port for all packet types. However,
RADI USoQUI C mai ntai ns the fundanental client-server nodel where:

* Cdients send authentication requests and process replies for user
sessi ons.

* Servers receive requests, process them and return responses.
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The normative rul es defining acceptabl e packet types for clients and
servers maintain identical packet flow behavior to RAD US over UDP or
TCP.

6.4. Managenent Information Base (M B)

The M B nodul es defined in [ RFC4668], [RFC4669], [RFC4670],

[ RFC4671], [RFCA672], and [ RFC4673] were specifically designed for
RADI US over UDP transport and therefore do not support either RADI US
over TCP [ RFC6613] or RADI USoQUI C i npl enentations. These existing

M B nodul es shoul d not be reused for RADI USoQUI C connecti on
statistics nonitoring, as they lack the necessary constructs to
properly track QUI C-specific features such as connection mgration,
crypt ogr aphi ¢ handshakes, and stream nultiplexing. Future updates to
the MB specifications will be required to adequately support these
newer transport protocols.

6.5. Detecting Live Servers

In RADIUS hop-by-hop architecture, proxies inherently isolate
clients fromdownstream server information, preventing direct

awar eness of backend server states. Wile clients can assess their
i medi ate proxy’s operational status, they lack visibility into
subsequent hops since proxies primarily function as transparent
forwarders between NAS and RADI US servers w thout generating

i ndependent responses (per [RFC2865]). This opacity creates

anbi guity when requests go unanswered, as failures could stemfrom
mul tiple points: packet loss in either the NAS-proxy or proxy-server
segnents, proxy mal functions, or actual server outages, with no
built-in mechanismto distinguish between these scenari os.

RADI US clients using RADI USoQUI C rmust consi der a connecti on DOMN when
either: (1)All active QU C Connection IDs enter DRAIN NG state, or

(2) The connection receives a valid CONNECTI ON CLOSE frane. However,

i f any Connection ID renmains ACTIVE, clients should continue treating
the connection as operational until: (1)Path validation fails for all
avai | abl e Connection IDs, and (2) The application-layer watchdog timer
expires (as specified in [ RFC3539] Appendix A). A RADI US server

shoul d only be decl ared unresponsive when: (1)All existing QUC
connections have term nated, and (2)No new connections can be

est abl i shed using remai ni ng Connection | Ds.

The RADI USoQUI C do not forbid the practice of a client proactively

cl osi ng connections or marking a server as DOM due to an
adm ni strative deci sion.
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6.6. Ml formed Packets and Unknown Cients

For RADI USoQUI C i npl enent ati ons, due to QU C s stream based reliable
delivery, when encountering any condition that would require closing
a TCP connection under Section 2.6.4 of [RFC6613], inplenentations
MUST term nate the affected QU C streaminmmediately. Additionally,

i mpl emrent ati ons MAY choose to terminate the entire QU C connection
based on | ocal policy.

For two exceptional cases permtting silent discarding for TCP under
Section 2.6.4 of [RFC6613], RADI USoQUI C perforns the sane operation

I mpl ement ati ons MAY either close only the of fending streamwhile

mai ntai ning the QU C connection, or termnate the entire QU C
connection. In all cases, the invalid packet MJST be di scarded

wi t hout processing. This approach maintains security while

| everaging QU C s ability to isolate streamfailures - a conproni sed
stream won't necessarily disrupt other concurrent RADI US

transacti ons.

6.7. Limtations of the ID Field

For RADI USoQUIC, the one-octet RADIUS ID field simlarly limts each
QUI C connection to 256 sinultaneous in-flight RADI US transacti ons.
However, QUIC s stream nultiplexing allows nultiple independent
transactions to coexist efficiently on a single connection w thout
head- of -1 i ne bl ocki ng.

To scal e beyond 256 concurrent RADI US transactions, inplenentations
shoul d establish additional QU C connections as needed. This
approach benefits from QU C s efficient connection establishment,
particularly its O-RTT resunption capability, which mnimzes |atency
over head when creating new connections. Wile the ID space
limtation remains per connection (as described in Section 2.4 of

[ RFC3539]), QUIC s reduced connection overhead nakes the nulti-
connection strategy nore practical conpared to TCP

6. 8. EAP Sessi ons

For RADI USoQUI C i npl enent ati ons handl i ng Extensi bl e Authentication
Prot ocol (EAP) sessions [RFC3579], clients SHOULD use the sane QUIC
stream for all packets within a single EAP session to ensure in-order
delivery through QU C s stream sequencing while nmaintaining fault
isolation and efficient multiplexing. Regarding retransm ssions:
EAP- | evel retransm ssions MJST NOT cause RADI US packet

retransm ssions on the sane QUIC stream though alternative streans
or connections may be used if the original beconmes unavail abl e;
importantly, QU C s native |loss recovery handles all necessary
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7.

9.

9.

1.

transport-layer retransm ssions automatically.
I ANA Consi derati ons

Thi s docunent creates a new registration for the identification of
RADI USoQUI C in the "Application Layer Protocol Negotiation (ALPN)
Protocol 1Ds" registry established in [RFC7301].

The "RADI USoQ' string identifies RADI USoQU C.
*  Protocol: RADI USoQUI C

* |dentification Sequence: 0x52 0x41 0x44 0x49 0x55 0x53 0Ox6f 0x51
(" RADI USoQ')

* Specification: This docunent

In addition, it is requested for ANA to reserve a UDP port TBD for
"RADI US over QUIC .

Security Considerations

Thi s docunent replaces the transport protocol |ayer of RADIUS from
other transport protocols to QU C  The basic protocol specification
of RADIUS is not nodified, and therefore the new security risks are
not introduced to the basic RAD US protocol. RADI USoQU C enhances
transport-layer security for RADI US session according to [ RFCO000].

Thi s docunent does not require to support third-party authentication
(e.g., backend Authentication) due to the fact that TLS does not
specify this way of authentication. |If third-party authentication is
needed, TLS client certificates are recommended to be used here.
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