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Abst ract

The Renote Authentication Dial-l1n User Server (RADIUS) Protocol can
use the User Datagram Protocol (UDP) and the Transport Control
Protocol (TCP) as its underlying transport layer. But it pernmits TCP
to be used as a transport protocol for RADIUS only when a transport

| ayer such as TLS or |Psec provides confidentiality and security.

QUI C i nherently supports encryption (using TLS 1.3), which could
provide a higher |evel of security. And QU C supports multiple
streans over a single connection, enhancing throughput and
efficiency. This docunent defines RADI US over the QUI C transport
protocol, naned RADI USoQUI C.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 23 April 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

RADI US (Renote Authentication Dial-1n User Service) is a networking
protocol that provides centralized authentication, authorization, and
accounting for users who connect and use a network service. It is
typically used in environments such as Internet service providers
(I'SPs), corporate networks, and other places where secure access
managenment is required

The RADI US protocol was originally defined in [ RFC2865] as using the
User Datagram Protocol (UDP) for the underlying transport |ayer
Since UDP has sonme limtations (such as unreliable transport, packet
fragmentation, connectionless transport, and |ack of congestion
control), the TCP transport is reconmended to be used [ RFC6613] when
anot her met hod such as | Psec [ RFC4301] or RADI US/ TLS [ RFC6614] is
used to provide additional confidentiality and security of RADIUS in
i nter-server communi cations scenarios, such as inter-donmain

communi cati on between proxi es.
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QUIC is devel oped based on the UDP protocol and ainms to address
certain limtations of TCP. Conpared with the traditional TCP/ UDP
protocol used by RADIUS, QUI C provides the foll owi ng enhancenents:

* | nproved Security. QU C inherently supports encryption (using TLS
1.3), which could provide a higher |level of security for RADI US
communi cati ons conpared to the standard RADI US protocol that
relies heavily on IPsec or TLS over TCP for encryption. This can
al so greatly sinmplify security-related configurations.

* Enhanced Performance. QU C reduces connection establishnment tine
with its zero-round-trip setup for repeat connections, potentially
speedi ng up the authentication process significantly.

* Reliability and Robustness. QUIC s congestion control, |oss
recovery, and reduced | atency features could make RADI US
conmmuni cations nore reliable, especially over |ess-stable network
connecti ons.

* Connection Mgration. The ability of QU C to handl e connection
m grations seam essly coul d enhance RADI US network nobility
bet ween client (running on Network Access Server) and server,
allowing client to change networks (e.g., nmoving fromW-Fi to
cellular) wthout disrupting authentication sessions.

* Miltiplexing. QUC s support for nultiple streams over a single
connection could enable nmultiple RAD US transactions to be
processed sinmultaneously, enhancing throughput and efficiency.
This can alleviate the congestion problem of |arge-scale
aut henti cati on nmessages and provide users with faster
aut henti cation services and hi gher authentication success rate via
f ewer connecti ons.

Therefore, for inter-server conmunication scenarios that require
secure connections and reliable data transmission, QUCis a
conpetitive transport protocol for the nessage transm ssion mechani sm
of RADIUS Protocol. This docunent specifies howto use QU C as the
transport protocol for RADIUS Protocol, naned RADI USoQUI C

2. Term nology and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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In this docunent, the terms "client” and "server" are used to refer
to the two ends of the QU C connection. The client actively
initiates the QU C connection. The ternms "RADIUS client” and "RADI US
server" are used to refer to the two ends of the RADI US Protocol
session. Generally, an "RADIUS client" provides an access service
for a user to a network, nmeanwhile a "RADI US server" provides one or
nmore of authentication, authorization, and/or accounting (AAA)
services to a Network Access Server (NAS). 1|In addition, A RAD US
Proxy acts as a RADI US server to the NAS, and a RADIUS client to the
RADI US server.

* Client: The endpoint that initiates a QU C connection, the RADI US
client or RADIUS proxy.

* Server: The endpoint that accepts a QU C connection, the RADI US
server or RADI US proxy.

3. Connection Managenent
3.1. Connection Establishnent

QUI C connection establishnent is described in [ RFC9000]. During

est abl i shing connection, RADI USoQUI C support is indicated by
selecting the Application-Layer Protocol Negotiation (ALPN) [RFC7301]
token as listed in the | ANA Section 7 in the TLS handshake.

The RADIUS Cient or Proxy as client should be the initiator of the
QUI C connection to the RADI US Server neanwhile the RADI US Server or
Proxy as server acts as a connection acceptor.

3.2. Connection Term nation
3.2.1. QUIC Connection Term nation Process

The typical QU C connection termination process is described in
[ RFC9000] .

3.2.2. RADI USoQUI C Consi derations for Connection Term nation

When an RADI US session is inplenmented based on a QU C connection, the
idle tineout should be disabled or the QU C max_idle_tinmeout should
be set appropriately in order to keep the QU C connection persistent
even if the RADI US session is idle.

If the QUIC connection is broken or closed, retransm ssions over new
connections are perm ssible. RAD US request packets that have not
yet received a response MAY be transmitted by a RADIUS client over a
new QUI C connection. Since this procedure involves using a new
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source port, the ID of the packet MAY change. |If the ID changes, any
security attributes such as Message- Aut henti cator MJST be
recal cul at ed.

If a QU C connection is broken or closed, any cached RADI US response
packets ([ RFC5080], Section 2.2.2) associated with that connection
MUST be di scarded. A RADI US server SHOULD stop the processing of any
requests associated with that QU C connection. No response to these
requests can be sent over the QU C connection, so any further
processing is pointless. This requirenent applies not only to RADI US
servers, but also to proxies. Wen a client’s connection to a proxy
server is closed, there may be responses froma hone server that were
supposed to be sent by the proxy back over that connection to the
client. Since the client connection is closed, those responses from
the hone server to the proxy server SHOULD be silently discarded by

t he proxy.

RADI US clients using QU C MUST nmark a connection DOM i f the network
stack indicates that the connection is no |onger active. |If the
networ k stack indicates that the connection is still active, clients
MUST NOT decide that it is down until the application-layer watchdog
al gorithm has marked it DOM ([ RFC3539], Appendix A). RADIUS clients
usi ng QUI C MJUST NOT decide that a RADI US server is unresponsive unti
all QU C connections to it have been marked DOMN

A client should proactively close connections or mark a server as
DOMWN due to an adm nistrative decision

4. Stream Mappi ng and Usage

QUI C [ RFC9000] uses nultiple simultaneous streams to carry data in
one direction. QU C Streans provide a |ightweight, ordered byte-
stream abstraction to an application. Streans can be unidirectiona
or bidirectional neanwhile streans can be initiated by either the
client or the server. Unidirectional streans carry data in one
direction: fromthe initiator of the streamto its peer

Bi directional streans allow for data to be sent in both directions.

QUIC uses StreamID to identify the stream The |east significant
bit (0x1) of the streamID identifies the initiator of the stream
(client with the bit set to 0). The second | east significant bit
(0x2) of the stream | D distinguishes between bidirectional streans
(with the bit set to 0) and unidirectional streams [ RFC9000].

RADI US packets include request packets and response packets. RAD US
request packet is a packet originated by a RADIUS client to a RAD US
server. For exanple, Access-Request, Accounting-Request, CoA-
Request, or Disconnect-Request. RADIUS response packet is a packet
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sent by a RADIUS server to a RADIUS client, in response to a RAD US
request packet. For exanpl e, Access-Accept, Access-Reject, Access-
Chal | enge, Accounti ng- Response, or CoA-ACK [ RFC6613].

4.1. Bidirectional Stream between Cient and Server

I f RADI US request packets are carried via transport protocol from
RADI US client to RADIUS server, RADH US response packet are needed to
be sent from RADI US server to RADIUS client in response to the RADI US
request packets. Therefore, the RADI US connection shoul d be

bi directional between Cdient and Server

Based on the above description, The RADI US request nessages are
initiated by the dient and the replies are needed fromthe Server.
So the RADI US nessages MAY be mapped into one bidirectional stream
whose streamtype is Ox0 according to section 2.1 of [RFC9000].

To enhance transm ssion perfornance during | arge-scal e processing of
aut henti cation, accounting, and authorization requests, RAD US
messages can be transmitted over nultiple configurable bidirectiona
streans.

When using nultiple streans, all nessages belonging to the sane

RADI US transaction nmust remain within a single streamto maintain
protocol integrity. A RAD US transaction refers to a conplete
protocol interaction process, including all nessage exchanges between
the client (such as NAS) and the server (such as RADIUS server) from
the request to the final response. RADIUS transactions can be
divided into authentication transactions, accounting transactions,
and dynam ¢ authorization transactions.

5.  Endpoi nt Authentication

RADI USoQUI C uses QUI C which uses TLS version 1.3 or greater
Therefore, the TLS handshake process can be used for RADI USoQUI C
endpoi nt authentication. A third-party authentication mechani sm can
al so be applied for RAD USoQUI C endpoi nt authentication, such as a
TLS client certificate.

6. Operational Considerations
The decision to use RADI USoQUI C i nstead of the TCP-based/ UDP-based
mechani smis an operational decision, and an inplenentati on MJST

provi de a configuration mechanismto enable RAD USoQUI C on t he RADI US
sessi on.
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As QUICis areliable transport, if there is no response to a RADI US
packet over one QU C connection, inplenentations MJUST NOT retransmt
that packet over a different QU C connection to the same destination
| P address and port, while the first connection is in the OKAY state
([ RFC3539], Appendix A).

The use of QUIC transport does not change the cal cul ati on of
security-related fields (such as the Response-Authenticator) in

RADI US [ RFC2865] or RADI US Dynam c Aut horization [ RFC5176] .

Cal cul ation of attributes such as User-Password [ RFC2865] or Message-
Aut henti cator [RFC3579] al so does not change. In addition, Cients
and servers MJST be able to store and nmanage shared secrets based on
the key described at the section 2.6 of [RFC3539] (i.e., |P address,
port, transport protocol).

I ANA Consi derations
Thi s docunent creates a new registration for the identification of
RADI USoQUIC in the "Application Layer Protocol Negotiation (ALPN)
Protocol IDs" registry established in [ RFC7301].
The "RADI USoQ' string identifies RADI USoQUI C
*  Protocol: RADI USoQUI C

* ldentification Sequence: 0x52 0x41 0x44 0x49 0x55 0x53 0x6f 0x51
(" RADI UsoQ'")

* Specification: This docunent

In addition, it is requested for ANA to reserve a UDP port TBD for
"RADI US over QUIC .

Security Considerations

Thi s docunent replaces the transport protocol |ayer of RADIUS from
other transport protocols to QU C  The basic protocol specification
of RADIUS is not nodified, and therefore the new security risks are
not introduced to the basic RADI US protocol. RADI USoQU C enhances
transport-layer security for RADI US session according to [ RFC9000].

Thi s docunent does not require to support third-party authentication
(e.g., backend Authentication) due to the fact that TLS does not
specify this way of authentication. |If third-party authentication is
needed, TLS client certificates are recommended to be used here.
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