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Abstract

Thi s docunent defines a YANG data nodel for the configuration and
managenment of Computing-Aware Traffic Steering (CATS) systens.

The YANG npdul e defined in this docunent conforns to the Network
Management Datastore Architecture (NVDA).
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I nt roducti on

[I-D.ietf-cats-framework] introduces a framework for Conputing-Aware
Traffic Steering (CATS). This docunent defines a YANG data nodel for
configuring and managi ng the CATS system The nodel extends the
ietf-routing YANG nodel defined in [RFC8349], is agnostic to
specific protocol extensions, and conforns to the franmework
definition to serve as a critical diagnostic or control nechani sm
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1.1. Term nol ogy

The following terns as defined in [I-D.draft-ietf- cats-franmework]
are used:

CS-1 D CATS Service ID.

CSCl -1 D: CATS Service Contact Instance ID.
C-SMA: CATS Service Metric Agent.

C-NVA: CATS Network Metric Agent.

C-PS: CATS Path Sel ector.

C-TC. CATS Traffic Classifier.

The new defined terns:

C-Cl B: CATS Conputing Information Base, as shown in Figure 1,
responsi bl e for maintaining CATS network conputing information.
Provi des basic data for the C SMVA

C-NIB: CATS Network Information Base, as shown in Figure 1,
responsi bl e for maintaining CATS network information. Provides
basic data for the C NVA

CATS- SBI : The CATS Sout hbound Interface, as shown in Figure 1. The
interface between the CATS Forwarders and the CATS Control Pl ane
(regardl ess of the protocols used in the Control Plane). It could
be used to report conputing netric information from CATS
Forwarders to the Control Plane, and also could be used to send
path and service policy information or service information from
the Control Plane to CATS- Forwarders.

C-SMA APl : An extended interface between the Control Plane or
Management Pl ane and the G SMA, or between CATS- Forwarders and
servi ce-instances, as shown in Figure 1, it is used to report
service nmetric information to the Control Plane or CATS-

For war der s.

1.2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
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BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

1.3. Tree Diagrans

Tree diagrans used in this docunment follow the notation defined in
[ RFC8340] .

1.4. Prefixes in Data Node Nanes

yl,

In this docunent, nanes of data nodes, actions, and other data nodel
objects are often used without a prefix, as long as it is clear from
the context in which YANG nodul e each nane is defined. O herw se,
nanes are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e, as shown in Table 1.

Fom ek o m e e e e e e aao o o e e o s +
| Prefix | YANG nodul e | Reference |
T o e e e e a e oo oo o e e e oo +
| ip | ietf-ip | [ RFC8344] |
| rt | ietf-routing | [ RFC3349] |
| cats | Tetf-cats | Section 3 |
| yang | ietf-yang-types | [ RFC6991] |
| inet | ietf-inet-types | [ RFC6991] |
T o e e e e a e oo oo o e e e oo +

Table 1: Prefixes and Correspondi ng YANG Modul es
CATS System Overvi ew

As defined in [I-D.ietf-cats-franework], the CATS franmework
structure consists of the G SMA (responsible for maintaining service
metrics), the GNVA (responsible for maintaining network netrics),
the CG-PS (responsible for maintaining forwarding table entries), and
the C-TC (responsible for traffic classification), as shown in

Fi gure 1.

The C-CIB and C-NIB are defined in the managenent plane. The CATS-
SBI is used to exchange information between CATS Forwarders and the
Control Plane. The CGSMA APl is an extended interface to report
service nmetric information between the Control Plane and the C SMA
or between CATS- Forwarders and servi ce-instance.
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3.

o mm e e e e e e e e e e e e e e e mam- + Fomm e e e oo +
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Figure 1. CATS System Architecture

Desi gn of CATS Data Mbdel

3.1. Scope of Mddel

yl,

The nodel covers CATS systens as described in [I-D.ietf-cats-
framework]. This nodel can be used to configure and manage CATS
syst ens.

The operational state data and statistics can be retrieved by this
nodel . The subscription and push nechani smdefined in [ RFC8639] and
[ RFC8641] can be inplenented by the user to subscribe to
notifications on the data nodes in this nodel.
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The nodel contains all the basic configuration paraneters to operate
the CATS system Depending on the inplenmentation choices, sone
systens mght not allow sonme of the advanced paranmeters to be

confi gurabl e.

Qccasi onal | y-i npl ement ed paraneters are nodel ed as optional features
in this model. This nodel can be extended, and it has been
structured in a way that such extensions can be conveniently nmade.

3.2. Specification

Thi s nodel inports fromand augnments the ietf-routing YANG nodel
defined in [ RFC8349]. Both configuration branch and state branch of
[ RFC8349] are augnented. The configuration branch covers node base
and policy configuration. The container "cats" is the top |evel
container in this data nodel.

The YANG data nodel defined in this document conforms to the Network
Managenment Datastore Architecture (NVDA) [ RFC8342]. The operationa
state data is combined with the associated configuration data in the
same hi erarchy [ RFC8407].

3.3. Model Structure

Thi s docunent defines a YANG data nodel for the configuration and
managenment of CATS correspondi ng data. The data nodel is applicable
to the CATS-SBI interface and the G SVMA APl interface in Figure 1.

The CATS YANG nodel includes basic CATS objects, traffic-classifier
obj ects, and service-netric objects. The nodel al so includes YANG
notifications.

0 The CATS base table provides interfaces for the functionality of
the C-PS conponent, which can be used for comuni cati on between
the Control Plane and the C-SMA as well as for the interface
bet ween the Control Plane and the CATS- Forwar der

o0 The CATS traffic-classifier table provides interfaces for the
functionality of the C TC conponent, which can be used for
communi cati on between the Control Plane and the CATS- Forwarder
The Control Plane can distribute directly CATS traffic-classifier
table to the CATS-Forwarder, allow ng the CATS-Forwarder to
proactively select paths according to forwardi ng policies.
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0 The CATS service-netric table provides interfaces for the C SMA

component, which can be used for conmunication between the

Control Plane and the CATS-Forwarder, as well as for transmtting
service nmetric information fromthe CSMA to the Control Pl ane.
It is also used for forwarding service netric information from

the Control Plane to the CATS-Forwarder.

o The CATS notify table is used by the managenent | ayer conmponent
and can be utilized for the CATS-Forwarder to report events to

the Control Pl ane.
The following is a tree representation of the CATS YANG nodel :

modul e: ietf-cats

augnment /rt:routing:
+--rw cats

| +--rw base

||

|

| +--rwtraffic-classifiers

||

|

| +--rw service-netrics

||

|

I

|

+--n notify

Figure 2: Yang Organi zation and Hierarchy

3.3.1. CATS base

+--rw base
+--rw enabl e bool
+--rw updat e-i nterval uint32
+--rwnetric-limts ui nt 32

+--rwflowlimts ui nt 32
+--rw service-policy
+--rwcs-id i ndex, type cs-id

I
I
I
I
|  +--rw flowtinmeout ui nt 32
I
I
I

+--rw policy-type enuneration

Figure 3: Base configuration tree view
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In the base, you can set the "enable" attribute to enabl e/ disabl e
CATS function on a per-device basis. Wen set to fal se, the CATS
function conponent is shut down.

You can set the "update-interval" paraneter to deternine the
interval at which the CG-SMA notifies the CPS of netric changes. The
default value for this interval is 30 seconds.

You can set the maxi mum nunber of netric table entries by
configuring "nmetric-limts".

You can set the maxi num nunber of flow tables by configuring "flow
limts".

VWhen flow tabl es have been inactive for a long period of tinme, it is
necessary to age out the stale state entries. This can be achieved
by configuring "flowtimout" to control the aging tine of flow

t abl es.

You can set the service-policy table for traffic steering, which
includes affinity-based, service-netric-based, network-netric-based,
and conbi ned service-nmetric and network-netric-based steering.

3.3.2. CATS traffic-classifier

yl,

+--rwtraffic-classifiers
+--rwtraffic-classifier

I

||

| +--rw cs-id i ndex, type cs-id
| +--rw description string

| ] +--rw server-port uintl6

| ] +--rw protocol uint8

Figure 4: traffic-classifier tree view

The CATS traffic-classifier table is used to define the features of
the service and to classify the traffic.

The "cs-id" is used to uniquely identify a CATS service, and the
"description" serves to document its content.

The "server-port" defines the application port for a CATS service.
This port nunber natches the destination port in the |P packets of
data fl ows destined for the service

The "protocol"” defines the application transport protocol for a CATS

service. This protocol nunber natches the protocol in the |IP packets
of data flows destined for the service.
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3.3.3. CATS service-netric

+--rw service-netrics
+--rw service-netric

+--rwcs-id i ndex, type cs-id
+--rwcsci-id i ndex, type csci-id
+--rw source-type i ndex, source-type
+--rwopriority uint8

+--rw | ocation i net:ip-address

+--rw netrics
+--rwnetric
+--rw netric-type i ndex, type uint
+--rw nmetric-value uint32

I
|
|
|
[
||
| +-rw affinity ui nt8
|
|
|
[
(.

Figure 5. Service-netric tree view

The CATS service-netric table is used to control the delivery
service nmetrics on the control plane, thereby generating the
forwarding table on the forwarding plane in conjunction with network
netrics.

The "cs-id" is used to uniquely identify a CATS service, and the
"csci-id" is used to represent an instance of that service. The
"source-type" indicates the source protocol of this service nmetric
i nformati on, such as a static protocol

The "priority" indicates the priority of different service instances
of the sane service, and the "affinity" indicates the affinity
between this service and its service site.

The "location" indicates the |IP address of the service site where
this service instance resides. And the "netrics" indicates different
types of service netric val ues
3.3.4. CATS notify

| +--n notify

| +--ro entry-limt-reached bool ean

| ] +--ro flowlimt-reached bool ean

Figure 6: Notify tree view

Wien the nunber of CATS table entries reaches the maxi mum and when
the nunber of entries goes from naxi mumto not being nmaxi mum an
event notification will be sent indicating the change.
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4. CATS YANG Mbdul e

yl,

<CODE BEG@ NS> file "ietf-cats@025-11-05. yang"

nmodul e ietf-cats {

yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-cats";
prefix cats;

inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing
Management (NVDA Version)";

}

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}

organi zati on
"I ETF Conputing-Aware Traffic Steering
(CATS) Working G oup";
cont act
"WG Web: <https://datatracker.ietf.org/group/cats/>
WG List: <mailto:cats@etf.org>
Aut hor: Huijuan Yao
<mai | t 0: yaohui j uan@hi nanobi | e. con®
Aut hor:  Changwang Lin
<mai | t o: | i nchangwang. 04414@3c. conp
Aut hor: Zhenqi ang Li
<mai | to: i zhengi ang@hi nanobi | e. con»
Aut hor: Quan Xi ong
<mai | t 0: xi ong. quan@t e. com cn>
Author: Luis M Contreras

2025

<mai | to: 1 ui sm guel .contrerasnurill o@ el ef oni ca. conr

",
3

description
"Thi s nodul e describes a YANG nodel for CATS.
Thi s YANG nodel conforns to the Network Managenent
Dat astore Architecture (NVDA) as described in RFC 8342.

Copyright (c) 2025 | ETF Trust and the persons identified as

authors of the code. Al rights reserved.

et al. Expires May 10, 2026 [ Page 10]



Internet-Draft YANG Dat a Model for CATS Decenber 2025

Redi stribution and use in source and binary forms, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the IETF Trust's Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://wwv. rfc-editor.org/info/rfcXXXX)
see the RFC itself for full |egal notices

The key words ' MJST', ' MJST NOT', 'REQUI RED , ' SHALL',
"SHALL NOT', 'SHOULD , ’'SHOULD NOT', 'RECOMMVENDED , ' NOT
RECOMVENDED , ' MAY', and 'OPTIONAL’' in this docunent are to
be interpreted as described in BCP 14 (RFC 2119) (RFC 8174)
when, and only when, they appear in all capitals, as shown
here.";

revision 2025-11-05 {
description
"Initial Version";
ref erence
"RFC XXXX: YANG Data Mbdel for CATS';
}

typedef cs-id {
type union {
type uint32;
type inet:ipv4-address;
type inet:ipv6-address;

description
"This type is for CATS CS-1D.";
ref erence
"RFC XXXX: YANG Data Mbdel for CATS';

}

typedef csci-id {
type union {
type uint32;
type inet:ipv4-address;
type inet:ipv6-address;
}
description
"This type is for CATS CSCl-1D.";
ref erence
"RFC XXXX: YANG Dat a Model for CATS";
}

yl, et al. Expires May 10, 2026 [ Page 11]



Internet-Draft YANG Dat a Model for CATS Decenber 2025

groupi ng service-policy-type {
description
"service policy type";
| eaf policy-type {
type enuneration {
enum base-on-affinity {

val ue O;

description "base on affinity"”;
enum base-on-smonly {

val ue 1;

description "base on service nmetric only";
enum base-on-nmonly {

val ue 2;

description "base on network netric only";
enum base-on-sm nm {

val ue 3;

description
"base on the conbination of service netric and network
metric";
}
}
description "service policy type";
}
}

augment "/rt:routing" {
description
"This augnents the CATS configuration."”;
contai ner cats {
description
"Support for the CATS configuration.";
cont ai ner base {
description
" CATS base configuration.";
| eaf enable {
type bool ean;
description
"enabl e CATS';

| eaf update-interval {
type uint32;
units "seconds";
default "30";
description

yl, et al. Expires May 10, 2026 [ Page 12]
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"Update interval of CATS netric. A value of O
indicates that netrics are sent only when a
significant change occurs and not on a periodic
basis.";

leaf metric-limts {
type uint32;
description
"CATS netric entry limt";
}

leaf flowlimts {
type uint32;
description
"CATS flowentry limt";

| eaf flowtineout {
type uint32;
units "seconds";
default "120";
description
"CATS flow timeout when no flow. A value of 0 neans
that the flow does not tine out due to inactivity

(i.e., infinite timeout), and nust be terni nated
explicitly (e.g., via signaling or administrative
action).";

}

cont ai ner service-policy {
description
" CATS service policy";
| eaf cs-id {
type cs-id;
description
"cs-id";
}
uses service-policy-type;
}
}

container traffic-classifiers {
description
"CATS traffic-classifier feature";
list traffic-classifier {
key "cs-id";
description
"CATS traffic-classifier feature”;
| eaf cs-id {
type cs-id;
description

yl, et al. Expires May 10, 2026 [ Page 13]
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"CATS Cs-ID';
}
| eaf description {
type string;
description
"description of this service, exanple: http";
}
| eaf server-port {
type uint 16;
description
"server-port of the service, matches the
destination port in the |IP packets of data
fl ows destined for the service.";

| eaf protocol {
type uint8;
description
"protocol of the service.";

}
}
}

contai ner service-netrics {
description
"CATS service netric entry"
list service-metric {
key "cs-id csci-id source-type";
description
"CATS service netric entry"
| eaf cs-id {

type cs-id;
description
"CATS cs-id";

}

| eaf csci-id {
type csci-id;
description
" CATS csci-id";
}
| eaf source-type {
type enuneration {
enum static {
val ue 0;
description "static configuration”;

}
}

description
"source-type of the service conpute-netric";
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et al.

}
| eaf priority {
type uint8;
description
"server priority, the smaller the val ue,
the higher the priority.";

}
leaf affinity {
type uint8;
description
"server affinity, the higher the val ue,
the higher the affinity.";
}
| eaf | ocation {
type inet:ip-address;
description
"server |ocation";
}
container metrics {
description
"service netric";
list metric {
key "metric-type";
description "Different types of service.";
| eaf metric-type {
type enuneration {
enum del ay {
val ue 0;
description

2025

"Calculate the netric based on transm ssion
del ay, where the nmetric value is the del ay

time in mlliseconds.";
enum service-ratio {
val ue 1;

description
"Cal cul ate the metric based on business
capacity, where the nmetric value is the
current capacity percentage."”;
}
enum nmenory-ratio {
val ue 2;
description
"Cal cul ate the metric based on nmenory
utilization percentage, where the metric
value is the current nenory utilization
per cent age";

Expires May 10, 2026 [ Page 15]
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}
description "metric type";
reference
"RFC YYYY. CATS Metrics Definition";

| eaf metric-value {
type uint32;
description "nmetric val ue";

}

}
}
}
}

container notify {
description "event notify";
| eaf entry-limt-reached {
type bool ean;
description "entry limt reached";

leaf flowlimt-reached {
type bool ean;
description "flow entry limt reached";
}
}
}
}

}
<CODE ENDS>
5. Security Considerations

The YANG nodule "ietf-cats" defines a data nodel designed to be
accessed via YANG based managenent protocols such as NETCONF

[ RFC6241] and RESTCONF [ RFC8040]. These protocols have to use a
secure transport layer (e.g., SSH [RFC4252], TLS [RFC8446], and QU C
[ RFCO000]) and have to use mutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in the ietf-cats.yang
modul e that are witabl e/ creatable/deletable (i.e., config true,
which is the default). These data nodes may be consi dered sensitive
or vulnerable in sone network environments. Wite operations (e.g.,
edit-config) to these data nodes wi thout proper protection can have

yl, et al. Expires May 10, 2026 [ Page 16]
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yl,

a negative effect on network operations. These are the subtrees and
data nodes and their sensitivity/vulnerability:

* [cats: base/cats:enable

* [cats:base/cats:update-interva

* [cats:base/cats:netric-limts

* [cats:base/cats:flowlimts

* [cats:base/cats:flowtineout

* [cats:base/cats:service-policy/cats:cs-id

* [cats: base/cats:service-policy/cats:policy-type

* Jcats:traffic-classifiers/cats:traffic-classifier/cats:cs-id

* Jcats:traffic-classifiers/cats:traffic-classifier
[ cats: description

* Jcats:traffic-classifiers/cats:traffic-classifier
[ cats: server-port

* Jcats:traffic-classifiers/cats:traffic-classifier/cats:protocol
* [cats:service-netrics/cats:service-netric/cats:cs-id

* Jcats:service-nmetrics/cats:service-netric/cats:csci-id

* [cats:service-metrics/cats:service-nmetric/cats: source-type

* [cats:service-netrics/cats:service-netric/cats:priority

* [cats:service-netrics/cats:service-netric/cats:affinity

* [cats:service-metrics/cats:service-metric/cats:|ocation

* [cats:service-netrics/cats:service-netric/cats:netrics
[cats:netric/cats:metric-type

* [cats:service-netrics/cats:service-netric/cats:nmetrics
/cats:netric/cats: netric-val ue

For these augnentations to ietf-routing.yang, the ability to
del ete, add, and nodify CATS base configuration, traffic classifier
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configuration and service nmetric configuration would allow traffic
to be mi srout ed.

Sone of the readabl e data nodes in the ietf-cats.yang nodul e may be
consi dered sensitive or vulnerable in some network environnents. It
is thus inportant to control read access (e.g., via get, get-config,
or notification) to these data nodes. These are the subtrees and
data nodes and their sensitivity/vulnerability:

* [cats:notify/cats:entry-limt-reached
* Jcats:notify/cats:flowlimt-reached

Exposing the notification will expose the CATS table information of
the network device. This may be undesirable due to the fact that
such exposure may facilitate other attacks. Additionally, network
operators may consider their CATS table information to be sensitive
confidential data.

Al'l the security considerations for witable and readabl e data nodes
defined in [ RFC3349] apply to the augnentati ons described herein.

| ANA Consi der ati ons

The 1 ANA is requested to assign the following URI in the "I ETF XM
Regi stry" [ RFC3688]:

URI: urn:ietf:parans:xn:ns:yang:ietf-cats
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XML nanespace.

Thi s docunent registers the followi ng YANG nodule in the "YANG
Modul e Nanmes" registry [ RFC6020]:

Nane: ietf-cats

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:params:xm:ns:yang:ietf-cats
Prefix: cats

Ref erence: RFC XXXX
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