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Abst r act

Al agents are rapidly and massively transitioning fromcutting-edge
technology into real life. The Al agent conmunication protocol wll
establishing a critical neans to connect agents with different users,
tools, and other agents. Anobng all the features of Al agent

conmmuni cation protocol, digital identity is one of the npst inportant
conponents. Devel oping a cross-industry, universal, flexible,

i nteroperable, and secure Al agent digital identity protocol is the
foundation for achieving conmuni cati on between agents and ot her
entities in future network.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

In recent years, |arge nodel -based generative Al is rapidly
advanci ng, paving the way for the arrival of AG. Technically, the
| arge nodel has evolved fromthe single-nodal LLMs |ike ChatGPT to
mul ti-nodal Vi sion-Language Models (VLMs) such as DALL-E, SORA, and
GPT-40. It now evolves to the Vision-Language-Action (VLA) nodels
for robot control, like Google's RT-2 and RT-H

A large nunber of new intelligent term nals energe, and enbodied Al
is poised to becone the nost valuable application of Al. A plethora
of traditional terminals are being upgraded to Al ones through
enbedded | arge nodel s and Al agents, for exanple, Al phones, Al
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wear abl es, and Al PCs. In addition, enbodied Al comes in. It refers
to intelligent agents that can understand, reason, and interact wth
the physical world, such as intelligent robots, self-driving cars,
and robot dogs. Humanoid robots are one of the core scenarios of
enbodied Al. According to the prediction of GAl, the globa

humanoi d robot market is projected to grow fromUSD 1.017 billion in
2024 to USD 15 billion in 2030, increasing at a conpound annua

growm h rate (CAGR) of 56% The gl obal sal es vol une of hunmanoid robots
will increase from 11,900 to 605, 700.

Everyone nmay have a virtual intelligent assistant. Al agents
under st and user needs, schedul e tasks, and invoke and conbi ne nassive
appl i cations autononously. Al agents will revol utionize application-
centric devel opment node and Graphic User Interface (GU)-based
human- machi ne interaction. This innovation |eads to entries for
super applications and super traffic. Many relavant use cases have
been mentioned in [I-D.rosenberg-ai-protocol s].

These Al agents are poised to be the "new citizens" of future network
connections, heral ding an econom ¢ boom and usheri ng human soci a

life into a new era of coll aboration between humans and Al agents, as
wel | as anmpbng Al agents thensel ves.

2. Digital Identity Managenent Rel ated Use Cases in the Context of Al
Agent Communi cati ons

2.1. Cenera

According to ITU-T [Digital-identity], the digital identity is
defined as foll ows:

Digital ldentity: The International Tel ecomruni cati on Union (I TU)
defines the concept of identity as a ‘representation of an entity in
the formof one or nore attributes that allow the entity or entities
to be sufficiently distinguished within context’” . Building on this
definition, we mght state that a digital identity is the digita
representation of an entity detail ed enough to make the individua

di stinguishable within a digital context.

According to 3GPP [ TR22.870], an Al agent is defined as follows:
Al Agent: an automated intelligent entity capable of e.g. interacting
with its environnent, acquiring contextual information, reasoning,

sel f-1earni ng, decision-nmaking, executing tasks (autononmously or in
col l aboration with other Al Agents) to achieve a specific goal
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Thus the digital identity of an Al agent could be defined as “the
digital representation of an Al agent detail ed enough to make

i ndi vi dual distinguishable within an Al agent comunication context.”
The digital identity contains nainly 3 parts: identifier, attribute
and key credenti al .

2. 2. Use Cases

According to 3GPP TR 22. 870, there are some use cases di scussing Al
agent that comunicate fromto termnal side with the support of
digital identity.

Al agents comuni cation: - As communication serves as a common
mechani sm for sharing information, there will be nore and nore users
and their Al agents that need to be supported in a near future. A
group coul d be established for users and their Al agents to

conmmuni cate with each other. To conplete a conplex task involving
mul tiple users and triggered by a user, Al agent or application,
communi cati on domain for nultiple groups could be established, the
users and Al agents working for the sane task can be explicitly
identified by the task request or inplicit identified based on

| ocation area or relative distance. Communication domain could be
dynanmically created for users and Al agents frommultiple groups to
comuni cate with each other for a specific task during a specific
time. Only the Al agents in the sanme domain can conmunicate with
each other. |If authenticated / authorized, users and Al agents could
join this group via various access technol ogi es, including the
cellular network, W-Fi and Ethernet, etc.

Intelligent Conmmunication Assistants: - Overall, intelligent

communi cati on assistant provided by the operators natively is a
custom zed service. It can interact with end users through voi ce,
text, gesture or other nodalities to provide enhanced experience.

The assistant can be custom zed for each particul ar user by accessing
user data stored in the network. Wth user’ s consent, it can provide
various comuni cation services and support individual users based on
user’ s intention and requirenment. The provided services include

i ntent - based search, personalized reconmrendations, voice-controlled
smart home devices, and interaction with various services (including
3rd party Al assistant or capabilities) or devices. The

custom zati on can be achi eved by providing different |evels of the
intelligent comunication assistant service, based on the

aut hori zation fromthe user for user data.
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3. Potential Digital Identity Management Requirements for Al Agent
Conmuni cati on

3.1. Cenera

Digital ldentity in the context of Al agent communication involves
several common requirenents to ensure effective, efficient, and
secure interactions. Here is a list of potential key requirenents
derived fromthe illustrative use cases provided in the previous
sections. They are not yet fornmally approved by 3GPP and only
provi ded for information/discussion.

3.2. ldentifier
3.2.1. dobal Unique Identifier

Al agents SHOULD have a gl obal unique identifier in an universa
interoperable format to ensure the identifier can be used to
dynanmically identify and | ocate the Al agent.

3.2.2. User Binding

Al agents are designed to provide services for the hunan user,

soneti nes on behal f of the user. The digital identity of an Al agent
MUST support the description of its associated user, so that the Al
agent comuni cation protocol can further support user authorization
when needed.

3.3. Attribute
3.3.1. Skil

Al Agents can support multiple skills, and these skills may not be
provi ded by a single manufacturer or provider. Considering that
skill is the nature of Al agent comunication and one of the nost

i mportant properties of an Al agent. The definition of skills with
different origins for an Al agent SHOULD be supported.

3.3.2. Capability

Al agent are able to comunicate with other agents through nulti-
nmodal capabilities, e.g. text, image, voice, video, real-tine
communi cati on. These capabilities are pre-requisites for the
comruni cati on channel establishnment. The definition of these nulti-
nmodal capabilities SHOULD be supported.
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3.3.3. Service

Al Agent SHOULD be able to obtain |ong-termor short-term service
verifiable credentials fromdifferent service providers, these
credentials can be used for access control purposes. The Al agent
identity SHOULD support the definition of dynamic service attributes.

3.3.4. Key Credenti al

Al Agent SHOULD be able to support transmt, share, store its digita
identity in a secure way. Usually the public key credential is used
to ensure the integrity of digital identity. Al so the key credenti al
can be used by the target entity of the Al agent to verify its
identity information. The Al agent identity SHOULD support the usage
of key credenti al

3.4. Security
3.4.1. Authentication

In addition to traditional user authentication, the authentication of
the agent should al so be considered in Al agent identity nmanagenent.
More Al agent authentication rel ated considerations have been
mentioned in [|-D. yao-agent-auth-considerations]. The digita
identity SHOULD contain at |east one corresponding credential for the
uni que identifier for the identification

3.4.2. Authorization

According to different scenarios, there will be three different
aut hori zation requirenments, the digital identity of Al agent SHOULD
support these authorization requirenents.

* Agent Authorization:

The agent authorization is the common authorization that agent A
provi des authorized information fromits own digital identity needed
by agent B, and then agent B verifies and authorize the request.
This is REQU RED when an agent is on-behal f-of (OBO itself or other
agents.

* Del egation Authorization:

The agent authorization is the common authorization that Agent A
provi des authorized information fromits user’ s and own digita
identity needed by Agent B, and then Agent B verifies and authorize
the request. This is REQUI RED when an agent is OBOits user, itself,
or other agents.

Yao & Liu Expires 2 January 2026 [ Page 6]



I nt

3. 5.

3. 5.

3. 5.

4.

Yao

ernet-Draft Agent Digital ldentity Requirenents July 2025

* User Authorization:

The agent authorization is the common authorization that agent A
provi des authorized information fromits user’ s and own digita
identity needed by agent B, and then agent B still thinks that it’ s
not sufficient, then agent B require agent A to help get a direct

aut horized information fromthe user to avoid risk. This is REQU RED
when an agent is OBOits user.

Di scovery
1. Intra-domain

* Registration: In order for a successful discovery, the Al agent
SHOULD be able to register its digital identity in an intra-domain
repository. So that the Al agent can be discovered by the intra-
domain entities (e.g. user/other agents).

2. Inter-domain

* Discovery nechanism Al agent should be able to find needed
resource (user/tool/agent) dynanmically through di scovery nechani sm
depending on identifier or attribute, fromintra-/inter-domain
repositories to neet its task requirenents. The digital identity
of Al agent should be the bearer of discovery information.

* Repository Update and Synchronization: In order for a successfu
di scovery, different Al agent repositories SHOULD be able to
update the digital identity information of Al agents that can be
di scover ed.

Security Considerations

As di scussed in previous sections, security plays a key roles in the
definition of digital identity of Al agent. A conprehensive

consi deration of the potential inpact of the various specific
technol ogi es that may be involved on the overall Al agent

communi cati on protocol is required

Concl usi ons

Al agent conmunication requires the participation of partners from
the industry, acadenia, and research sectors, including ternina
vendors, network service providers, cloud service suppliers, Al base
nmodel providers, and application devel opers. Through technica

wor kshops, project collaboration, and innovation pilots, all parties
should join efforts to nake Al agent comunication an essential part
of Al agent economic growmh in the future. Furthernore, the industry
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shoul d advance the standardi zati on progressively to formul ate
globally unified standards for the Al agent conmunication and prosper
the industry ecosystem

In summary, while Al agents have inpressive autonony and
intelligence, they are ultimately tools that serve the needs of

i ndi vidual s or organizations. Each Al agent possesses a unique
digital identity bound to the user identity they serve on the
network. After Al agents are authenticated and authorized, their
aut ononous communi cation activities can be supervised, controll ed,
and traced on the network by the user. Al so, diverse Al agents
possess varying | evels of sensing, decision-naking, and operationa
capabilities. Besides autonony, these properties can be shared with
other Al agents through discovery and orchestration, facilitating
task col |l aboration and achieving the effect of collective
intelligence.

Standard solutions will be required to support the managenent of
digital identity for Al agent conmmunications. To ensure the gl oba
interoperability between heterogeneous Al agents, a standardi zed Al
agent communi cation protocol including the digital identity
managenent needs to be introduced for the session establishnent and
mul ti-nodal data transmission. It is expected that |ETF could be the
pl ace to devel op such standard

6. | ANA Consi derations
TBD.
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