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Abstract

Thi s docunent nmainly introduces the factors to consider for
supporting SRv6 SFC fromthe aspects of deploynent and reliability
met hods.
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1. Introduction

Service Function Chaining (SFC) is a network architecture that
realizes ordered traffic processing by conbining nultiple service
functions (such as firewall, |oad balancing, DPlI, etc.) into a

| ogical chain in a specific sequence. In traditional networks,
service functions are typically depl oyed separately in the form of
physi cal or virtual devices, whereas SFC dynamically steers traffic
through these functions via standardi zed nmechani sns, enhanci ng
flexibility and autonation capabilities.Service Function Chaining
(SFC) enables directed traffic processing by sequentially
orchestrating service functions such as firewall, |oad bal anci ng,
and deep packet inspection (DPl) into logical chains. Conpared to
traditional networks with scattered physical/virtual devices, SFC
significantly enhances network flexibility and autonation through
st andardi zed nechani snms that dynam cally steer traffic through
Servi ce Function nodes (SF).

[ RFC7665] defines the SFC architecture, while the Network Service
Header (NSH) proposed in [RFC38300] serves as a dedicated
encapsul ati on protocol, ensuring precise forwarding of service
chai ns by carryi ng netadat a.
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Al'though NSH is a key inplenentation solution for SFC, its practica
depl oynent faces three core issues:

1) I nsufficient conpatibility: Minstream network devices (especially
har dwar e swi tches) and operating systens have linmted support for
NSH, with only a few routers capabl e of delivering ful
functionality;

2) Scal ability bottl eneck: Requires maintaining per-path state on all
Servi ce Function nodes (SF) and Service Function Forwarders (SFF),
causi ng managenent conplexity to rise sharply with scal e;

3) Architectural fragnmentation: Relies on tunneling mechanisns |ike
VXLAN GRE for cross-node forwarding, nmaking it difficult to
achi eve true integration between Overlay and Underl ay.

Figure 1 shows the NSH based SFC solution, requiring the SFF to
mai ntain state for each SF, and the SFs need to be upgraded to
support NSH.

AR, + AR, +
| SF 1 | | SF 2 |
I I I I
Fom o - -+ Fom o - -+
I I
| |
- + S S
Source ---+ Classi +---+ SFF 1 +----4+ SFF 2 +---- Destination
| fier | I I I I
R + S + S +

Figure 1: SRv6 SFC

The Service Function Chaining begins with the Cassifier, which
splits inconming traffic and inserts Network Service Headers (NSH) to
initiate service chaining while enbedding rel evant netadata. The
packet then proceeds to the Service Function Forwarder (SFF), which
mai ntai ns per-service-chain state information and intelligently
routes packets either to appropriate Service Functions (SFs) or
subsequent SFFs based on the NSH directives. Each SF operates as a
speci al i zed Functional Node (FN) that executes designated operations
on the traffic flow before returning processed packets back to the
forwardi ng path. This coordinated interaction between classifier,
forwarder, and functional nodes ensures seam ess traversal through
the configured service chain.
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Segnment Routing over | Pv6 (SRv6) further enhances SFC capabilities
by | everagi ng | Pv6 extension headers to enabl e source-based routing.
Thi s approach not only sinplifies the forwardi ng process but al so
significantly inproves the flexibility and programmability of SFC
depl oynents, allowi ng operators to dynamically control traffic paths
whil e maintaining scalability and efficiency.

SRv6 SFC Network Sinplified Architecture

No need for dedicated internedi ate equi pment (e.g., OpenFl ow
controllers); paths are directly encoded using SRv6 Segnment Lists,
reduci ng protocol stack conplexity.

Natively supports Overlay, avoiding the overhead of tunne
encapsul ati on such as VXLAN GRE

End-to- End Programability:

Service functions are identified by SRv6 SIDs, enabling dynanic
insertion, deletion, or reordering of service chains.

Conbined with network slicing, it enables custom zed SFCs for
different services (e.g., lowlatency chains, high-security
chai ns).

Fine-Grained Traffic Control:

Explicit path specification via Segnent Lists elimnates the
overhead of traditional NSH (Network Service Header).

Supports TE (Traffic Engineering) to dynamically mitigate
congesti on nodes

Whet her NSH i s supported during depl oynent mainly depends on whet her
the current SFC network has al ready deployed NSH. If NSH is al ready
in place, the newy added part can include an SFC Proxy before the
NSH- unawar e SF nodes to renove the NSH header and convert it to an
SRv6 header. If it is a newy deployed SFC network, it is
recomrended to avoid using the NSH header as nmuch as possi bl e.

As a transition for SFC networks that already support NSH, SFC
proxi es can be used to enable new y added FC nodes to operate
wi t hout NSH support.

Thi s docunent focuses on the depl oynent practices and reliability
design of SRv6 SFC, proposing the use of SRv6 to address the

i nherent defects of NSH and providing a transition solution for
hybrid networki ng.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy
SFC. Service Function Chaining
NSH: Network Service Header
3. Depl oynent Considerations
Thi s section discusses the key aspects to consider for SRv6 SFC
depl oynent, including the use of stateful or stateless SRv6 SFC
depl oynent of proxies, and support for multi-tenancy.
3.1. Inplenmentation Methods
Statel ess SRv6 SFC
Principle: Achieves path progranmm ng by conbining SRv6 Sl Ds (Segnent
I Ds), using the SRH (Segnment Routing Header) to carry conplete
forwardi ng path information. Each node perforns actions based on the
SID wi thout maintaining per-flow state.
Advant ages: Sinplifies the control plane (CP) and reduces resource
consunption; suitable for scenarios where service function (SF)

nodes natively support SRv6, offering strong expandability.

Use Cases: Network function nodes (e.g., firewall, |oad bal anci ng)
al ready support SRv6, and highly flexible cloud-native environnents.

Stateful SRv6 SFC

Princi pl e: Conbines SRv6 with NSH (Network Service Header), using
NSH to carry service chain netadata. SF nodes process traffic based
on NSH i nformation, while SRv6 is used only for underlying
transport.

Advant ages: Conpatible with | egacy SF nodes that do not support
SRv6; mature transition solution
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Use Cases: Existing networks containing SF nodes w thout SRv6
support, or environnents requiring coexistence with existing NSH
architectures.

SRv6 network itself is a stateless network architecture. In general,
when depl oyi ng a brand-new SRv6 SFC network, it is preferable to use
statel ess SRv6 SFC to sinplify the control plane (CP), which makes
mai nt enance easi er.

However, in nost cases, networks are depl oyed increnmentally-that is,
upgraded based on existing infrastructure-nmaking SRv6 SFC pronotion
nmore practical. Wen current devices do not support SRv6, a proxy
approach can be adopted for depl oynment; specific proxy nodes are
described in Section 3.3.

Additionally, for NSH support, refer to section 3.2. If the current
SFC network supports NSH but a newly added device does not, a code-
based depl oynent approach can al so be adopted. In this case, the SFC
proxy devi ce renpves the NSH header, records the NSH state, forwards
the service packet to the FC, then upon receiving the processed
packet fromthe FC, adds back the NSH header according to the
recorded NSH state and continues processing.

3.2. SRv6 SFC with SFC Proxy

If an SF node can support SRv6, it is called an SRv6 aware SF;
otherwise, it is called an SRv6 unaware SF. |If there exists an SRv6
unaware SF in the network, an SFC Proxy needs to be deployed in
front of it. The SRv6 proxy caches the mapping rel ationship between
the SRH and the virtual interface connecting the SF, which is used
to recover SRv6 packets based on the virtual interface when packets
return fromthe SF.
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SRv6 unawar e

O

| SRv6 awar e
+-- - - - -+ B S, +
| SFC | | SF 2 |
| Proxy | I I
+o- - - - -+ +o- - - - -+
I I
I I
B S, + Ho - o - - -+ Ho - o - - -+
Source ---+ Cassi +---+ SFF 1 +----+ SFF 2 +---- Destination
| fier | I I I I
S + S R + S R +

Figure 2: SRv6 SFC with SFC Proxy

SF:
Functional node (FN) that performs specific operations on traffic.

If it can process the SRv6, it is called SRv6-aware SF; otherw se,
it is called SRv6-unaware SF.

SFC Proxy:

Caches the mapping relationship between SRH and the virtual
interface connecting SF, which is used to recover SRv6 packets based
on the virtual interface when packets return from SF.

Whet her to depl oy the SFC Proxy depends on whether all SF nodes in
the current network are SRv6-aware nodes.

The choi ce of proxy method depends on the support status of the SF
node.

Bel ow are several proxy nethods avail able for selection.

Static SR Proxy SFC:

The static service chain proxy belongs to SRv6-unaware Servi ce.
Since the SF cannot identify SRv6 packets, the SFF needs to

decapsul ate the SRv6 packet and forward the raw data packet fromthe
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customer network to the SF for processing. After the SF processes
the original packet, it forwards it back to the SFF node, which then
deci des whether to continue forwarding the packet within the SRv6
SFC network. If forwarding continues within the SRv6 SFC network,
the SFF node nust re-encapsul ate the processed service packet with
an SRv6 header based on a nanually configured SID I|ist.

Dynam ¢ SR Proxy SFC:

Conpared to static SR Proxy, dynam c SR Proxy has the ability to

| earn mapping relationship cache entries. The mapping relationship
cache between SRH and the interface connecting SF is dynanically
gener ated based on the SRH of the nessages received by SFF

After enabling SFF redundant backup protection function, when the
primary SFF senses that it is unreachable to SF, the SRH are not
renoved. Instead, SFF1l needs to carry the original SRH to the backup
SFF.

Masquer adi ng SR Proxy SFC:

The service chain pseudo proxy al so belongs to SRv6-unaware Service
However, the SF can identify |IPv6 packets, and the SFF forwards SRv6
packets directly to the SF for processing. After the SF conpl etes
the application service processing, it does not process the SRH
header information of SRv6, but directly forwards the packet back to
the SFF node, where the SFF processes the packet according to the
nornmal SRv6 forwardi ng procedure.

3.3. Milti-tenancy support

During depl oynent, support for nulti-tenancy nust be considered. One
approach is for the Service Function (SF) to assign different SRv6
SIDs for each tenant, with the O assifier encapsul ating distinct
SRv6 SI D sequences per tenant. This nethod allows the SF to identify
the tenant based on the SRv6 SID, offering sinple inplenentation
However, its drawback is that assigning individual SRv6 SIDs for
each tenant consunes significant SID resources, which nust be

eval uat ed agai nst the nunber of tenants. An alternative approach is
to carry tenant information within the service packet itself. This
avoi ds the need to allocate separate SRv6 SIDs per tenant but
results in a nmore conpl ex system i npl enentation
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4. Reliability Considerations

Thi s section discusses the main aspects to consider for SRv6 SFC
reliability, including reliability mechanisnms and fault detection

4.1. Reliability nmechani sm

When the Service Function (SF) is unreachabl e w thout any
protection, packets requiring processing by the application service
node (SF) will be dropped upon reaching the Service Function
Forwarder (SFF), failing to be forwarded in the intended | ogica
order or processed by the SF.

To enhance the reliability of the SRv6 SFC service chain proxy,
mechani sms are needed to protect the SFF and inprove reliability.
For exanpl e, dual-homi ng protection or Bypass protection can be
sel ected to protect the SFF, or a conbination of both.

SF Dual - Homi ng Protection:

Dual - homi ng protection refers to an SFF or SFC Proxy being dual -
honmed to two Services Functions (SFs), one primary and one backup
When the prinmary SF becones unreachabl e, the service swtches over
to the backup SF for processing.

As shown in Figure 3, when a link fault occurs between SF 1 and SFF
the packet is forwarded to SF 1' to handle the service request.

As shown in Figure 3, when a link fault occurs between SF 1 and the
SFC Proxy, the packet is forwarded to SF 1' to handl e the service

request.
SRv6 aware SRv6 aware
e + e +
| SF 1 | | SF 17 |
| | | Backup |
+o- o - -+ ++- - - - -+
| /
X /
| /
Fome e + S Fome e +
Source ---+ Classi +---+ SFF 1 +---+ SFF 2 +---- Destination
| fier | | | | |
S SRR + AR, + S SRR +

Fi gure 3: Dual -Homi ng Protection by SFF
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SRv6 unaware SRv6 unaware

N + N +
| SF 1 | | SF 1° |
| | | Backup |
e e -+ 4o -- +
| /
X /
B A
| SFC +
| Proxy |

R

B + +-- - - - -+ B +

Source ---+ Cassi +---+ SFF 1 +---+ SFF 2 +---- Destination
| fier | I I I I
S + S R + S +

Fi gure 4: Dual - Homing Protection by SFC Proxy

SF Bypass Protection:

Bypass protection refers to the scenario where, in the event of a
failure of the application service node SF or SFC Proxy, packets
bypass that service node and no | onger go through it for processing.

As shown in Figure 5, when a link fault occurs between SF 1 and SFF
1, skip the service operation of SF 1 and send the packet to SF 2 to
continue executing the service operation of SF 2.

As shown in Figure 6, when a link fault occurs between SF 1 and the
SFC Proxy, skip the service operation of SF 1 and send the packet to
SF 2 to continue executing the service operation
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SRv6 awar e SRv6 awar e
B S, + B S, +
| SF 1 | | SF 2 |
I I I I
S S
X I
I I
B S, + Ho - o - - -+ Ho - o - - -+
Source ---+ Cassi +---+ SFF 1 +----+ SFF 2 +---- Destination
| fier | I I I I
T + Fomm o - + Fomm o - +
Figure 5: SF Bypass Protection by SFF
SRv6 unawar e
Fomm o - +
| SF 1 |
I I
+- - o - -+
X
| SRv6 awar e
e Fomm o - +
| SFC | | SF 2 |
| Proxy | I I
+-- - - - -+ +-- - - - -+
I I
I I
Fommmeaaa + R R
Source ---+ Cassi +---+ SFF 1 +----+ SFF 2 +---- Destination
| fier | I I I I
E S + S + S +

Figure 6: SF Bypass Protection by SFC Proxy

M xed SF Dual - Hom ng Protection and SF Bypass Protection:

When SF dual - homi ng protection and Bypass protection are used
together, prioritize executing the dual -hom ng protection procedure;
switch to the Bypass protection procedure only when dual - honi ng
protection fails.

When depl oyi ng, sel ect whether to support high availability (HA)
based on the service’'s inportance and consi deration of device costs.
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4.2. Fast Fault Detection
There needs to be a fast failure detection nmechanismto detect
reachability between SFF and SF, or between SFF and SFC Proxy. Wen
the SF becones unreachabl e, the protecti on mechani smcan be quickly
triggered.
You can choose to use BFD to detect reachability between SFF and SF
or between SFC Proxy and SR. \Wen the SF becones unreachabl e, the
dual - hom ng protection or Bypass protection mechani smfor SRv6 SFC
servi ce chain can be quickly triggered
The choice of fast fault detection nethod depends on the
requirenents for service fault response speed and depl oynent cost.
5. I ANA Consi derations

TBD.

6. Security Considerations

TBD.
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