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Abst ract

In the Al-driven era, DNS is supposed to evolve with technol ogi cal
advancenents to accommpdat e the conpl ex and di verse requirenments of
the 10A. This draft analyzes the issues surrounding DNS in
supporting agents coll aborati on and expl ores correspondi ng techni cal
requirenents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Ye, et al. Expires 23 April 2026 [ Page 1]



Internet-Draft Problens and Requirenents of DNS for |0A Cct ober 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

Ye,

1. Introduction
1.1. Terminol ogy . . .
1.2. Requirenents Language
2. Probl em St at enent . .
.1. Change of WMapping ijects . .
.2. Increase in Interaction Frequency .
.3. Upgrade of Resolution Mde
3. Requirenents Analysis . . .
Capabi lity-to- Identlty thplng Innovatlon
Ri ch Resource Records and Real - Ti me Update
Aut ononobus Capability Registration and Di scovery
Hi gh- Per f ormance Resol uti on System .
Mul ti-Di nensional Dynamic Schedul i ng Strategles
Aut henti cati on and Authori zati on Mechani sm
Securlty Consi der ati ons
I ANA Consi derati ons
Ref er ences
6 1. Nornmtive References
6.2. Informative References
Acknowl edgenent s
Contri butors
Aut hor s’ Addresses

NNDN

Wwwwwow
OUTRWNE

SESR
OOV NNNNOOODOITOTUTR,RWWWWN

I ntroduction

In the Al-driven era of intelligence, as intelligent agents with

aut ononous capabilities in perception, decision-nmaking, execution,
and | earning enter the network, the network ecosystemis undergoing a
profound transformation towards intelligentization and

aut onom zation. Agents, as the core interconnected entities in the
Internet of Agents (loA), autononmpusly discover, efficiently

i nteract, and harnoniously collaborate with hunan users, other

agents, and various tools, enabling flexible resource scheduling and
pronoting the Internet towards intelligentization and autonom zation
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Currently, the stable operation of the network heavily relies on IP
addresses, with the Domain Name System (DNS) serving as a critica
network infrastructure responsible for converting human-readabl e
domai n nanes to machi ne-readabl e addresses and acting as a bridge for
networ k resources access. However, in the context of the flourishing
devel opnment of Al agents, the DNS is supposed to evolve with
technol ogi cal advancenents to accommodate the conpl ex and diverse
requirenents of the oA, During interactions and coll aborations

bet ween humans and agents, agents and agents, DNS as an
infrastructure will continue to play a key role, providing technica
support for efficient agent registration and discovery, real-tine
data synchronization, and intelligent schedul eing and deci si on-

maki ng. Moreover, its capabilities mght be further expanded to

achi eve semanti c awar eness, and effective orchestrati on of agents

i nteractions.

This draft ainms to conduct an in-depth analysis of the issues
surroundi ng the DNS systemin supporting agents col |l aboration and to
expl ore correspondi ng technical requirenments, thereby providing
robust support for the large-scale inplenmentation and efficiency
enhancenment of the |o0A.

1.1. Termnol ogy
DNS: Domai n Nanme System
DNS- SD: DNS- Based Service Di scovery
EDNS: Extension Mechani sns for DNS

1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2. Probl em St at enent

2.1. Change of Mapping Objects
DNS, centered around donmai n nanes and | P addresses, fulfills a
crucial role in addressing, mapping domain names to | P addresses.
However, the nobst interactions anong agents are based on
capabilities. The current names of each |evel domains in the

hi erarchical architecture, which primarily convey information, such
as organi zation and region, fails to intuitively reflect the
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capabilities of agents, making it difficult for other agents to
qui ckly grasp and describe their basic functionalities.

Meanwhile, it is predicted that the nunmber of Al agents will reach
the scale of hundreds of billions in the future. Therefore, existing
| P addresses will struggle to identify agents effectively. Gven the
limted address space of IPv4, it isinadequate to support |arge-scale
agent depl oynent and ensure stable connectivity. Even if a ful
transition to I Pv6, which offers abundant address resources, can

all eviate the address shortage, issues such as address instability
and oversized routing tables will still arise. This is because that
the IPv6 interface I Ds undergo periodic rotation for security.
Additionally, the IPv6 addresses of some physical Al agents, such as
enbodi ed intelligent agents, dynanically change with variations of
their geographical |ocations and the network they access. The

af orenentioned factors nmake it challenging to uniquely identify an
intelligent agent using its |IP address.

2.2. Increase in Interaction Frequency

Interactions in |I0A exhibit high frequency and conplexity. On one
hand, agent interactions often involve nmultiple subtask calls within
a single task query, triggering nultiple DNS queries and
significantly increasing the nunber of queries and densities,
acconpani ed by parallel queries. This high-frequency and concurrent
query pattern inmposes extrenely high demands on the processing
performance of the DNS sytem

On the other hand, as businesses undergo continuous evol uti on and
agents engage in frequent interactions, the service types and
operational states of agents are in a state of constant change. New
services continually energe, while existing services nmay be gradually
phased out or subject to updates. Meanwhile, agent states nmay
transition fromactive to inactive, or continuously fluctuate |oad
conditions. However, the resource records (RR) within the existing
DNS systemrenain static and are updated only infrequently, thereby
failing to accurately and pronptly reflect the latest situations of
agents.
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Additionally, with the enmergence of new agents, corresponding
resource records will be generated accordingly. However, manually
adding records to authoritative servers are inefficient and cannot
keep pace with the rapid generation of agents. Mbreover, in the
Internet, considering the intricate roles and the enornous quantity
of devices involved, the current service discovery and registration
mechani sms (e.g. DNS-SD [ RFC6763]) are deficient in essentia
security authentication capabilities, rendering themineffective for
application in the I0oA. Consequently, this situation underscores an
urgent necessity for devel oping a service discovery and registration
mechani sm specifically tailored to the |IoA

2.3. Upgrade of Resolution Mde

The resol uti on mechani smof the current DNS systemis relatively
simplistic and falls short of optinmally matching capabilities with
resources during agent interactions. Wen processing nultiple
resource records associated with the same triple (name, class, type),
exi sting nechani sns frequently depend on schedul i ng di mensi ons such
as round-robin, weights, and geographical proximty. Although there
are scenarios that take resource |oad into account, these nechanisns
merely offer crude estimations based on sinple request counts. Such
estimations can significantly deviate fromthe actual |oad, thereby

| eading to reduced scheduling flexibility and accuracy.

3. Requirenments Analysis

The proliferation of agents is driving the network towards enhanced
efficiency, intelligence, and flexibility. During the processes of
aut ononous di scovery, efficient interaction, and collaborative

col l aborati on among agents as well as between agents and users, new
requirenents are inposed on the DNS, such as identitication, data
structure, and resolution node. The detailed requirenent anal ysis of
the key capabilities required for the DNS within the 10A is as bel ow.

3.1. Capability-to-ldentity Mpping | nnovation

with the devel opnent of 10A, the DNS nust be equipped with the
capability to map capabilities to agent identity identifiers:

From t he perspective of donain names, new donmai n nanes ought to

i ncorporate additional hierarchical |evels that convey capability-
related i nformation, beyond the basic information (such as

organi zations and regions) typically found in conventional domain
nanes. The newly introduced nanme | evels should be capabl e of
intuitively and succinctly representing the capabilities of a
specific type of agent or other distinctive attributes. For exanple,
a donai n nane designated for an i nage processing agent might include
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keywords rel evant to i mage processing, such as
"...appnane. | mageProcess. organi zer." This approach woul d enabl e
authoritative servers to directly identify and retrieve all inage
processi ng agents through donmai n nanes when other agents or users are
searching for inmage processing agents, thereby enhancing the
efficiency of agent discovery.This would enable authoritative servers
to directly retrieve out all agents possessing the requisite
functionality through domai n names when ot her agents or users seek
out image processing agents, thereby enhancing the efficiency of
agent di scovery.

Regarding the identifiers of Al agents, it is of paramount inportance
to assign a unique identity identifier to each agent to ensure
precise identification and differentiati on anong vari ous agents, as
well as to provide a foundation for agent identity verification

Ri ch Resource Records and Real -Ti mre Update

To accurately and conprehensively reflect agent information and
states, it is necessary to construct rich resource records and ensure
their real -tine updates:

Resource records suitable for |0A should be capable of carrying

ext ensi ve netadata, enconpassing detailed capability descriptions,
configuration paraneters, |oad conditions, and other pertinentially
val uabl e i nformati on about the agents. These nmetadata serves as an
agent’s "digital business card,"” providing other agents, users, and
schedul ers with a conprehensive insight into the agent’s information
For exanple, an agent’'s RRset could include its processing
performance, supported protocol types, and current workl oad, thereby
assi sting schedul ers and other agents in making well-inforned
deci si ons.

G ven the frequent changes in agent information, a data update
mechanismis inperative to guarantee the freshness of data. Wthin
this mechani sm subscription-push [ RFC8490] , regul ar detection and/
or periodic reporting should be enployed to ensure that the data
(e.g. RRset) remmins up-to-date. For data with | ow change
frequenci es, such as capability descriptions and configurations,
real -tinme updates can be adopted, pushing or reporting rel evant
resource records when subscribed data undergoes changes. For data
wi th hi gh change frequencies, such as workl oad and network
performance, periodic updates can be utilized to to prevent adverse
i mpacts on network and processing performance. Additionally, to
prevent a | arge nunber of sinultaneous data refreshes across the
networ k, a standby node can be configured for agents with | ow usage,
t hereby reduci ng network | oad whil e nai ntaining | ow power
consunpti on.
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Meanwhil e, to gain a better understanding of requester intentions and
preferences, it is reconmended to incorporate additional information
into DNS request nessages through Extended DNS (EDNS) [ RFC6891] or
service-rel ated tags | abel ed by recursive server or gateways.

Aut ononobus Capability Registration and Di scovery

As busi nesses keep evol ving, new agents are constantly energi ng, and
there will be new agents registered in the Internet at any given
time. Therefore, it is of vital inportance to achieve autonmatic
capability registration, discovery, and publication of agents w thout
manual intervention. The existing DNS-SD mechani sm can be enhanced
by incorporating authentication and rights confirmation to
effectively prevent counterfeiting and inpersonation attacks during
the registration and di scovery of a |arge nunber of agents.

Hi gh- Per f ormance Resol uti on System

Wth the growi ng nunber of agents and increasing interaction
densities, the entire resolution system nust possess high
performance, capable of rapidly and accurately processing a | arge
nunber of concurrent query requests.

Mul ti-Di nensional Dynanmic Scheduling Strategies

G ven the enormous number of agents, selecting the nost suitable one
froma pool of agents of the sane type poses a significant challenge.
The DNS for 10A should be equipped with nmulti-dinensional dynamc
schedul ing capabilities. It should dynam cally select the optinal
resolution result based on agent resource records (including
capability descriptions, geographical |ocations, workload, etc.),
busi ness demands obtai ned through EDNS or other |abels in pakctes,
and in conjunction with network environments and | oad- bal ance
strategies to achieve appropriate resource allocation

Aut henti cati on and Aut hori zati on Mechani sm

I n agent networks, authentication and authorization are crucial for
ensuring network security and reliability. This includes verifying
agent I Ds and capabilities (e.g., resource records). Strict identity
aut henti cation guarantees that only legitimte agents whose I Ds are
corresponding to their feature can access the network for
registration. Meanwhile, capability authentication serves to prevent
the advertisenent of false capability information, thereby ensuring
the accuracy of information about agents. These verifications occur
during capabilities registration, with authoritative servers
validating the relevant information of service providers to ensure
their capability and qualification to provide the correspondi ng
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6.

6.

services. Additionally, service consuners (e.g. terminals and other
agents) also could validate the received data to prevent tanpering
during transmission by intermediate third parties. By establishing a
robust authentication and authori zati on mechanism a secure and
reliable network ecosystem can be constructed for |o0A

Security Considerations
TBD.
I ANA Consi derati ons
Thi s docurment has no | ANA acti ons.
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