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1. Introduction

Arm Confidential Conputing Architecture (CCA) Endorsenents conprise
ref erence val ues and cryptographic key material that a Verifier needs
to apprai se Attestati on Evidence produced by an Arm CCA system
[I-D.ffmrats-cca-token].

This meno defines CCA Endorsenents as a profile of the CoRI M data
nmodel [I-D.ietf-rats-corinj.
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3.

3.

1.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The reader is assumed to be familiar with the ternms and concepts
introduced in [I-D.ffmrats-cca-token] and in Section 4 of [RFC9334].

Arm CCA Endor sement s

The Arm CCA Attester is a layered Attester conprising separate yet
linked Platformand Real m Attesters. For the details, see Section 3
of [I-D.ffmrats-cca-token]. Appraising Arm CCA Evidence requires
Endorsenments for both the Platformand Realm This docunment outlines
the Platform and Real m Endorsenents in Section 3.1 and Section 3.2,
respectivel y.

Arm CCA Pl at f or m Endor senent s
There are two types of CCA Pl atform Endor senents:

* Reference Values (Section 3.1.3), i.e., nmeasurenments of the CCA
Pl atform firmare.

* Attestation Verification Keys (Section 3.1.4), i.e., cryptographic
keys that can be used to verify Evidence produced by the CCA
Platform along with the identifiers that link the keys to their
pl at f orm i nst ances.

1. Arm CCA Pl atform Endorsenent Profile
Arm CCA Pl at f orm Endorsenents are carried in a CoOMD within a CoRI M

The profile attribute in the CoRIM MJUST be present and MJST be the
URI tag:arm com 2025: cca_pl atform#l. 0.0, as shown in Figure 1.

[ corimmp / {
[ corimprofile / 3 : 32("tag:arm com 2025: cca_pl atform#l. 0. 0")
[ ..

}
Figure 1: CoRIMprofile for CCA Pl atform Endorsenents version 1.0.0
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3.1.2. Arm CCA Pl atform Endorsenents |inkage to CCA Platform

Each CCA Pl atform Endorsenent, be it a Reference Val ue or an
Attestation Verification Key, is associated with a unique identifier
known as CCA Platform I nplenmentation ID (see Section 4.4.2 of
[I-D.ffmrats-cca-token]). The Inplenmentation ID uniquely identifies
a given inplenmentation of a CCA Platformand it is used by the
Endorser or Reference Val ue Provider as an anchor to which Reference
Val ues and Attestation Verification Keys for a CCA Platform are

I'i nked.

To encode an Inplenentation ID, the tagged-bytes variant of the
$cl ass-id-type-choice is used, as described in Figure 2. The length
of the byte string MIUST be exactly 32

i npl -i d-tagged- bytes = #6.560(arm pl atforminpl enentation-id-type)
armplatforminplenmentation-id-type = bytes .size 32
Figure 2: CCA Platform I nplenmentation |ID encoding

Besi des, a CCA Endorsenent can be associated with a specific
_instance_ of a certain CCA Platforminplenentation - as is the case
of Attestation Verification Keys. The Instance |ID (see Section 4.4.1
of [I-D.ffmrats-cca-token]) provides a unique identifier for a given
CCA Pl atform i nstance.

To encode an Instance ID, the tagged-ueid-type variant of the
$i nstance-id-type-choice is used, as described in Figure 3. The
first byte MUST be 0x01 (RAND) followed by the 32-byte unique
instance identifier.
i nst-id-tagged-ueid = #6.550(eat -uei d-rand-type)
eat-ueid-rand-type = bytes .join eat-ueid-rand-fnt
eat-ueid-rand-fm = |

; the type byte is 0x01

uei d-rand-typ

bytes .size 32
]
ueid-rand-typ = h’ 01’

Figure 3: CCA PlatformInstance |ID encoding
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CCA Attestation Verification Keys are associated with a CCA Pl atform
i nstance by neans of the Instance ID and the correspondi ng

I mpl enentation ID. These identifiers are typically found in the
subject of a CoMD triple, encoded in an environnent-map as shown in
Fi gure 4.

[/ environment-map / {
/ comid.class / 0 : {
/ comd.class-id (inplenmentation id) / O :
/ tagged-bytes / 560(
h’ 61636d652d696d706c656d656e746174
696f 62d69642d303030303030303031"

)
/,conid.instance /1
/ tagged-ueid-type (instance id) / 550(
h' 01
4ca3e4f 50bf 248¢39787020d68f f dO5cC
88767751bf 2645ca923f 57a98becd296

Figure 4. Exanple CCA Platformldentification

Toget her, they are interpreted as a unique identifier of the CCA
Pl at f or m

3.1.3. Reference Val ues
Ref erence Val ues carry neasurenents and ot her netadata associ ated
with the updatable firmvare of the CCA Platform CCA Platformis a
collective termused to identify all the hardware and firmare
components that conprise a CCA system Specifically these include
the foll ow ng:
* CCA system security domain
* Mnitor security domain

* Real m Managenent Security donain

When apprai sing Evidence, the Verifier conpares Reference Val ues
agai nst :

* The values found in the Software Conponents of the CCA Platform
token (see Section 4.6 of [I-D.ffmrats-cca-token]).
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* The value set in the platformconfiguration of the CCA Platform
token (see Section 4.5.3 of [I-D.ffmrats-cca-token]).

Each neasurenent is encoded in a neasurenent-map of a CoM D
reference-triple-record. Since a neasurenent-nmap can encode one or
nmore measurenents, a single reference-triple-record can carry as nany
measur enents as needed, provided they belong to the sane CCA Platform
identified in the subject of the triple. A single reference-triple-
record MJST conpl etely describe the CCA Pl atform neasurenents.

3.1.3.1. CCA Platform Software Conponents

Each CCA Pl atform software conponent (called armplatformsw
component in Section 4.6.1 of [I-D.ffmrats-cca-token]) is encoded in
a measur enent -val ues-map as defined in Figure 5.

cca- swconp- neasur enent -val ues-map = {
? &(version: 0) => cca-swconp-versi on-nap
&(di gests: 2) => cca-swconp-di gests-type
? &(nanme: 11) => cca- swconp-nane
&(cryptokeys: 13) => [ cca-swconp-signer-id ]

cca- swconp-versi on-map = {
& version: 0) => text
}
cca- swconp-di gests-type = [ + cca-digest ]
cca-digest = |
al g: text
val : cca-hash-type

]
cca- hash-type = bytes .size 32 / bytes .size 48 /| bytes .size 64

cca- swconp-nanme = text
cca- swconp-signer-id = #6. 560( cca- hash-type)
Fi gure 5: CCA Pl atform Software Conponent encodi ng
version (key 0): A version-map with its version field containing the
version (key 4) of the armplatformsw conmponent. The version-
schene field of the version-map MJUST NOT be present. This field

is optional.

digests (key 2): Each array el ement encodes the "neasurenment val ue"
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(key 2) and "hash algorithmidentifier" (key 6) of the arm

pl at f orm sw conponent in the val and alg entries, respectively.
The alg entry MJST use the text encoding. The digests array MJST
contain at |east one entry and MAY contain nore than one entry if
mul tiple digests (obtained with different hash algorithns) of the
sane nmeasured conponent exist. |If multiple entries exist, they
MUST have different alg values. This field is mandatory.

nane (key 11): A text value containing the "component type" (key 1)
of the armplatformswconponent. This field is optional.

cryptokeys (key 13): An array with _only one_ entry using the
t agged- byt es variant of the $crypto-key-type-choice. The entry
contains the "signer id" (key 5) of the armplatform sw conmponent.
This field i s nandatory.

Each neasurenent-val ues-map for a CCA Pl atform software conponent is
wrapped in a neasurenment-map with an nkey using the text variant of
t he $neasured-el enent-type-choice. The val ue of the nkey MJST be
"cca. sof twar e- conponent”. The authorized-by field of the

measur enent - map MUST NOT be present. Find the related CDDL
definitions in Figure 6.

cca- swconp- measur enent-map = {
&(mkey: 0) => "cca. sof t war e- conponent”
& mval : 1) => cca-swconp- neasur enent - val ues- map

}

Figure 6: CCA Pl atform Soft ware Conponent neasurenent - map
3.1.3.2. CCA Platform Configuration

The CCA Pl atform configuration describes the set of chosen

i npl ementation options of the CCA Platform For exanple, this may
i nclude a description of the | evel of physical nmenory protection
provi ded.

CCA Platformconfiguration is vendor-specific variabl e-1ength data.
Only sone of the data may be security-relevant. For these reasons,
it is represented in a raw val ue of the measurenent-val ues-nmap, using
t he tagged- nasked-raw val ue variant of the $raw val ues-type-choice.
Refer to Section 5.1.4.1.4.6 of [I-D.ietf-rats-corinm for the details
about the conparison algorithm
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cca- confi g- neasurenent -val ues-map = {
&(raw val ue: 4) => cca-tagged- nasked-raw val ue

}

cca-confi g-tagged- masked-raw val ue = #6.563([
val ue: bytes
mask: bytes

1)

Figure 7: CCA Pl atform Configuration nmeasur enent - nap

The neasurenent-val ues-map for a CCA Platformconfiguration is
wrapped in a neasurenment-map with an nkey using the text variant of
the $measured-el ement -type-choi ce. The val ue of the nkey MJUST be
"cca.platformconfig”. There MJST be only one nmeasurement-map with
nkey "cca.platformconfig" in the triple.

The authorized-by field of the neasurenent-nmap MJST NOT be present.
Find the related CDDL definitions in Figure 8.

cca-config-neasurenent-map = {
& nmkey: 0) => "cca.platformconfig"
& mval : 1) => cca-confi g- neasurenent - val ues- map

}

Figure 8: CCA Pl atform Sof t ware Conponent neasurenent - map
3.1.3.3. CoM D Exanpl e

An exanpl e CoM D contai ni ng one Reference Values triple with the
expected val ues for both software components and platform
configuration is given in Figure 9.

/ concise-md-tag / {
/ comd.tag-identity / 1 : {
/ comd.tag-id/ O h' 3f 06af 63a93c11e4979700505690773f

}s
[ comd.triples / 4 : {
/[ comd.reference-triples / 0 : [
[
[/ environment-map / {
/[ comd.class / 0 : {
/| comd.class-id/ O :
/ tagged-bytes / 560(
h’ 61636d652d696d706c656d656e746174
696f 6€2d69642d303030303030303031’
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H
[
[/ measurement-map / {
/ comd.nkey / 0 : "cca.software-conponent"”,
[ comd.nval / 1 : {
/ comid.digests / 2 : [
/ hash-alg-id / "sha-256",
/ hash-value / h’9a271f 2a916b0b6ee6cecb2426f 0b320
6ef 074578be55d9bc94f 6f 3f e3ab86aa

1,

/[ name / 11 : "RSE_BL1_ 2",

/ cryptokeys / 13 : 560(h’' 5378796307535df 3ec8d8b15a2
€2dc5641419c¢3d3060cf e32238
c0f a973f 7aa3’ )

}
I
/ measurement-map / {
/ comid.nkey / 0 : "cca.software-conponent",
/[ comid.mval / 1 : {
/[ comd.digests / 2 : [
/ hash-alg-id / "sha-256",
/ hash-value / h'53c234e5e8472b6ac51lclaelcab3f e06
f ad053beb8ebf d8977b010655bf dd3c3

1,

/[ name / 11 : "RSE BL2",

/ cryptokeys / 13 : 560(h’ 5378796307535df 3ec8d8b15a2
€2dc5641419¢3d3060cf 32238
c0f a973f 7aa3’ )

}
1
[/ measurement-map / {
/ comid.nkey / 0 : "cca.platformconfig",
[ comd.nval / 1 : {
/ comd.rawvalue / 4 : /| tagged-nmasked-raw value / 563(]
/ value / h' cfcfcfcf’,
[ mask /| h ffffffff’
1)
}
}

Figure 9: Exanple CCA Pl atform Ref erence Val ues
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3.1.4. Attestation Verification Keys

An Attestation Verification Key contains the public key associ ated
with the CCA Platform Attestati on Key (CPAK). Wen apprai sing

Pl at f orm Evi dence, the Verifier uses the Inplenentation |ID and
Instance ID clains found in the Platform Token to identify the key
that it shall use to verify the signature on the CCA Pl atformtoken
This allows the Verifier to prove (or disprove) the Attester’s
clainmed identity.

Each verification key is provided with the correspondi ng CCA Pl atform
I nstance and I nplenentation IDs in an attest-key-triple-record.
Specifically:

* The Instance and Inplenmentation IDs are encoded in the
envi ronment -map as described in Section 3.1.2;

* The CPAK public key uses the tagged-pki x-base64-key-type vari ant
of the $crypto-key-type-choice. The CPAK public key is a PEM
encoded Subj ect Publi cKeyl nfo [ RFC5280]. There MJST be only one
key in an attest-key-triple-record.

The exanple in Figure 10 shows the CCA Endorsenent of type

Attestation Verification Key carrying a secp256rl1 EC public CPAK
associ ated with Instance ID 4ca3...d296.
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/ concise-md-tag / {
/ comd.tag-identity / 1 : {
/ comd.tag-id/ O h' 3f 06af 63a93¢c11e4979700505690773f"’

b,
[ comd.triples / 4 : {
/[ comd.attest-key-triples / 3 : [
[
/ environment-map / {
/ comd.class / 0 : {
/ comd.class-id (inplenmentation id) / O :
/ tagged-bytes / 560(
h' 61636d652d696d706c656d656e746174
696f 6€2d69642d303030303030303031’
)

/,com' d.instance / 1 :
/ tagged-ueid-type (instance id) / 550(
h' 01
4ca3e4df 50bf 248¢39787020d68f f dO5¢c
88767751bf 2645ca923f 57a98becd296’

%1
| tagged- pki x- base64- key-type / 554(
" MFkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQcDQgA
ETI 4i CZ47zr RoRATVF 0dw7VFI Ht v18HI nY

hnmvNy bo+ALwWuECy Vgr DSnit 4QQz ZPBECVS
ANHS5HgGCCSr 7E/ Lg=="

Fi gure 10: Exanple CCA Platform Attestation Verification Key
3.2. Arm CCA Real m Endor senent s

Arm CCA provides confidential conputing environnents, known as

Real ms, that enable application workl oads requiring confidential
execution to operate in isolation fromthe host hypervisor and any
ot her concurrent workload. Arm CCA allows the initial and run-tine
state of a Realmto be attested (Section 4.8 of
[I-D.ffmrats-cca-token]).
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Real m Endor senment s consi st of Reference Values (Section 3.2.3), which
are neasurenents of the configuration and contents of a Real mat the
time of its activation, along with neasurenents of the software
operating within the Real m which can be extended throughout the
Realmis lifetime.

Unlike the Platform Realm Attestation Verification Key Endorsenents
are not necessary as the key material needed to verify the Realm
Evidence is inline in the CCA Token (Section 3.2 of
[I-D.ffmrats-cca-token]).

3.2.1. Real mEndorsenents |inkage to Realm

Real ms do not have _explicit_ class or instance identifiers.

However, the Realmlnitial Measurenent (RIM is unique and stable
enough to serve as an identifier for the Real m Target Environnent.
Therefore, this profile enploys an environment map with a cl ass
identifier that uses the tagged bytes variant of the $class-id-type-
choice to encode the RIMvalue (Figure 11).

[/ environment-map / {
/[ comd.class / 0 : {
/ comid.class-id/ O :
/ RIM as tagged-bytes / 560(
h' 311314ab73620350cf 758834ae5c65d9
e8c2dc7f ebe6e7d9654bbe864e300d49’

Figure 11: CCA Realmldentification
3.2.2. Arm CCA Real m Endorsement Profile
Arm CCA Real m endorsenents are carried in a CoOMD within a CoRI M

The profile attribute in the CoRIM MJUST be present and MJST be the
URI tag:armcom 2025: cca_real n#1. 0.0 as shown in Figure 12.

[ corimmp / {

[ corimprofile / 3 : 32("tag:arm com 2025: cca_real m#1. 0.0")
[ ..

}

Figure 12: CoRIMprofile for CCA Real mendorsenents version 1.0.0
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3.2.3. Reference Val ues

Ref erence Val ues carry neasurenents and ot her netadata associ ated
with the CCA Real m

Real m Ref erence Val ues conpri se

1. RealmlInitial Measurenments (RIM
2. Real m Ext ended Measurenents ( REMs)
3. Real m Personalization Value (RPV)

Al'l Real m Reference Values are carried in a reference-triple-record
whose environnent-map is as described in Section 3.2.1 The triple

i ncl udes as many neasurenent-nmaps as needed to fully describe the
Real m

The neasurenent-map contents depend on the type of Reference Val ue.
For all, the nkey uses the text variant of the $neasured-el enent-
type-choice. The value of the nkey MJST be "cca.rint for the RIM
measur enent, "cca.rpv" for the RPV neasurenent, and
"cca.renmD".."cca.renB" for the REM neasurenents. The authorized-by
field of the neasurenent-map MJUST NOT be present.

RI M and REMs are encoded as digests (key 2).

RPV is encoded using a rawval ue (key 4) using the tagged bytes
variant of the $raw val ue-type-choi ce.

Al'l the Real m Ref erence Val ues are optional except RIM which is
mandat ory.

3.2.3.1. CoM D Exanple

An exanpl e CoM D contai ni ng one Reference Values triple with the
expected values for a Realmis given in Figure 13.

/ concise-md-tag / {
/| comd.tag-identity / 1 : {
/ comd.tag-id / 0 : h' 3f06af 63a93c11e4979700505690773f"

}1
/| comid.triples / 4 : {
/| comd.reference-triples / 0 : [
[
/[ environment-map / {
/ comd.class / 0 : {
/ comd.class-id/ O :
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/ RIM as tagged-bytes / 560(
h' 311314ab73620350cf 758834ae5c65d9
e8c2dc7f ebe6e7d9654bbe864e300d49

}

Real m neasurenents /

[/ measurement-map (RIM / {
/ comd.nkey / 0 : "cca.rint,
[ comd.nval / 1 : {
/ comid.digests / 2 : [
"sha- 256",
h' 311314ab73620350cf 758834ae5¢c65d9
e8c2dc7f ebe6e7d9654bbe864e300d49

]
}
1
/ measurenment-map (REMO0]) / {
/[ comd.nkey / O : "cca.ren0D",
[ comd.nval / 1 : {
/ comd.digests / 2 : [
"sha- 256",
h' 24d5b0a296cc05chd8068c5067c5bd47
3b770dda6ae082f e3ba30abe3f 9a6abl’

]
}
I
/ measurement-map (REM 1]) / {
/[ comid.nkey / 0 : "cca.renl",
[/ comid.mval / 1 : {
/[ comd.digests / 2 : [
"sha- 256",
h' 788f c090bf c6b8ed903152ba8414e73d
af 5b8c7bble79ad502ab0699b659ed16

]
}
I
[/ measurement-map (REM 2]) / {
/[ comd.nkey / 0 : "cca.renR",
[ comd.nval / 1 : {
/ comid.digests / 2 : [
"sha- 256",
h' dac46a58415dc3a00d7a741852008e9c
ae64f 52d03b9f 76d76f 4b3644f ef c416’
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/ measurenment-map (REM 3]) / {
/[ comd.nkey / 0 : "cca.renB",
[ comd.nval / 1 : {
/ comd.digests / 2 : [
"sha- 256",
h' 32c6af c627e55585c03155359f 331a0e
225f 6840db947dd96ef ab81be2671939
]

}
I
/ measurement-map (RPV) / {
/ comd.nkey / 0 : "cca.rpv"
/[ comid.mval / 1 : {
/[ comd.rawvalue / 4 : 560(
h' 54686520717569636b2062726f 77620
666f 78206a756d7073206f 7665722031
33206c617a7920646f 6773254686520
717569636b2062726f 776e20666f 7820

Figure 13: CCArealmidentifiers

Security Considerations

[/l TODO
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