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Abst ract

In the coming years, the accelerating proliferation of agentic Al is
anticipated to drive the nunber of intelligent agents to reach the
scal e of hundreds of billions. [Pv6, with vast address space, native
end-to-end connectivity and rich built-in functionalities, serves as
the critical infrastructure underpinning the devel opment of the
Internet of Agents (l1oA). This draft systematically analyzes the
foundational capabilities that |Pv6 can provide for the I0A at the
current stage, and further explores the evolutionary requirements
that the 10A inposes on the future |IPv6 devel opnent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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This draft systematically anal yzes the foundational capabilities that
I Pv6 can provide for the oA at the current stage, and further

expl ores the evolutionary requirenments that the | oA i nposes on the
future | Pv6 devel opnent.

1.1. Term nol ogy
1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. | Pv6-Enabl ed Capabilities for |o0A
2.1. Vast Address Space

I Pv6 enmploys a 128-bit address architecture, offering approxi mately
3.4x10 unique | Pv6 addresses, which fundamentally resol ves the
exhaustion of the | Pv4 addresses. |In the context of |0A, where a
vast nunber of agents necessitate exact addresses for

i nt erconmuni cation, the expansive address space of IPv6 is of
critical inmportance. It enables the assignnent of globally unique
addresses to every agent, sensor, or container instance, thereby
simplifying service discovery, facilitating horizontal scaling, and
allowing for fine-grained identity mapping. As the popul ation of
agents grows exponentially, this native capability, which elimnates
the need for address reuse, will becone the cornerstone supporting a
trillion-agent network.

2.2. End-to-End Reachability

The adoption of IPv6 elimnates the dependency on Network Address
Transl ation (NAT), thereby stream ining network design and enabling
| ower -1 atency communi cation. First, the renoval of NAT facilitates
genui ne end-to-end direct communi cati on by assigning a uni que gl oba
address to each agent. This is essential for the oA as it empowers
agents to perform point-to-point coordination, task scheduling, and
direct orchestration without reliance on internediate nodes for
forwarding or address translation. Furthernore, this end-to-end
reachability can reduce the overhead of connection establishment and
session | ookup introduced by NAT, thereby sinplifying coordination
prot ocol s anong agents and m nim zi ng comuni cati on | atency.
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3.

3. SLAAC and Mbility

For certain types of agents, particularly those operating in dynamc
envi ronments such as nobil e devices, drones and connected vehicl es,
mobility constitutes a critical characteristic, as these agents
frequently need to switch between different network access points.

| Pv6 provides native support for this requirenment through Stateless
Addr ess Aut oconfi guration (SLAAC).

SLAAC enabl es devices to autononpusly generate | Pv6 addresses upon
connecting to a network, thereby equi pping agents with the capability
for rapid network attachnent and dynani ¢ readdressing w thout manual
intervention. This realizes "plug-and-play" operation. For systens
tasked with managi ng | arge-scal e depl oynments of nobile agents, such
aut omat ed configuration substantially reduces adm nistrative
overhead. Mdreover, |Pv6's robust support in constrained networks
further enhances the nobility of edge agents, allowing themto

seam essly roam across access points wi thout comunication

di srupti on.

4. SRv6 for Rempte Managenent and Path Contr ol

Segnent Routing over |Pv6 (SRv6) further enhances network
intelligence and progranmmability. By enbedding instructions in the
| Pv6 extension header, SRv6 enabl es fine-grained path control,

all owing the network to dynamcally adjust traffic flows based on
application requirenents. This provides a powerful foundation for
the renote nanagenent and path optim zation of agents. 1In the
context of the 10A, the contributions of SRv6 can be observed across
several aspects: First, through flexible path programing, SRv6
enabl es the establishnent of deterministic forwarding paths for
packets, thereby achieving ultra-lowlatency transm ssion. This

all ows agents to rapidly upload |locally conmputed prelimnary results
to the cloud, realizing the separation of storage and conputation
whil e ensuring that raw data remains | ocal and securely isol ated.
Second, SRv6 supports network slicing, enabling the creation of

dedi cated virtual networks tailored to diverse agent applications,

t hereby guaranteeing the quality of service for critical tasks.
Third, the integration with application identifiers endows the
network with the awareness of upper-layer applications. By enbedding
application-layer semantic information (e.g., service type, Service
Level Agreement (SLA) requirenents such as |ow | atency, high

bandwi dth, and high reliability) directly into | Pv6 packets, the
network can automatically trigger the correspondi ng forwarding paths
or service function chains.

Future Requirenents for |Pv6
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3.1. FElevated Security

The di sappearance of NAT, while a advantage of |Pv6, al so poses new
security challenges. In the IPv4 era, NAT unintentionally provided a
| ayer of "obscurity protection” that internal device addresses

remai ned invisible to external network, thereby reducing the risk of
direct attacks. Wth IPv6, however, agents are directly exposed to
the public network and are gl obally addressabl e, which demands the

i mpl ement ati on of nore robust host-level security mechani snms. For
the 10A, this inplies the deploynent of finer-grained firewal
policies, access control lists (ACLs), and identity authentication
Therefore, it is inperative to establish an advanced security for the
| Pv6-based I 0A to control access based on identity, continuously
moni t or behavi ors, and detect anonali es.

3.2. Privacy and Persistence

The tenporary addresses that randomy generated and constantly
changed, help protect a topol ogical |ocation and identity from being
exposed to eavesdroppers and other information collectors [ RFC3041].
However, this pivacy extension also introduces challenges for the
conmmuni cati ons of agents that require long-lived sessions. |In the

| 0A, persistent connections are often necessary to achieve state
synchroni zati on and task continuity, yet the frequent changes of
addresses may disrupt the stability of such long-lived sessions.

Striking a bal ance between privacy protection and session persistence
thus energes as a critical issue for the oA On one hand, it is
necessary to protect the location, identity, and activities of agents
frommalicious tracking; on the other hand, it is essential to ensure
that the conmunications of agents performng critical tasks can

mai ntain stability. Addressing this tension may require nore
sophi sti cated address nanagement strategies, such as dynamically

sel ecting address types based on task sensitivity and conmuni cation
patterns, or setting fixed identifiers at the application |ayer that
are independent of addresses.

3. 3. Evol uti on of Threat Defense

The vast address space of IPv6 significantly raises the cost of

| arge-scal e attacks that based on address scanning. Attackers can no
| onger enunerate all possible addresses as easily as in | Pv4 space,
even the state-of-the-art acadeni c scanning tools can only discover
tens of mllions of IPv6 hosts within the 22128 address space.
However, they may al so exploit |Pv6-specific features (e.g., |IPv6

ext ensi on header, Nei ghbor Di scovery Protocol (NDP)) to | aunch nove
attacks, or |everage the vast address space to rapidly nutate source
addresses and evade detection. Therefore, threat defense strategies
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nmust be reassessed in the | Pv6 era.

In the oA [|Pv6 provides abundant address resources for agents, yet
the increasing proliferation of agents and |oT devices may becone new
attack sources and could be potentially exploited to anplify attack.
Traffic anal ysis and scrubbing as the core traditional DDoS defense,
face significant challenges in neeting real -time anal ysis and
scrubbing requirenents due to the far greater conplexity of |Pv6
protocol types and address structures conpared to | Pv4. Legacy
scrubbi ng nmechani sns, originally designed for sinple packet
characteristics in | Pv4 environnents, are now required to perform
deep parsing and exact matching of conplex | Pv6 addresses within
massive traffic flows, leading to a surge in processing overhead for
exi sting security devices.

SRv6 carries programuabl e path, enabling on-denand servi ce assurance
and custom zed quality of service for agent-based applications
However, this nmechani smcan be abused to | aunch various targeted
attacks. For instance, an attacker may craft SRv6 packets with
excessively long Segnment Lists, forcing internediate endpoints to
consunme substantial CPU resources to farse extensi on header; By
tanmpering with the SRH, an attacker can cause packets to bypass
specific nodes (e.g., accounting nodes, security service nodes); O
attackers maliciously construct |ooping paths (e.g., A>B—>C—A) to
exhaust bandwi dth, resulting in exponential traffic anplification in
mul ti-agent collaboration. Therefore, to better support the

i mpl ement ati on of 10A, the design and depl oynent of SRv6 security
mechani snms nust be accel er at ed.

To effectively support the Internet of Al Agents, security
capabilities rmust be strengthened through a three perspectives:

first, refining threat detection rules for |Pv6-specific attacks,

i ncl udi ng NDP spoofing, extension header manipul ation, and fragnent
attacks; second, expediting the enhancenent of SRv6 security

mechani sns; and third, upgrading security devices with Al-powered
real-tine traffic analysis to enable rapid anonaly detection, thereby
bol stering the real-tinme performance and accuracy of defenses agai nst
increasingly intelligent attacks in the |Pv6 environnent.

3.4. Mdnitoring and Managenent

Bui | di ng an | Pv6-based conprehensi ve network observability franmework
is essential to better support the efficient operation of the
Internet of Agents (loA). This requires the establishment of

| Pv6-native telemetry and nonitoring capabilities, along with
correspondi ng updates to threat detection rules. However, current
nmoni toring systens provide insufficient support for IPv6, with many
| egacy tools exhibiting deficiencies in handling | Pv6 formats,
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6

ext ensi on headers, and specific behaviors. For instance, the |IPv6
Fl ow Label field, which can be used to mark traffic priority at the
packet level, remains largely underutilized by existing nonitoring
tools. Meanwhile, the address changes introduced by privacy

ext ensions render traditional address-based tracking and auditing
met hods i neffective, further undermining network visibility.
Furthernore, inconsistencies in the processing of |Pv6 extension
headers introduce additional conplexity to network nonitoring:

Di fferent devices handle | Pv6 packets wi th extension headers in
varied ways. For exanple, sone may forward them normally, others may
silently ignore them and sonme nmay even discard them outright.

Therefore, data sanpling and nonitoring tools must be fully adapted
to I Pv6, ranging fromcorrect interpretation of extension header
semantics to the effective utilization of various specialized fields,
SO0 as to ensure continuous observation and anal ysis of agents’
operations and behaviors, as well as tinely anonmaly detection.

Security Considerations
TBD.
I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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