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Abst ract

Two or nmore DNS nanes bel onging to the same registrants may share the
same DNS admi ni strative boundaries. Currently, there are no good

met hods to identify such shared adm nistrative boundaries in DNS.

Thi s docunent adds the function of |ookup of domain nane

adm ni strative boundary to domai n name system which describes a new
met hod for using dbound resource record for deternining donai n nanme
adm ni strative boundari es.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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1. Introduction

Two or nmore DNS [ RFC1034] [ RFCL035] nanes may have the sane

adm ni strative boundaries. |f they share the sane DNS administrative
boundaries, we regard that they have a relationship. Qherw se they
have not a relationship. This document describes a nethod for using
dbound resource record for judgi ng domain name adm nistrative
boundaries. The Dormai n Nanme System (DNS) currently | acks a
standardi zed nmethod to identify admnistrative boundari es between
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domai n nanes owned by the same entity. While nultiple domains may
bel ong to the same registrant, DNS does not natively express these
rel ati onshi ps.

The drafts [Boundaries-Probl em [Boundaries-Concepts] |ist nany use
cases where sone applications nay use donmain nanme administrative
boundaries. Wth the growh of Internet, there should have nore
Internet applications which will use domain name administrative
boundari es technol ogy.

As the | CANN new gTLD program has expanded, registrants frequently
obtain multiple domain names serving a comon purpose. Consequently,
there is a need to devel op a nechani smfor determ ni ng when two or
nmore domai n names share admi nistrative boundaries. This requirenent
is equally critical for second-level domamins (SLDs) within the same
top-1evel domain (TLD). Numerous organi zati ons manage nultiple SLDs
(e.g., variantl.tld, variant2.tld, variant3.tld) that operate under
unified adnministrative control, yet lack a DNS-native neans to
express this relationship.

2. Term nol ogy

The basic DNS terns used in this specification are defined in the
docunents [ RFC1034] and [ RFC1035]. The shared administrative
boundaries of DNS nanes inply, at mininum that such names are under
the control of either the same registrant or cooperating registrants.

3.  Framework

This section presents a nmechanismto | ookup of the administrative
boundary between two domains. The nechani sm defines a new resource
record type (RRTYPE) called as Dbound to satisfy the requirements
specified in the previous section. The RDATA for an Dbound RR
consists of a 1 octet Flag field, a 1 octet Reserved 1 field, a1
octet Reserved 2 field, and a Anchor Name / Nane Collection field.
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Figure 1: The structure of RDATA of Dbound resource record
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Flag: The Flag field identifies the usage of Anchor Nanme / Name
Col l ection field.

If flag=0, the Anchor Name / Nane Col |l ection is the anchor nane, and
the anchor nane will be the string of PSL. Through it, the DNS

adm ni strators can configure the rel ationship between the owner nane
and PSL. Those which point to the PSL will share the same DNS

adm ni strative boundari es;

If flag=1, the Anchor Name / Nane Col |l ection is the anchor nane, and
it means that dbound record is to try to build a connection between
the owner nane and t he anchor nane which is a FQDN. Through it, the
DNS adni ni strators can configure the relationship between the owner
name and the anchor nane. Those which share the sane anchor nane

wi Il share the same DNS adm ni strative boundari es;

If flag=2, the Anchor Name / Nane Col |l ection is the nane collection,
and the Nane Collection will be a collection of nanes which are
supposed to share the same DNS boundaries under the sane anchor nane
and will be separated by comma(,). The owner nane is sone nanes’
anchor nane in other dbound RR. Through it, the application can

| earn how many nanes share the sanme DNS boundari es under the owner
nane (sonme names’ anchor nanme in other dbound RRs)

Reserved 1 field and Reserved 2 field: These two fields will be kept
for the future use

Anchor Name / Nane Col |l ection: There are two kinds of relationship
mechani sm one is controlled by PSL; the other is specified by
bui I di ng the connection anong nanes.

If Flag is 0, the Anchor Name / Nane Collection field will have the
val ue of PSL;

If Flag is 1, the Anchor Nane / Nane Collection field will have the
val ue of the anchor name. The anchor nane acts |ike a m ddl eman.
Al'l names sharing the sane adm nistrative boundaries will point to
the sane anchor nane;

If Flag is 2, the Anchor Nane / Nane Collection field will have the
val ue of nane collection with nanes separated by comma (,).

Yao & Luo Expires 11 March 2026 [ Page 4]



I nternet-Draft dbound-i denti fy-vari ant Sept enber 2025

4.

Application Al gorithmfor Dbound Query

G ven two domain nanmes A and B There are two cases where application
can determ n whet her donai n nanmes A and B share the same
adm ni strative boundari es.

Case 1: If Aand B s flag value in the dbound record are O,
application should confirmthat the Anchor Name / Name Coll ection
fields of both names have the val ue of PSL.

Case 2: If Aand B s flag value in the dbound record are 1
appl i cation should check whether the nanmes point to the sane anchor.
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Al gorithm:

1) When the applicati on needs to know whether two names A and B share
the sanme administrative boundary, it needs to do the foll owi ng steps
to confirmit.

Step 1, the application sends the query of A for dbound record to the

DNS servers, and anal yzes the response. |If the application gets the
dbound RR for A, it checks whether there is a dbound record with the
flag value of 0 or 1. |If the value of flag of A's dbound records is

0, go to step 2; If the value of flag of A's dbound records is 1, go
to step 3; Gtherwise, go to step 4;

Step 2, the application sends the query of B for dbound record to the
DNS servers, and anal yzes the response. |If the application gets the
dbound RR, it checks this RR If the value of flag of B s dbound
records is 0, check whether the value of anchor nane of A and B's
dbound records are PSL. If yes, it neans that A and B tend to enjoy
the same adnini strative boundaries under the PSL. Then check the PSL
to confirmwhether A and B enjoy the same administrative boundari es.
If yes, return the response and exit. Oherwise go to step 4

Step 3, the application sends the query of B for dbound record to the
DNS servers, and anal yzes the response. |If the application gets the
dbound RR, it checks this RR If the value of flag of B s dbound
records is 1, check whether the value of anchor nane of A and B's
dbound records are sane. |If yes, it neans that A and B tend to enjoy
the sanme adm nistrative boundaries under the same anchor name. Then
check the anchor nane to confirmwhether A and B enjoy the sane

adm ni strative boundaries. That nmeans |If yes, the application should
send the query of the anchor name for dbound record to the DNS
servers, and analyzes the response. |If the application gets the
dbound RR, it checks this RR If the value of flag of anchor’s
dbound records is 2, check whether the dbound record s val ue include
A and Bin its name collection. |If yes, ten return the response and
exit. Oherwise go to step 4

step 4, Exit and display sone error information

2)G ven nane A, the application queries the DNS servers for the
dbound record of nane A and processes the response. |If a dbound RR
for Ais retrieved, and if the flag value of A's dbound record is 1
the application checks for the presence of a dbound record with flag
val ue 2 associated with A's anchor nane. Upon such a record being
found, the application extracts the name collection fromthis dbound
record to obtain the list of names. For each nane in this list, the
application uses the procedure specified in Algorithm1) (for the
case of two domain names A and B) to verify whether it shares the
sane adninistrative boundary as A
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3)G ven nore than two nanes, check whether they share the sane

adm ni strative boundaries. The application selects one of the nanes
as A and check whether every other name shares the sane

adm ni strative boundaries with A via the the nmethod 1) which

descri bes the case of two domain names A and B

For exanpl es:

EXAMPLE 1,
Configuration: if a.exanple and b.exnaple want to share the sane DNS
adm ni strative boundaries, it can configure the foll owi ng RRs:

a. exanpl e dbound 1 c. exanpl e
b. exanmpl e dbound 1 c. exanpl e
c. exanpl e dbound 2 a. exanpl e, b. exanpl e

or the anchor nanme can al so be one of the nanes who share the sane
DNS admi ni strative boundari es:

a. exanpl e dbound 1 b. exmapl e

b. exanmpl e dbound 1 b. exanpl e

b. exanpl e dbound 2 a. exanpl e, b. exanmpl e

USAGE: if the application wants to check whether a.exanple and

b. exanpl e share the same DNS boundaries, it finds a.exanple and

b. exanpl e share the same anchor under the flag’'s value of 1 under the
RRs above, and verify that a.example and b.exanple share the same DNS
boundari es.

if the application wants to check which donmai n nanmes share the sane
DNS boundaries with a.exanple, it finds a.exanple and b.exanple are
supposed to have the same DNS boundaries under the flag’'s val ue of 2,
and verify that a.exanple and b. exanple share the same DNS boundari es
t hrough checki ng a. exanpl e and b. exanpl e sharing the sane anchor
under the flag's value of 1 .

EXAMPLE 2,

Configuration: if a.exanple and b.exmaple want to share the same DNS
adm ni strative boundaries under PSL, it can configure the follow ng
RRs:

a. exanpl e dbound 0 http://nxr.nozilla.org/nozill a-

central /source/ netwerk/dns/ effective tld nanes. dat?raw=1

b. exanpl e dbound 0 http://mxr.nozilla.org/nozill a-

central /source/ netwerk/dns/ effective_tld_nanes. dat?raw=1
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USACE: if the application wants to check whet her a.exanple and

b. exanpl e share the same dns boundaries, it finds a.exanmple and

b. exanpl e share the sanme anchor under the flag’s value of 0, and
verify that a.exanple and b.exanple share the same dns boundaries via
the PSL |ink.

Thi s new nechani sm builds a relationship through the anchor name

(m ddleman) to avoid to construct too many pairwi se relationship. It
will help to reduce the RRs configuration and checki ng when there are
many donmai n names which are supposed to share the adm nistrative
boundari es.

5. Wldcard issue

The parent name may announce that all nanes under it to share the
sanme adm nistrative boundaries with itself, but it needs two-way
assertion here. Parents can say all its children are under its
control and share the sane boundaries. In the other hand, the
children should confirmthat they share the same boundary with its
parents too.

For exanpl e:

exanpl e. com dbound 1 exanpl e.com

*. exanpl e. com dbound 1 exanpl e. com

exanpl e. com dbound 2 exanpl e.com *.exanple.com

It means that exanple.comand its children share the sane
adm ni strative boundari es.

In sone cases, the children may | ose its parent’s control by
configure some DNS records for thenselves. The debound record has
simlar sane limtation with the wildcard. WIdcards work for the
non- confi gured sub-domai n nanes only. Those nanmes which can not
queried through wildcard will not work for dbound too. Those nanes
shoul d configure their own dbound record separately instead of

wi | dcard dbound configuration. For exanple:

If there is an A record at a.b.exanple.com the wildcard will not
mat ch a. b. exanpl e. com or b.exanple.com |In this exmaple, quering
c.exanple.comw Il work if c.exanple.comis not configured in sone
ways. |If there is a Arecord for a.b.exanple.com it indicates that
the a.b. exmapl e. comor b.exmapl e.com m ght exist. so under this
situation, a.b.exnaple.comor b.exmaple.comshould configure their
own dbound record since a.b.exnapl e.comor b.exmaple.comnmay be out
of control of the parents.

6. | ANA Consi der ations

The |1 ANA should all ocate the new DNS type for DBOUND.
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The tenplate is as foll ows:

RRTYPE: DBOUND

Nunber: TBD

Contact: |ETF Chair

Description: Ildentifying the Adm nistrative Boundaries of DNS Nanes.
Ref erence: This docunent

7. Security Considerations

The introduction of the DBOUND (Dormai n Boundary) Resource Record (RR)
to identify administrative boundaries in the DNS raises several
security considerations that should be addressed. Registrars and DNS
operators should ensure that DBOUND records are correctly provisioned
to avoid m sconfigurations that could break domain validation |ogic.
Si nce DBOUND records define adm nistrative ownershi p boundaries, they
must be protected by DNSSEC to ensure data origin authentication and
integrity. Wthout DNSSEC, an attacker could forge or nodify DBOUND
records, leading to incorrect assunptions about domai n owner shi p.
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