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Abst ract

This docunent aims to identify | ETF-rel evant probl em space and
potential areas and working groups, exploring internal and external
coordi nation for Al Agent protocols by anal yzi ng open source efforts.
It may serve as a target for CATALI ST BoF di scussions.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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Wth the rapid devel opnment of Al technol ogy, Al Agents are becom ng

Cont ext Pr ot ocol

efforts lay a prelimnary foundation, there are still

agent protocol
bringi ng di scussi ons over Al
di scovery, interaction, authorization, and

driving growi ng demand for Agent-
Open source
(MCP) are actively

Wi | e t hese
some m ssing
desi gn aspects that should be handl ed
by open standardi zation body like |IETF to ensure gl obal

during | ETF
agent

mul ti-nmodal transport. These neetings clarified key directions and

1. Introduction
key Internet interaction entities,
to- Agent (A2A) and Agent-to-Tool (A2T) i nterworKking.
projects |ike A2A, Mbdel
advancing rel ated protocols with focused use cases.
pi eces and potential protocol
interoperability.
| ETF has held multiple side neetings on Al
123 and | ETF 124 neeti ngs,
identity and identifier,
hi ghl i ght ed st andardi zati on urgency.
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3.

3.

Coordinating A2A list of efforts (CATALIST) BoF nmeeting is planned in
| ETF125 neeting to facilitate consensus on the actual scope that |ETF
shoul d work on, figure out potential area(s) and working group(s) to
proceed the work, and explore coordination activities in and out

| ETF.

Thi s docunent does not propose any detail ed solution or protocol, but
tries to propose the probl em space that | ETF should care about by
anal yzi ng exi sting open source projects efforts. This document may
serve as a target docunent for CATALI ST BoF neeting di scussion

Definition of Terns

** Al Agent: An autonompus, adaptive intelligent software systemthat
uses Al to complete a specific task. While doing so it makes
deci si ons, executes actions, and interacts with other Agents, tools,
or hunmans.

** A2A: Agent-to-Agent, Interconnection and interaction between Al
Agents (data transm ssion, context sharing, collaboration)

st andardi zed by dedi cated protocols for cross-vendor
interoperability.

** A2T: Agent-to-Tool, Interaction between Al Agents and externa
tools (APls, databases, etc.), focusing on standardizing too
i nvocation to | everage external resources efficiently.

Pr obl em Space |Issue 1: Inter-donain D scovery
1. A2A Coverage

Exi sting A2A protocol (as analyzed from avail abl e open source schema
definitions [ A2A-spec]) provides a foundational discovery mechani sm
centered on the "Agent Card" construct, which encapsul ates critica
met adata foragent identification and interaction

** Core Metadata: Agents advertise identity (name, version,
provider), capabilities, skills, authentication requirements, input/
out put nodes, and communi cation interfaces (URLs, protocol bindings)
via the Agent Card.

** Static Retrieval: Protocols support direct retrieval of Agent Card
met adat a via dedi cated requests (e.g., Get Agent Card Request),
enabling clients to obtain necessary information to initiate
communi cat i on.
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** Tenant Differentiation: A "tenant" field supports basic nulti-
tenancy, allow ng agents to serve nultiple isolated groups within a
single adm nistrative domain.

** Extension Points: Agent Extension allows agents to declare custom
prot ocol extensions, enabling donai n-specific discovery netadata.

3.2. MCP Coverage

MCP is a typical A2T protocol. Since MCP connects tools to the
agent, the devel oper will have to know beforehand the tools urls and
thus it is done in a manual |ocal configs manner. The usual approch
is to provide resource links as a primary application entry point.
Exi sting MCP protocol (as analyzed from avail abl e open source schema
definitions [ MCP-spec]).

3.3. Gaps and Potential Wrk Space in Qpen Internet

The current discovery nechanisns are insufficient for open Internet
depl oynents, where agents and clients operate across administrative
domai ns, |ack pre-configured know edge of each other, and require
dynanmi ¢, secure discovery. Current A2A protocol allow three types of
ext ensi on on di scovery nmechani sns. A Well-known URI | abelled by
server donmin, registry or catal og based approach, and direct
configuration. Based on this, in open Internet, the follow ng should
be consi der ed:

** Dynam c Directory Services: Open Internet scenarios require agents
to be discoverable via standardi zed directory services or registries.
The current nodel relies on clients having prior know edge of an
agent’s URL to retrieve its Agent Card, preventing "directory-based
di scovery" of unknown agents.

** Cross-Domain Addressing: There is no standardi zed nechani sm f or
resol ving agent identifiers to network | ocations across donmi ns.

** Domain ldentification and Trust: Protocols |ack standardized
"domai n" identifiers (e.g., organizational ID, network domain) and
mechani sms to express cross-domain trust relationships. Cdients
cannot easily determ ne an agent’s domain or whether their |oca
domain trusts it.

** Dynani ¢ Metadata Synchronization: Agent Card updates
(e.g.,capability changes, endpoint updates) are not propagated across
domai ns. Cross-domain clients may rely on stale netadata, |eading to
failed interactions.
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4. Probl em Space |ssue 2: End-to-End Session State Managenent
4.1. A2A Coverage

Exi sting A2A protocol creates a "TASK' object struct, which serves as
the core unit of session managenent, providing a robust foundation
for tracking interaction |lifecycles between Al agents:

** Task Object: A Task aggregates all session-related state,
including a unique id (task I1D), status (the current status of a
Task, including state and a nessage), history (nessage |oqg),
artifacts (task outputs),and contextld (Unique identifier for the
contextual collection of interactions).

** Interaction State Machi ne: A conprehensive state
machi ne( SUBM TTED, WORKI NG COWPLETED, FAIl LED
CANCELED, | NPUT_REQUI RED, AUTH _REQUI RED, REJECTED) covers key
i nteraction scenarios, including user input pronpts and

aut hentication interruptions.

** Synchronous/ Asynchr onous/ St ream ng Mddes: Protocol supports
synchronous requests, asynchronous requests (via
"pushNotifications"), and streamnming responses for increnental
results.

4.2. MCP Coverage

MCP is stateful per connection and statel ess across connections. It
does not support session resunption and native session tineouts,
applicaitons can retry and that it inplenentaiton specific.

4.3. Gaps and Potential Wrk Space in Open Internet

Wil e the core session nodel is relatively robust, open Internet
depl oynents i npose additional requirenents for reliability, and
interoperability across heterogeneous inplenentations:

** Session Tinmeout and Expiration: A2A Protocol |acks standardized
session timeout, idle tineout, and expiration mechani sms. Servers
cannot automatically clean up stale sessions, |eading to resource
| eaks, and clients cannot reliably determine if a sessionis stil
val i d.
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5.

5

1.

** Context Propagation Rules: Wile contextld supports cross-task
context, A2A protocol does not standardize how context is inherited
(e.g., which fields are carried over to new tasks), truncated (e.qg.,
handl i ng | ong nessage histories), or nmerged (e.g., conbining contexts
frommultiple agents). This |eads to inconsistent behavior across

i mpl ement ati ons.

** Session Recovery and Reconnection: The protocol |acks detailed
mechani sms to recover sessions after network disconnections. dients
cannot resune stream ng responses, confirmthe |ast received nessage,
or continue partial task execution. Current designs assune best-
effort reconnection semantics and do not specify maxi numrecovery

wi ndows or reconnection deadlines. This gap is particularly critica
for long-running or mission-critical agent workflows that rely on

uni nterrupted session continuity.

** User-Session Binding: Protocols only support tenant isolation but
| ack standardi zed user identity fields. This prevents user-I|eve
session isolation, cross-device session synchronization, and user-
speci fic session managenent.

** Extended State Semantics: The state machine | acks semantics for

| ong-running interactions, such as SUSPENDED (tenporarily paused), or
PENDI NG_EXTERNAL (e.g., waiting for a response from an externa
system). This forces long-running tasks to remain in WORKING state,
| eadi ng to anbi guous senanti cs.

** Session |level constrains: Wile A2A all ows nessage netadata to
provid a deadline, it does not have any scheduli ng gurantee or

uni varsal deadline. Session-level Quality-of-Service (QS)
attributes, such as maxi numtask-conpl eti on deadl i nes, bounded
execution tinmes, or task priority levels attached to session
operations left unclear or to the application inplenentaiton

Pr obl em Space |ssue 3: Fine-Gained Authorization
A2A Cover age

Exi sting A2A protocol provides a foundational authorization franmework
covering high-level access control requirenents:

** QAut h Scope Support: QAuth 2.0 flows support coarse-grained
perm ssion grants.
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5.2. MCP Coverage

MCP incorporate transport |evel authorization using QAuth 2.1 and
QAuth 2.0 protocol. However, it inplenents a subset of protoco
features for sinplicity.

5.3. Gaps and Potential Wrk Space in Open Internet

The current authorization framework is insufficient for open Internet
depl oynents, where cross-domain access, fine-grained resource
control,and dynamic trust relationships are required:

** Resource-Level Authorization: Protocols only support agent-I|eve
aut hori zation. There is no mechanismto enforce perm ssions at the
resource level (e.g., Task, Artifact, or Message), preventing use
cases such as "allow read access to this task but not that one"

** Del egati on Authorization: Cross-domain and multi-agent scenarios
require delegation (e.g., Agent A acting on behalf of a user to
access Agent B). Protocols |ack standardi zed del egati on mechani sms,
i ncludi ng del egation scope, tine limts,and revocation

** Cross-Domain Perm ssion Propagation: Wen an agent del egates a
task to a cross-domain agent, there is no nechanismto propagate
permi ssions in a controlled nmanner (e.g., "Agent A can access Agent
B's read skill on behalf of the user, but not wite"). This leads to
either over-privileged delegation or failed cross-donain

i nteractions.

** Aut horization Auditing: There is no standardi zed mechanismto | og
aut hori zati on events (e.g., who accessed what resource, when, with
what perm ssion). This hinders conpliance with regul atory
requirenents and security incident investigation

6. Probl em Space Issue 4: Milti-Mdal Transport

6.1. A2A Cover age
Exi sting A2A protocols provide a foundational multi-noda
transm ssion framework centered on the "part" construct, enabling
exchange of diverse data types
** Unified Multi-Mdal Carrier: The "part" construct supports
multiple data types, including text, binary data, etc., with

"medi aType" to indicate the data format(e.g., text/plain,
application/json, inmagel/png).

Yao & Sarker Expi res 3 Septenber 2026 [ Page 7]



I nternet-Draft Al Agent Protocol, A2A, MCP March 2026

** Stream ng Miulti-Mdal Transm ssion: The protocol supports
incremental transm ssion of nulti-nodal data, including
(e.g.,streamng video franes, increnental text + inmages)

6.2. MCP Coverage
MCP is desinged primarity for text based JSON- RPC commruni cati on
6.3. Gaps and Potential Wbrk Space in Qpen Internet

Wiile the core multi-nodal framework is functional, open I|nternet
depl oynents require additional support for large data, dynanic
adaptation, and interactive use cases:

** Large File and Chunked Transm ssion: There is no support for
chunked upl oad/ downl oad of |arge nmulti-nodal data (e.g., videos,

hi gh-resolution inmages). The raw field uses base64 encoding for
binary data, which is inefficient for large files, and there is no
mechani sm for hash verification. ** |atency bounded transmni ssion: The
protocol s I ack nechani smfor predictable/controlled ordering and | oss
handl i ng of task for critical agent nessage. As a result, timng-
sensitive agent behaviors (e.g., cooperative planning | oops ) cannot
rely on predictable inter-agent nessage timng.

** Ordering, and | oss-handling of nessages : MCP and A2A both | ack
mechani sms for conveyi ng nessage ordering requirenents across nulti-
modal data transmission. Simlarly, no mechanisnms exists to

di stingui sh between messages that e.g. nust be reliably delivered,
those that nay be dropped or superseded.

** Message i nmportance/ scheduling support : Wile MCP has non-
interperable way to annotate priority as a tool argunent, both MCP
and A2A left prioritization and scheduling of message and task
conpletion to the host of the application or agent orchastrator, not
in the protocol. This would be a potential feature required in cross
domai n functioni ng of agents.

7. Security Considerations

Beyond identity authentication and authorization, Agent
i nterconnection faces additional security challenges that require
| ETF attention to ensure ecosystem security and trustworthiness.

** Data Encryption: Al Agents interaction data (context, task
requests, results) nust be encrypted in transit and at rest to
prevent tanpering. The |ETF should enforce encryption requirenents
for multi-nodal data and ensure conpatibility with existing TLS

st andar ds.
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** Anonymity and Privacy: Agent interactions may involve sensitive
user/ Agent data. The |ETF should investigate privacy-preserving
mechani sms to protect data while enabling effective interconnection

** Malicious Agent Mtigation: Mlicious Agents may | aunch pronpt
i njection, or spoofing attacks. The |ETF should investigate attack
detection and mtigation nechanisns.
8. | ANA Consi derations
TBD.
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