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Abst ract

Conputing-Aware Traffic Steering (CATS) requires distribution of
computing metrics across the network to enable efficient traffic
steering decisions. The Generic Autonomic Signaling Protocol (GRASP)
provides a distributed approach for autonon c node di scovery, state
synchroni zati on, and paraneter negotiation in Autononi c Networking
(AN). This document defines extensions to the GRASP protocol to
support the distribution of CATS nmetrics, by specifing the GRASP

oj ective definition for CATS netrics, structured encodi ngs,

di stribution mechanisns tailored for dynam c and di stributed network
scenari os such as edge conputi ng.
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1. Introduction

The Conputing-Aware Traffic Steering (CATS) framework
[I-Dietf-cats-franework] ains to optimze traffic steering to
service instances by jointly considering dynam ¢ conputing resources
and network states. A key enabler for CATS is the standardi zed

di stribution of CATS nmetrics, which are defined in
[I-D.ietf-cats-metric-definition]. [I-D.ietf-cats-framewrk] defines
a distributed nodel where CATS netrics need to be di ssem nated
distributedly across. The distributed nodel is adaptive to dynanic
net work scal es.

The Generic Autonomnic Signaling Protocol (GRASP) [RFC8990] is the
core signaling protocol of the Autonom ¢ Networking |Integrated Mdel
and Architecture (ANIMA) [ RFC8993], providing native support for

aut onom ¢ node di scovery, peer-to-peer state synchronization, and
hop- by-hop fl oodi ng wi thout manual configuration. GRASP is deployed
over the Autonom c Control Plane (ACP) [RFC8994], which offers
secure, hop-by-hop authenticated and encrypted communication. This
provides trusted netric distribution. VWhile GRASP supports generic
signaling, it |acks a standardized structure for encodi ng and

di stributing CATS netrics.

Thi s docunent extends GRASP to address the above gap by: ** Defining
a globally unique GRASP Objective for CATS netrics distribution;
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3.

3.

** Specifying a Concise Binary (bject Representation (CBOR)

[ RFC8949] - encoded structured data format for encapsul ati ng CATS
LO/ L1/ L2 metrics, aligned with the CATS metrics framework
[I-Dietf-cats-netric-definition];

** Standardi zing two CGRASP-based CATS netrics distribution
mechani sms: active flooding (for proactive netric dissemn nation) and
on-demand synchroni zation (for reactive netric retrieval);

** Defining nmessage formats, processing behaviors, and cache
managenent rul es for GRASP nodes handling CATS netrics.

The extensions defined in this document are conpatible wth existing
GRASP protocol semantics [ RFC8990] and GRASP information distribution
extensions [I-D.ietf-ani ma-grasp-distribution], and can be depl oyed
in distributed, dynam c network scenarios such as edge conputing, and
intelligent transportation.

Definition of Terns

Thi s docunent reuses the terms defined in [ RFC3990], [ RFC8993],
[I-D.ietf-cats-franework], and [I-D.ietf-cats-netric-definition].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] when, and
only when, they appear in all capitals, as shown here.

GRASP (bj ective Definition for CATS Metrics
1. bjective Nane

The GRASP hj ective nane for CATS netrics distribution is a unique
URI -formatted string in |l ocal zone to avoid nanmespace conflicts,
defined as:

*| ocal - zone: cats-netric*

Thi s name MJST be used by all ASAs when transmitting or receiving
CATS netrics via GRASP. The nanespace "l ocal -zone" is reserved for

CATS GRASP (bj ective within the specific area, and "cats-netric"
identifies the objective as CATS netrics distribution.
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3.2. bjective Data Structure

The GRASP (nhjective value for "local -zone:cats-netric" is a CBOR map
that encapsul ates CATS netrics data and all associ ated netadat a,
aligned with the CATS netrics franework
[I-Dietf-cats-netric-definition]. The map is conposed of mandatory
fields that are REQU RED for all metric levels and optional fields
that are conditionally present based on the netric |evel or

depl oynent needs.

Al field nanmes and val ues foll ow CBOR type specifications in

[ RFC8949]. CATS netrics distribution GRASP (bjective contains the
following fields, with each field having "filed nane", "CBOR type",
"mandat ory/ Optional ", "Description", "Applicable Metric Level", and
an exanple for illustration.

*CATS Service Contact Instance ID (CSCl-ID)*: Text, mandatory. It is
a unique identifier of the conpute node providing the netric. The
applicable netric levels are LO, L1, and L2. An exanple is an |Pv6
address, "2001:db8:1::100"

*Metric_Type*: Text, mandatory. CATS netric type per
[I-Dietf-cats-netric-definition]. The applicable netric |levels are
LO, L1, and L2. An exanple is "conpute_nornt

*Metric_Level *: Text, mandatory. CATS netric |evel per
[I-D.ietf-cats-netric-definition]. The applicable netric |evels are
LO, L1, and L2. An exanple is "L1".

*Metric Format*: Text, mandatory. Data format of the nmetric val ue.
The applicable metric levels are LO, L1, and L2. An exanple is
"unsi gned i nteger".

*Metric_Value*: Nunber, mandatory. Nuneric value of the CATS netric
(integer or float per Metric _Format). The applicable netric levels
are LO, L1, and L2. An exanple is 8 (L1 nmetric), 2.8 (LO netric--CPU
GHz) .

*Metric_Unit*: Text, optional. Unit of the metric. The applicable
metric level is LO. An exanple is "GHiz", "TFl ops", "us"

*Metric_Source*: Text, optional. Source of the netric. The
applicable netric levels are LO, L1, and L2. An exanple is
"normal i zati on"

*Metric _Statistics*: Text, optional. Statistical type of the netric.
The applicable nmetric levels are LO, L1, and L2. An exanple is
"max".
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*Ti mestanp*: Integer, mandatory. Unix tinmestanp (in seconds) when
the metric was collected. The applicable netric levels are LO, L1,
and L2. An example is 1719283200.

*Expiry*: Integer, mandatory. Validity period of the metric (in
seconds), and the netric is considered stale after Tinestanp +
Expiry. The applicable netric levels are LO, L1, and L2. An exanple
is 15.

The following is a CBOR encodi ng exanpl e of the CATS netric
di stribution GRASP bjective:

CBOR
{
"CSCl-1D": "2001:db8:1::100",
"Metric_Type": "conpute_norni,
"Metric_Level": "L1",
"Metric_Format": "unsigned integer",
"Metric_Value": 8,
"Metric_Source": "normalization",
"Ti mestanmp": 1719283200,
"Expiry": 15
}
4. CATS Metrics Distribution Mechani sns
Thi s docunent defines two core GRASP-based distribution mechani sms
for CATS nmetrics. Both extend existing GRASP nmessage types defined
in [ RFC8990] .
** Active Flooding: Proactive dissenination of CATS netrics to all

adj acent ASAs via GRASP M FLOOD nessages, suitable for real-tine
metric updates in dynam ¢ networks.
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** (On-Demand Synchronization: Reactive retrieval of CATS netrics via
GRASP M REQ SYN (request) and M SYNCH (response) nessages, which is
suitable for nodes that need targeted netric data for traffic
steering decisions, and occassions that don't require periodical
metric update.

4.1. Pre-configuration
Bot h nechani sns require sone pre-configurations.

1. ASA Depl oynent: conpute nodes where CATS service contact
i nstances are | ocated and network nodes MJUST depl oy ASA that
i mpl ements the GRASP extensions defined in this document.

2. ACP Establishnment: ASAs MJST establish a secure ACP channel wth
adj acent ASAs for GRASP nessage signaling.

3. Metric Collection: ASAs at conpute nodes MJIST col |l ect CATS
metrics following [I-D.ietf-cats-netric-definition] and update
the metrics at a configurable interval.

4.2. Method 1: Active Flooding

Active flooding uses the GRASP M FLOOD nessage type (nessage type
code: 9 [RFCB990]) to proactively distribute CATS netrics from ASAs
at conpute nodes to all adjacent ASAs. Adjacent ASAs update the
metric and re-flood the nmessage to their neighbors, up to a
configurable TTL value. This nechanismis suitable for real-tineg,
gl obal di ssem nation of CATS netrics in dynamc networks with
frequent resource state changes.

*Message Format*:

The M FLOOD nessage for CATS netrics is a CBOR array per [RFC8990],
with the payl oad extended to include the CATS netrics hjective and
its structured data. The nmessage format is defined as:

CBOR

[

9, ; GRASP nessage type: M FLOOD (fixed = 9)

generate_nsg_id(), ; Message ID globally unique (timestanmp + CSCl-1D
hash)

| ocal -i pv6-cbor, ; Sender’s |Pv6 address (CBOR byte string)
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15000, ; TTL: flood scope (ms, Default: 15000)

[ ; CGRASP (bjective List (single Cbjective for CATS)

"l ocal -zone: cats-netric", ; Objective Nane (fixed)

5, ; Objective Flags: F_SYNCH bits (0x5, per {{RFC8990}})

3, ; Loop Count: retry count (fixed = 3 for CATS)
cbor-serialize(cats-nmetric) ; CATS Metric Data after CBOR serialization

1.

[1 ; Locator List: enpty (flooding does not require |ocators)

]
*Basi ¢ Workflow for M Fl ood*

The basi c wor kfl ow of M Fl ood nessage for actively floodi ng CATS
metrics hjective is defined in Figure 1. There are the foll ow ng
processi ng steps:

1. Message Reception: ASA receives a M FLOOD nessage with the CATS
hj ective, validates the nessage format (CBOR array, correct
message type, Objective name) and ACP security (authenticated/
encrypted). Discard invalid or unauthenticated nessages.

2. TTL Check: Decrenent the TTL by the local processing delay (in
ms). If the resulting TTL is equal to or less than 0, discard
the message and end fl oodi ng.

3. Stal eness Check: Extract the "Tinmestamp" and "Expiry" fields from
the CATS netric data, and calculate the validity window If the
current time > Tinmestanp + Expiry, discard the stale netric.

4. Cache Check & Update: a. Check the local CATS netrics cache for
an entry with the same "CSCl _I D' and "Metric_Type".

b. If no entry exists: add the netric to the cache, mark with the
validity wi ndow, and proceed to re-fl ood.

c. |If an entry exists: conpare the "Tinmestanmp" of the received
metric with the cached one. |If the received "Tinestanp” is newer:
update the cache with the new netric; if older: discard the received
metric (no re-flood).
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1. Re-Flood: Re-transnit the M FLOOD nessage (with the decrenented
TTL) to all adjacent ASAs (excluding the sender) via the ACP

channel .

oo - + oo - + oo - +
| Net wor k| | Net wor k| | Conput e
| Node | | Node | | Node |
I I I I I I
|  ASA | |  ASA | |  ASA |
R - R - R -

| Establ i sh | Establ i sh |

ACP channel | ACP channel |

Cemmmmemeeeeceeee e b I >|

send M Fl ood nessage |

I

I

| .

| Col | ection
I

| periodically |
I

TTL Check &
St al eness handl i ng
If TTL<=0 or is_stale: Drop
If no: send MFIlood

send M Fl ood nmessage |

Figure 1: Active Flooding
4.3. Method 2: On-Demand Synchroni zati on

On-demand synchroni zati on uses two GRASP nessage types to enabl e
reactive retrieval of CATS nmetrics. M REQ SYN (synchronization
request, nessage type code: 4 [RFC8990]) and M SYNCH (synchroni zation
response, nessage type code: 8 [RFC8990]). A netric consumer ASA
(e.g., CATS Ingress Node) sends a M REQ SYN nmessage to a specific
comput e node ASA to request its current CATS netrics. The conpute
node ASA responds with a M SYNCH nessage containing the latest netric
data which is collected just after request tine. This nmechanismis
suitable for nodes that need targeted, real-time CATS netrics for
traffic steering decisions and no need for global flooding.

*Message Format *:
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Both M REQ SYN and M SYNCH nessages are CBOR arrays per [RFC8990],
with the payl oad extended to include the CATS bjective. The request
and response are nessage |D-bound: the M SYNCH nessage reuses the

M REQ SYN nessage I D to ensure correl ation.

The nessage format of M REQ SYN is defined as:

CBOR
[
4, ; GRASP nessage type: M REQ SYN (fixed = 4)

generate_nsg_id(), ; Request Message ID: globally unique (for
response correl ation)

[ ; GRASP (njective List

"l ocal -zone: cats-netric", ; Objective Nanme (fixed)

5, ; Objective Flags: F_SYNCH bits (0x5, per {{RFC8990}})

3, ; Loop Count: retry count (fixed = 3 for CATS)

0 ; '0 is an initial value that neans CATS netrics request

]
]

The nmessage format of M SYNCH is defined as:
CBOR
[ 8 ; GRASP nessage type: M SYNCH (fixed = 8)

reg_nsg_id(), ; Response Message |ID: REUSE the request’s Message ID
(correl ation)

[ ; GRASP (njective List

"l ocal -zone: cats-netric", ; Objective Nane (fixed)

5, ; Objective Flags: F_SYNCH bits (0x5, per {{RFC8990}})
3, ; Loop Count: match the request’s Loop Count

cbor _serialize(cats-netric) ; CATS Metric Data
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]

]
*Basi ¢ Workfl ow for M REQ SYN and M SYNCH*

Consumer ASA (Requestor) Processing Steps:

** Request Ceneration: Consumer ASA generates an M REQ SYN nessage
with a unique nessage ID and the target "CSCl-1D"' and "Metric_Type".
It then unicasts the nessage to the conpute node ASA via the ACP
channel .

** Response Reception: Waits for an M SYNCH response with the same
message I D (configurable timeout, Default: 5s). If no response is
received within the tineout, retry the request up to the Loop Count
(3) tines.

** Response Validation: Validates the M SYNCH nessage format,
oj ective nane, and netric freshness (Timestanp + Expiry >= current
time). Discard invalid or stale responses.

** Metric Usage: Extracts the CATS netric data fromthe M SYNCH
payl oad and uses it for CATS traffic steering decisions.

Conput e Node ASA (Responder) Processing Steps:

** Request Reception: Receives an M REQ SYN nessage; validates the
message format, bjective nane, ACP security, and target CSCl-ID.
Di scard invalid or unauthenticated requests.

** Real-Time Metric Collection: Collects the latest |ocal CATS netric
data for the requested Metric_Type (or all netrics) per
[I-Dietf-cats-netric-definition]. It then sets the "Tinmestanp"” to
the collection tinme and "Expiry" to 15s (Default value).

** Response Generation: Generates an M SYNCH nessage with the same
message | D as the request; encodes the collected netric data into the
CATS bj ective CBOR nap.

** Response Transnission: Unicasts the M SYNCH nessage to the
consuner ASA via the ACP channel .
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Figure 2: On-Demand Synchroni zation
5. Security Considerations

Al CATS metrics distribution messages defined in this document are
transmtted over the ACP channel [RFC8994], which provi des mandatory
hop- by-hop aut hentication, encryption, and integrity protection. No
additional security mechanisns are required for the netrics nessages
t hensel ves, as the ACP addresses the followi ng core security
concerns:

** Authentication: Al ASAs are authenticated via LDevlD certificates
that are provisioned by Bootstrappi ng Renbte Secure Key
Infrastructure (BRSKI) [ RFC8995]. Unauthenticated ASAs cannot join
the ACP or receive/transnit CRASP nessages.

** Confidentiality: GRASP nessages that include CATS netrics are
encrypted hop-by-hop via the ACP, which limts eavesdroppi ng on
netric data.

** |ntegrity: ACP provides nessage integrity protection. Tanpered
CATS netrics nmessages are detected and di scarded by ASAs.

Sone additional security considerations:
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** Fl ooding Scope Limitation: ASAs SHOULD use the TTL field to limt
the floodi ng scope of CATS netrics. This reduces the attack surface
for denial -of-service (DoS) attacks via excessive fl ooding.

** Cache Eviction: ASAs SHOULD enforce strict cache eviction rules to
prevent cache exhaustion attacks via spoofed CATS netrics nessages.

6. | ANA Consi der ati ons

Thi s docunent requests |ANA to nake the registrations of the GRASP
oj ective for CATS netrics distribution. Details to-be-added.
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