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Abst ract

Agent Conmmuni cati on Network(ACN) is beconing a prom sing and
fundarmental infrastructure for nost vertical industries. To
construct and build a scal able and trustable ACN, authentication and
aut hori zation of Al agents are critical requirenments. This docunent
extends the nodel of QAuth and proposes new workfl ows for Al agent
aut henti cation and authori zati on.
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1. Introduction
Wth the rapid devel opment of |arge | anguage nodel s(LLMs) and Al
applications, an Al agent is beconm ng an emerging entity that can
hel p i mprove working efficiency. There are different types of Al
agents, e.g., physical and virtual entities, and many prom sing use
cases of Al agents have been nentioned in
[1-D.rosenberg-aiproto-framework]. Al of these Al agents will join
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to build a new Internet infrastructure, which is called as Agent
Conmruni cati on Network(ACN). To build such future networks is not
easy, challenges and requirements for new protocols are discussed in
[1-D.rosenberg-ai proto-framework]. Key requirenents include, the

di scovery, procedures and nmechasins of Al agents to establish nessage
routing and connection nmanagenent. A fundanental conponent and of
critical inmportance for any new Al agent protocol is ensuring robust
aut henti cati on and aut hori zati on.

The conplexity of Al agent authentication and authorization exists in
that agent nay have different roles and capabilities. Al agents may
wor k On- behal f-of (OBO users, itself, or other Al agents. In
different cases, there are different requirenments on the

aut henti cation and authorization, |leading to different workflows.
More inmportantly, agents may communi cate with APl proxy server, like
MCP server to call APl and access external resources, this nakes the
aut henti cation and authori zation probl ens nore conpl ex.

[1-D. oaut h-ai -agent s-on-behal f-of -user] considers the case when Al
agents work OBO their users, and [I|-D.rosenberg-oaut h-aauth] defines
the extension of QAuth 2.1 for Al agents. This docunment further
considers nmore cases on Al agents authentication and authorization
based on QAut h extensi ons.

Thi s docunent describes an extension to the QAuth to support

aut henti cati on and authorization anong Al agents within ACNs. It
defines three operational nodes in which agents act on behal f of
users, thenselves, or other agents, introduces the concept of an Al D
and di scusses integration with APl proxy servers such as the MCP

Definition of Terns

* Al Agent: an entity with built-in intelligence, which can help or
repl ace humans i npl enent jobs and inprove work efficiency.

*  Types of Al Agents:

- Physical Al Agent: a physical entity with enbedded
intelligence, usually refers to some Al termnals, e.g., Al
robot, enbodied Al.

- Virtual Al Agent: a virtual entity that can provide
intelligence, usually refers to some softwarized Al assistant,
e.g., a chat assistant with a nobile application

* Omership and Rol es of Al Agents:

- OBO User: the agent may require the authorization fromusers to
i npl ement j obs for users.
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- OBO Agent Itself: the agent itself has identification and
i npl ements jobs and represents itself.

- 0OBO O her Agent(s): the agent mmy represent other agents to
i npl ement sone jobs, given that other agents may not have the
capabilities to inplenment the jobs.

* Agent Conmuni cation Network(ACN): a network infrastructure which
supports the interconnection, routing, capabilities announcenent,
and task coll aboration of different types of Al agents.

* Agent ldentifier(AID): An independent identifier of Al agent.

* APl Proxy Server: A mddl ebox server that hel ps Al agent to cal
APl's or access external data resources. A typical exanple is the
Model Context Protocol (MCP) server

*  Donai n:

- Task-wi se Domain: a tenporary domain that is created to target
on a specific job, when the job is finished, the domain is
destroyed. A typical exanple is a domain that is created by
5G 6G core networKk.

- Application Domain: a durable donmain that is created by a
specific application, e.g., a web or nobile application offered
by cl oud service providers.

The definition of resource server, resource owner, authorization
server, and client reuse the definition in [ RFC6749].

3. Aauth: Agent OBO Its User(s)
3.1. Exanple Case

A typical use case of Al agent on-behalf-of the user to access public
resources can be a virtual agent assistant. For exanple, a trip

pl anni ng app assistant helps the user to plan trips. This case is
obvi ous and sim | ar ones have been nentioned in

[1-D.rosenberg-ai proto-franework]. In this case, when the trip

assi stant needs to search for the current bal ance of the user, it
needs the authorization of the user to access his bank account app
Wiile it may al so need to search for hotels, and it may require the
account of the user under some booking applications. |In addition, it
may al so need to use sone of the data stored in the cloud persona
gallery, which may require tenporary access token. Therefore, Al
agent OBO user(s) need different |evels of authentication and

aut hori zation to access these resources.
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3.2. Mbdel

Figure 1 shows the extension of the QAuth 2.0 nodel proposed in

[ RFC6749]. There are several updates and new conponents in this
nmodel . The big difference is the introduction of Al agent and API
proxy server. |If under traditional QAuth 2.0 nodel, client(Al agent)
will directly comunicate with resource owners and resource servers
But this is not efficient and scalable in the Al era, since an agent
may consult many resource owners at the same tinme, and different
resource owners nmay require different levels of privileges to access
protected resources. To overcone the issue, industries have proposed
Model Context Protocol (MCP). It introduces MCP server and protoco

to let Al agents only conmunicate with the MCP server to request for
resources. The MCP server will help Al agents to do APl calling and
specific data resource access. In Figure 1, MCP server refers to the
APl proxy server. In the diagram APl proxy server will conmunicate
with different resource owners and resource servers. The agent may
al so support communicating directly with the resource owner and
resource server. For exanple, the resource owner is another agent
that is interconnected with the agent itself.
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* Step 1, the Al agent interpret the pronpts and comunicate with
the APl proxy server to search for specific data resources and
i mpl ement function calling. Alternatively, the agent will ask the
resource server for the grant if they are directly connected.

* Step 2, the APl proxy server asks for multiple resource owners for
the grant of access of the protected data resources.

* Step 3, resource owners reply to the APl server what
aut hentication grant(e.g., authorization code) they need for the
access to the required resource.

* Step 4, the APl proxy server will gather nmessages fromdifferent
resource owners and reply to the Al agent containing multiple
aut horization grants fromdifferent resource owners
Al ternatively, resource ower 3 will replies to the agent with the
aut hori zation grant directly.

* Step 5, the Al agent communicates with different authorization
servers with multiple authorization grants.

* Step 6, auth servers reply to the Al agent with the required
access tokens.

* Step 7, Al agent replies to the APl server with the required
access tokens. Alternatively, it directly sends the access token
to the resource server(resource server 3)

* Step 8, the APl proxy server sends different access tokens to
di fferent resource servers respectively.

* Step 9, resource servers send protected data resources to the API
proxy server. The resource server 3 directly sends the protected
data resources to the Al agent.

* Step 10, the APl proxy server replies to the Al agent with the
information that it needs.

* Step 11, Al agent replies to the user with the answer.

4. Aauth: Agent OBO Itself
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Exanpl e Case

In addition to virtual Al agents, there is another type, physical Al
agent. Al robots, enbodied A, and other Al term nals have
differentiated capabilities to inplenent nmultiple jobs. For exanple,
in a renote rescue case, an Al search and rescue vehicles, and an
robot dog can be dynamically formed into a networked system The
robot dog can scan and transnmit the live videos to renote consol e and
control signals to the Al search and rescue vehicle, while the Al
search and rescue vehicles can use its robotic armto nove obstacles
based on the signals fromthe robot dog or the renbte console. Sone
other sinilar cases are nentioned in [ TR22.870].

Conpared to the case in which the agent is OBOits user, the mgjor
difference in this case is that agent need identification of itself,
that is the agent identification(AID). In previous case, agent can
be assigned a Cient ID(CID). The scope of its authority is
determined by its user, and is less than its users’ authority scope.
Wiile if agent is OBOitself, it is the user. So it has the sane
privilege as the user. How to define the Al D needs further

di scussion and i s beyond the scope of this docunent.

Model

The nodel of the agent OBO itself can be extended
fronfl-D.ietf-oauth-v2-1]. As shown in Figure 2, the Al agent is the
resource owner. \Wen assigned with sone specific tasks, it may
enabl e sone software functions, and then it will trigger the client
within these software functions for authentication and authorization.

S IR + . +
| | --(A)- Authorization Request ->| Resour ce

| | Onner |
| | <-(B)-- Authorization Gant ---| (Al Agent or |
| | | O her owners) |
| | S +
I I

| | . +
| |--(Q-- Authorization Grant -->| Authorization

| dient | | Server |
| | <-(D)----- Access Token ------- | |
| | S +
I I

| | . +
| |--(B)----- Access Token ------ >| Resour ce |
| | | Server |
| | <-(F)--- Protected Resource ---| |
S TRy + S I +
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Figure 2: Al Agent OBO Itself Workfl ow
4.3. Workfl ow

Detailed workflowis simlar to [I-D.ietf-oauth-v2-1], and will not
be stated in detail.

5. Aauth: Agent OBO O her Agent(s)
5.1. Exanple Case

This case is nore conplex, but may be required if Al agents have
differentiated capabilities and need to collaborate to finish sone

j obs, whatever the agents are fromintra-domain or inter-domain,

whi ch has been discussed in [|-D.rosenberg-ai proto-framework].

In this case, if one Al agent wants to access sone protected data
resources of other agents, or of the users of other agents. It needs
the authorization fromthem This is different conpared to the
situation that this agent only needs to seek for grant fromthe user
it represents.

5.2. Model

Fi gure 3 shows the nodel when multiple agents work coll aboratively,
and there will be a chained authentication and authori zation

wor kfl ow. Before Al Agent A requests Al agent B to help it inplenent
a job, there should be prior know edge that both agents need nutua
trust. If they conme fromthe sane domain, whatever it is a task-w se
domai n created by a console(e.g., 5G 6G core) or a durable donmain
created by a web application, they need verification fromthe 53 6G
core or the web application adninistrator. |f they come from
different domains, they may need verification froman open platform
that organize and issue the AIDs. There are sone ongoi hg work
defining AID I -D. narajal a-ans],[|-D. narvaneni -agent-uri]. Wth this
pre-verification, agents can comrunicate with each other. But when
one agent (Al agent B) needs access of the protected data resource of
the user of Al agent A or Al agent Citself, it still need tenporary
aut henti cation and authorization. In this chained authentication and
aut hori zati on workflow, the core idea here is to let the agent OBO
user or the agent OBO itself always to comrunicate with the

aut hori zation server to get the access token
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Figure 3: Al Agent OBO O her Agents Woirkfl ow
5.3. Workfl ow
The detailed workflow of Figure 3 is as foll ows:
Step 0, a user asks its Al agent(Al agent A) for sone help.

Step 1, Al agent A redirects the help to Agent B when A is not
capabl e, and Agent C asks for B's help too.

Step 2, agent B ask APl proxy server to call APls. Agent may al so
request resource owner’s grant for its protected data resources.
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6.

Step 3, the APl proxy server send requests to resource owner 1.

Step 4, the resource owner 1 send access grant to the APl proxy
server.

Step 5, the APl proxy server and resource owner 2 send the access
grant to Al agent B.

Step 6, Al agent B redirects the access grants to Al agent A or Al
agent C, considering the resource bel ong to whom

Step 7, Al agent A and Al agent C send access grants to authorization
servers.

Step 8, authorization servers replies with authorization tokens.
Step 9, Agent A and agent C pass the access tokens to agent B.

Step 10, Al agent B passes the access tokens to APl proxy server or
resource owner 2, considering what resource agent B wants to access.

Step 11, the APl proxy server passes the access token to resource
owner 1.

Step 12, resource owner 1 gives the protected data resource to the
APl proxy server.

Step 13, agent B gathers the data resources fromthe APl proxy server
and resource owner 2.

Step 14, agent B sends back the processing result to agent A or agent
C.

Step 15, agent A processes further and sends back the final result to
t he user.

Consi derations on Other |nportant Factors

.1. Gant Dynamicity

[ RFC7591] nentions the nechanismto realize dynamc client
registration. Wether and when to grant Al agents with short-Ilived
or long-lived authentication and authorizati on may need further

di scussi on, considering various use cases that Al agents participant.
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6.2. Specific ldentity for Al Agent

As the second and the third case nentions in the previous section, Al
agents may have independent identities in ACN. The definition of
AlDs is not within the scope of this docunment, but directly inpacts
aut henti cati on and aut horizati on nethods.

6.3. Can Al Agents Represent Users to Consent Requests?

In the third case nentioned in this docunent when agent is OBO ot her
agents. This docunent assunes that agent can represent its user to
request for access tokens, while the choice on whether to consent
requests(authorization grant) is still left to the user or the

agent (agent C). But it may evolve to the situation that Al agent can
represent its user to give permssion if there are sone pre-
validation on the content scope that Al agent can give externa

grants i ndependently.

7. Security Considerations

Al Agent authentication and authorization introduce additional risks
beyond those covered in [RFC6749] and [I-D.ietf-oauth-v2-1]. This
section highlights specific threats and corresponding nitigations
appl i cable to agent-to-agent (A2A) environments and Agent

Communi cati on Networ ks (ACN)

Attention nmust be given to agent discovery, agent sandboxing, audit

| oggi ng, and revocation nechani sns, and interactions should apply
appropriate transport-layer security. It is worth noting autononous
agents may act persistently and at nachi ne speed, which creates
several additional security challenges

Speci fic aspects of security will be discussed in nore detail in this
docunent .

7.1. Agent |npersonation during D scovery

An adversary may attenpt to inpersonate a legitimte Al agent during
the di scovery phase, registering fal se endpoints or replaying
previously valid credentials to obtain unauthorized access tokens or
sensitive data.

Agents nust perform aut henticated di scovery using DNS or anot her
verifiable directory service and conplete a cryptographically signed
handshake before establishing trust. [Inplenentations mght need to
reject interactions with agents that cannot present verifiable
handshake proofs.
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7.2. Excessive Attribute D scl osure

During discovery and authorization, agents may di scl ose nore
identifying information than is necessary, creating privacy risks and
enlarging the surface of attack. Privacy-preserving credentia
mechani sms may be used to reveal only the minimumattributes
necessary for the transaction. Authorization servers and relying
parties should avoid requesting attributes not strictly required for
policy enforcenent.

7.3. Token Replay and Internediary Exfiltration

Access tokens exchanged between agents or through APl proxy servers
(e.g., MCP) may be intercepted or replayed by unauthorized
intermediaries, resulting in inpersonation or unauthorized resource
access.

A et hod shoul d be used so that access tokens nmay be sender-
constrai ned using nmechani sms. Furthernore, tokens may be configured
to have short lifetimes or be scoped narrowy to the required
operation. For sensitive or human-triggered actions, a nethod to
ensure that |eaked tokens cannot independently authorize sensitive
actions woul d be required.
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