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Abstract

Thi s docunent specifies howto forma hybrid key exchange with
CurveSM2 and MLKEM in Transport Layer Security (TLS) protocol version
1.3.

Rel ated | ETF drafts include [hybrid] and [ecdhe-m kenj.
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights

Yang, et al. Expires 5 May 2026 [ Page 1]



I nternet-Draft TLSv1. 3 hybrid SM2- MLKEM Key Exchange Noverber 2025

and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent introduces one new NanedG oup and rel ated key exchange
schene in TLSvl.3 protocol. This NanmedG oup is used in the Supported
Groups extension during the handshake procedure of TLSv1.3, to

achi eve a hybrid key exchange in combination with the post-quantum
key exchange al gorithm M.- KEM768 ([ Fl PS203]):

NanedG oup curveSMPMLKEM/68 = { XX };

Thi s new NanedG oup uses an elliptic curve called curveSM2 which is
defined in SM2 rel ated standards. Those standards are either
publ i shed by international standard organizations or by Chinese
standard organi zati ons. Please read Section 1.1

Since | ANA has not assigned a value for the newy introduced
NanmedGroup item a reserved value for private usage is tenporarily
used in this docunment at current stage. This value is for testing
pur pose only.

NanmedG oup curveSMPM_.LKEM/68 = { OxFEFE };
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1.1. The SM2 Elliptic Curve

SM2, SO | EC 14888-3:2018 [I SO SM2] (as well as in

[ GBT. 32918. 2-2016]) is a set of elliptic curve based cryptographic
algorithms including digital signature, public key encryption and key
exchange schene. |In this docunent, only the SM2 elliptic curve is

i nvol ved, which has al ready been added assi gned by | ANA

Pl ease read Section 2.2 for nore information
1.2. Term nol ogy

Al t hough this document is not an | ETF Standards Track publication it
adopts the conventions for normative | anguage to provide clarity of
instructions to the inplenenter, and to indicate requirenent |evels
for conpliant TLSvl1. 3 inpl enentations.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Hybrid Key Exchange Scheme Definitions
2.1. TLS Versions

The new supported group item and rel ated key exchange schene defined
in this docunent are only applicable to TLSvl. 3.

I mpl enent ati ons of this docunent MJUST NOT apply this supported group
or key exchange scheme to any ol der versions of TLS

2. 2. Cur veSM2

The hybrid key exchange schene defined in this document uses a fixed
elliptic curve parameter set defined in [GBT.32918.5-2016]. This
curve has the name curveSM

As per [RFCB8998], the SM2 elliptic curve ID used in the Supported
Groups extension is defined as:

NanmedG oup curveSM2 = { 41 };
I mpl enent ati ons of the hybrid key exchange mechani smdefined in this
docunent MUST conformto what [GBT.32918.5-2016] requires, that is to

say, the only valid elliptic curve paraneter set for SM2 signature
al gorithm (a. k.a curveSM2) is defined as follows:
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curveSM2: a prime field of 256 bits

yh2 = x"3 + ax + b

p

oy

FFFFFFFE
FFFFFFFF
FFFFFFFE
FFFFFFFF
28E9FA9E
F39789F5
FFFFFFFE
7203DF6B
32C4AE2C
8FE30BBF
BC3736A2
DOA9877C

FFFFFFFF
00000000
FFFFFFFF
00000000
9DIF5E34
15AB8F92
FFFFFFFF
21060528
1F198119
F2660BEL
F4F6779C
C62A4740

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
AD5A9EAB
DDBCBD41
FFFFFFFF
53BBF409
5F990446
715A4589
59BDCEE3
02DF32E5

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFC
CF6509A7
4D940E93
FFFFFFFF
39054123
6A39C994
334C74C7
6B692153
2139F0A0

The above elliptic curve paraneter set is also previously defined in
[ RFC8998] .

2.3. Hybrid Key Exchange

2.3.1. Hello Messages
The use of the hybrid nanmed group defined by this docunment is
negoti ated during the TLS handshake with infornmati on exchanged in the
Hel | o messages.
The main procedure follows what [hybrid] defines. That is to say,
t he non-post-quantum part (a.k.a. the ECDHE part) of the hybrid key
exchange is based on standard ECDH wi th curveSM.

2.3.1.1. dientHello

To use the hybrid named group curveSM2M_KEM7/68 defined by this

docunent ,
' support ed_groups’

Section 4.2.7 of [RFC8446].

Then the TLS client’s ’'key_exchange
extension is the concatenation of the curveSM2 epheneral

M.- KEM768 encapsul ati on key.

a TLSv1l.3 client MJST include ' curveSMPM_KEM/68
extension of the CientHello structure defined in

val ue of the 'key_ share’
share and

in the

The ECDHE share is the serialized value of the unconpressed ECDH

poi nt

representation as defined in Section 4.2.8.2 of [RFC3446]. The

size of the client share is 1249 bytes (65 bytes for the curveSMm

public key and 1184 bytes for

Yang, et al.
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2.3.1.2. ServerHello

If a TLSv1l.3 server receives a UientHell o message containing the
hybrid nanmed group curveSMRMLKEM/68 defined in this docunment, it MAY
choose to negotiate on it.

If so, then the server MUST construct its 'key_exchange' val ue of the
"key_share’ extension as the concatenation of the server’s ephenera
curveSM2 share encoded in the sane way as the client share and an M-
KEM ci phertext encapsul ated by the client’s encapsul ation key. The
size of the server share is 1153 bytes (1088 bytes for the M.-KEM
part and 65 bytes for curveSM2).

2.3.2. Key Scheduling

According to [hybrid], the shared secret is calculated in a
‘concatenation’ approach: the two shared secrets are concatenated
toget her and used as the shared secret in the standard TLSvl1. 3 key
schedul e.

Thus for curveSMMLKEM/68, the shared secret is the concatenation of
the ECDHE and M.- KEM shared secret. The ECDHE shared secret is the
x-coordi nate of the ECDH shared secret elliptic curve point
represented as an octet string as defined in Section 7.4.2 of

[ RFC8446]. The size of the shared secret is 64 bytes (32 bytes for
each part).

Both client and server MUST cal cul ate the ECDH part of the shared
secret as described in Section 7.4.2 of [ RFC8446].

As already described in [ RFC8998], SM2 is actually a set of

crypt ographi c al gorithns including one key exchange protocol which
defines methods such as key derivation function, etc. This docunent
does not use an SM2 key exchange protocol, and an SM2 key exchange
protocol SHALL NOT be used in the hybrid key exchange schene defined
in Section 2.3. Inplenmentations of this document MJST al ways conform
to what TLSv1l.3 [ RFC8446] and its successors require about the key
derivation and rel ated met hods.

3. | ANA Consi derations

I ANl has not assigned a value for the nane ’'curveSMM_KEM/68’ vyet.
One suggestion from| ANA expert is to use a tenporary val ue reserved
for private usage at current stage. Thus inplenentations can nove
forward to test the interoperability. So the value in the follow ng
tabl e MUST NOT used in any production environnent. The tenporary
val ue is as follows:
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[ e = oms b e et e g U
| Value | Description | DTLS-OK | Recomrended | Reference |
[ Sl sty sl el e sl ety
| OXFEFE | curveSM2MLKEMZ68 | No | No | this RFC |
F-------- I i T ) L L i I +

Table 1

After |1 ANA assigns the real value. The above description should be
changed to:

I ANA has assigned the value XX with the name ' curveSMCMLKEM/68’, to
the "TLS Supported G oups" registry:’

B ool s oo st sty e sty
| Value | Description | DTLS-OK | Recommended | Reference |
[ ettty el ety pl ety e —p————
| XX | curveSMMLKEM/68 | No | No | this RFC |
+----- - I I I Fo-m e - - I i I +

4. Security Considerations

At the tine of witing, there are no security issues have been found
for relevant al gorithns.
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