SPRI NG Wor ki ng G oup J. Yang

I nternet-Draft W Cheng
I ntended status: Standards Track M Zhou
Expires: 2 Septenber 2026 Chi na Mobile
J. Wang

G Zhang

Cent ec

1 March 2026

Fl ow Level Precision Congestion Control for SRv6 Networks
draft - yang- srv6- preci sion-fl owcontrol -00

Abstract

Thi s docunent defines a flowlevel precision congestion control
mechani sm for SRv6 networks. The nmechani sm specifies new congestion
notification nmessage formats that enabl e per-flow congestion

i nformati on delivery and hop-by-hop backpressure control. Conpared
to traditional Priority-based Flow Control (PFC) which operates at
the queue level, this mechani sm provides finer-grained congestion
control suitable for Wde-Area Network (WAN) environnents, mtigating
head- of -1 i ne bl ocki ng, congestion spreadi ng, and deadl ock i ssues.

The docunent al so describes interoperability nodels with traditional

| EEE 802. 1Qbb PFC.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft documents valid for a maxi num of six nonths
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This Internet-Draft will expire on 2 Septenber 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .
1.1 Reqw rements Language .
2. Term nol ogy . .
3. Protocol Operati ons . .
.1. Architecture Overview . . .
.2. Flow dassification and St ream I D ASSI gnrrent
.3. Congestion Detection and Forwardi ng Behavi or
.4. Interoperability with Legacy L2 PFC .
4. Packet Formats . . .
.1. 1Pv6 Extension Header Format
.2. | CQwv6 Message For mat
Security Considerations .
I ANA Consi derations .
Ref er ences
7 1. Normative Ref erences
7.2. Informative References
Acknowl edgenent s
Aut hors’ Addresses

DS wWwww

Noo
©OOOEOO~NUCTCTUADDDNWWN

1. Introduction

Wth the exponential growth of intelligent conputing services,
scenarios such as distributed Al training, Renote Direct Menory
Access (RDVA) over Converged Ethernet (RoCEv2), and disaggregated

st orage-conpute architectures require rigorous |ossless transni ssion
of large volunmes of bursty traffic. As these services expand beyond
data centers across Wde-Area Networks (WANs), rmaintaining zero-
packet -1 oss guar ant ees becones i ncreasingly chall engi ng.

Traditional Priority-based Fl ow Control (PFC), as defined in | EEE
802. 1Qbb, is a Data Link Layer flow control mechanismprinarily
designed for intra-data center networks. \Wen applied to WAN
scenarios with higher Bandw dt h- Del ay Products (BDP), PFC faces
severe structural limtations:
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* Hi gh Propagation Latency: WAN transmi ssion del ays are orders of
magni tude | arger than those in data center networks. The
propagation time required for a PFC PAUSE frame to reach the
upstream node often results in severe buffer overflows at the
congesti on point.

* Coarse Control Ganularity: PFC operates globally at the priority
queue |l evel. A congestion event triggered by a single mcro-burst
will cause all flows mapped to that Traffic Cass (TC) to be
paused, leading to the "collateral danmage" known as Head- of - Li ne
(HAL) bl ocki ng.

* Deadl ock Vulnerability: In conplex topologies involving cyclic
routing or prol onged congestion, the hop-by-hop queue-|evel pause
nature of PFC frequently | eads to unrecoverable cyclic buffer
dependencies, i.e., PFC Deadl ocks.

To address these linmitations, this docunent proposes a Fl ow Leve
Preci si on Congestion Control mechanism Operating within SRv6
networks, it allows network nodes to uniquely identify congested IP
flows and explicitly signal upstream nodes to enforce granular rate
reduction or pause actions exclusively on the offending fl ows.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

PFC (Priority-based Flow Control): A Link Layer flow contro
mechani sm defined in | EEE 802. 1Qbb that pauses transm ssion of a
specific priority queue on a link

StreamID: An identifier locally or globally allocated by network
nodes to uniquely distinguish an upper-layer mcro-flow within the
SRv6 routing donain.

PFCM (Preci sion Flow Control Message): A newly defined | Pv6
signal i ng nessage (either an | CMPv6 nessage or an | Pv6 Extension
Header) used to convey per-fl ow backpressure signals.

Precision Flow Control Tinme: The duration for which a targeted

congestion control action (e.g., rate reduction or pause) MJIST be
mai nt ai ned, neasured in nicroseconds.
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3.

3.

3. 3.

1.

2.

Pr ot ocol Operations
Architecture Overvi ew

The nechani sm operates within standard SRv6 data planes. To support
Fl ow- Level Precision Congestion Control, participating routing nodes
are REQU RED to inplenment the follow ng functional conmponents:

* Flow Cassification and Stream | D Managenent

* Per-flow state nonitoring and buffer threshold nanagenent
*  PFCM Generation (Downstream Node)

* PFCM Processi ng and Enforcenent (Upstream Node)

Fl ow C assification and Stream | D Assi gnnent

Forwar di ng nodes MJUST performflow classification to distinguish
traffic streans. The default classification nmethod SHOULD utilize
the 1Pv6 Flow Label (as defined in [RFC6437]) conbined with the
Source and Destination | Pv6 Addresses.

Al ternatively, nodes MAY utilize a classic 5-tuple identifier (Source
I P, Destination IP, Protocol, Source Port, Destination Port) where
payl oad i nspection is feasible. Inplenentation-specific
classifications (such as Deep Packet Inspection for Layer-7 headers
or traffic behavioral heuristics) MAY be used but are strictly

outsi de the scope of this standard.

Upon detecting a stateful flow, the node allocates a unique Stream
ID. The Stream | D managenent strategy can be |localized (significant
only between two adj acent hops) or globally coordinated (e.g., using
an SDN control |l er across the SRv6 donmin).

Congestion Detection and Forwardi ng Behavi or

The lifecycle of precision congestion control is defined by the
followi ng state nachine transitions:

1. Congestion Detection (Local State):
A node actively nonitors its egress buffer occupancy for each
identified flow \Wen the instantaneous or average buffer depth
for a specific Stream | D exceeds a pre-configured hi gh-water mark
threshol d, the node transitions to the Congested state.

2. PFCM Generation (Signaling):
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3.

4.

4.

The congested node generates a Precision Flow Control Message
(PFCM. The PFCM encapsul ates the offending Stream I D, the |ocal
Queue I D, the requested Action (e.g., reduce rate by 50%, and
the Precision Flow Control Tine.

3. Reverse Path Transm ssion:
The PFCMis transnmitted to the directly connected upstream node
fromwhich the congested fl ow was received. The PFCM SHOULD be
routed to the upstream nei ghbor’s Link-Local |Pv6 address.

4. Upstream Enforcenment (Backpressure):

Upon reception of a PFCM the upstream node parses the Stream I D

and maps it to its local forwarding state. It MJST inmrediately
apply the specified Action for the duration of the Precision Fl ow
Control Tine. |If the upstream node cannot absorb the

backpressure locally, it MAY recursively generate a new PFCM to
its own upstream node.

4. Interoperability with Legacy L2 PFC

Het er ogeneous networks may contain | egacy devi ces incapable of L3
per-flow control. To ensure seamnl ess backward conpatibility, a
border node receiving a PFCM MAY transl ate the L3 signaling into an
| EEE 802. 1Qob L2 PFC frane.

In such transl ati on operati ons:

* The Queue IDfield in the PFCM MJUST be directly nmapped to the
correspondi ng C ass of Service (CoS) priority enable vector in the
PFC frane.

* The Precision Flow Control Tine (mcroseconds) MJST be quantized
and converted into the standard PFC PAUSE quanta val ue.

Packet Formats
1. |1Pv6 Extension Header Format

Precision flow control telenetry MAY be carried in an | Pv6 Hop- by- Hop
Options header or Destination Options header ([ RFC8200]). This is

highly optimal for in-band telenetry or when piggybacked on reverse-
path traffic.
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Figure 1: IPv6 Option Format for Precision Flow Control

The fields are defined as foll ows:

Option Type (8 bits): ldentifies the precision flow control option.

Val ue TBA by I ANA. The hi ghest-order 2 bits SHOULD be set to ' 00’

(skip over if not recognized).

Opt Data Len (8 bits): Length of the option data in octets,
excluding the Option Type and Opt Data Len fields.

Type (8 bits): Sub-type for precision flow control. MJST be set to
0 and reserved for future versioning.

Stream I D (16 bits): The flow identifier causing congestion.

Queue ID (8 bits): The physical or logical priority queue
experienci ng congesti on.

Action (8 bits): Specifies the congestion mtigation directive.
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4.

2.

Bits [0:1] specify the action type: 00 = No Backpressure, 01 =
Pause Flow, 10 = Reduce Rate. Bits [2:7] represent the rate
reduction ratio as an absol ute percentage (0-100) when the action
type is 10.

Precision Flow Ctrl Tinme (16 bits): The tenporal duration for the
specified action, represented in nicroseconds.

Destination & Source |Pv6 Addresses (128 bits each): The IP
addresses extracted fromthe data packet that triggered the
congestion event. This allows the upstream node to precisely
correlate the telenetry with its local forwarding cache.

| CMPv6 Message For mat

Qut -of -band signaling utilizes |ICMPv6 nessages. This nechanism
guar ant ees delivery independent of reverse-path data traffic
avai lability.

0 1 2 3

01234567890123456789012345678901
el i I e i it T e e e e i i T o S e e S e T R R
| Type | Code | Checksum |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Reserved | Stream I D |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Queue ID | Acti on | Precision Flow Crl Time
el i I e i it T e e e e i i T o S e e S e T R R

Destination | Pv6 Address
B e T i T S i i I S T T i i i S N

|
I
I
|
I
Source | Pv6 Address |
|

. .
. .
.. .
. .
. .
L- i T S S S T i T i I S I S S
Figure 2: |ICWv6 Message Format for Precision Flow Control

The |1 CWPv6 header fields are strictly defined as:

Type (8 bits): A new | CMPv6 nessage type assigned by | ANA indicating
Precision Flow Control Notification.
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7.

Code (8 bits): |CWPv6 nessage sub-type (0x00 default).
Checksum (16 bits): The standard | CVMPv6 checksum ([ RFC4443]).
Security Considerations

The introduction of L3/L4 flowlevel pause and backpressure signaling
i nherently expands the attack surface of the network architecture.

Mal i ci ous actors coul d spoof PFCM packets to arbitrarily pause
critical infrastructure flows, leading to a severe Denial of Service
(DoS) attack.

To mitigate these threats, the follow ng security constraints MJST be
enforced by conpliant inplenentations:

* Hop Limt Verification:
When processing an | CMPv6 PFCM a node MUST verify that the | P Hop
Limt is exactly 255. Packets arriving with a smaller Hop Linmt
MJST be silently discarded, guaranteeing that the signal
originated froman i mredi ate nei ghbor.
* Cryptographic Authentication:
In untrusted or nulti-tenant transport domains, the precision flow
control messages SHOULD be secured using the | Psec Authentication
Header (AH) or Encapsul ating Security Payload (ESP) to ensure data
integrity and nei ghbor origin authentication.
* Rate Limting:
Nodes MUST i nmpl ement strict control-plane policing (CoPP) and rate
limting for PFCM processing to prevent CPU resource exhaustion
attacks.
I ANA Consi derations
Thi s docunent requests the follow ng allocations from | ANA:
1. A new Option Type in the "Destination Options and Hop- by- Hop
Options" registry for the Precision Flow Control Congestion
Noti fi cati on.

2. A new Type value in the "I CVWPv6 Type Numbers" registry for the
Preci sion Fl ow Control Congestion Notification nessages.

Ref er ences
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